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Integrating Crestron Fusion Cloud
Software with Google Calendar
Application

Overview

Crestron® developers have integrated Crestron Fusion Cloud with Google Calendar
scheduling software. This document provides the necessary information to configure the
Google Calendar API and set up Crestron Fusion Cloud so that it can access the Google
Calendar API.

Initial Setup

Set up a domain on the Google® API website with the following:
e  Administrator Account
e User Accounts

e Room Resources (Refer to “Appendix A: Creating Room Resources” for setup
instructions)
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Configure the Google Calendar API

For Crestron Fusion Cloud to exchange data with Google calendars, activate the Google
Calendar API and configure the security.

Activate the Google Calendar API for the Domain

1. Using the Google Chrome™ or Firefox® browser, navigate to the following
URL: https://console.developers.google.com/project.

2. Login using an administrator account. Once you are logged in as an administrator,
the Google Developers Console page opens.

Google Developers Console Page without Loaded Project

| 7} Getting stanted -

D) D B | besesisioneindoniine gasgiaerat @ |8, 5o tE P AP =

Getting started

Use Google APls

RPT  Enable and manage APl

Try Compute Engine Try App Engine (sandbx
environment)

3. Click the Select a Project drop-down list and select the API project that will be
used for the Google Calendar integration with Crestron Fusion Cloud.

Project Selection
7 Google xf’) Projects x\+
(-. (i) @ | https;//console developers.google.com/project c Q Search ﬁ’ B ¥+
= Google Developers Console Select a project ~
Projects
Fusionintegration fusionintegration-1218
Filter by name, ID, or label Manage all projects Columns ~

Create a project...
Project Name ProjectID e —— PR

Fusionlntegration fusionintegration-1218 0 0 - ra

4. Click Create a project to open the New Project form, if no projects are listed in the
drop-down list.
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https://console.developers.google.com/project

Create a Project Selection

/'} Getting started * |+ _

oF- https://console.developers.google.com/start c Q Search

Google Developers Console Q  sclectaproject ~ &

Getting started Manage all projects

Create a project...

Documentation
Use Google APls

New Project Form

New Project
Project name

Fusionintegration

Your project ID will be fusionintegration-1218 Edit

Show advanced options...

Please email me updates regarding feature announcements, performance
suggestions, feedback surveys and special offers.

Yes @ Mo

I agree that my use of any services and related APls is subject to my compliance with
the applicable Terms of Service.

® Yes MNo

Create Cancel

5. Enter a Project name and click Create.

6. Load an API project into the Google Developers Console page. When the project
is loaded, the project name is displayed in the Select a project drop-down list and
in the Project field.

Console Dashboard after Project Selection

| ) Home- Fusionlntegration %

(4 ) @ @ | httpsi//console.developers.google.com/home/dashboard?proj ¢ || Q search

Google Developers Console
ﬁ Home Dashboard

Iil  Dashboard
Project: Fusionlntegration

]

= Activity
1D: fusionintegration-1218 (#1069611701362) v

Use Google APls

Enable API ite credentials, and track
your

API  Enable and manage APls
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7. Click the Project Name link from the Select
not displayed.

Select a Project Drop-Down List

a project drop-down list, if a project is

xf"} Projects

= Google

(' (i) @ | https://console.developers.google.com/project

Google Developers Console

Projects

Fusionintegration

[WEETEREE | Filter by name, ID, or label

Manage all projects

Create a project...

Select a project ~

fusionintegration-1218

Columns ~

Project Name

FusionIntegration

Project ID

fusionintegration-1218

open the Google Developers Console menu.

Google Calendar AP/ Activate Link

= Google Developers Console

ﬁ- Home Dashbo
Il Dashboard
Project:
= Activity
1D crestr:
Resourd

Google Developers Console Menu

/'} Home - test x |+

| (' ) (i) @ | https://console.developers.google.com/

{» Google Developers Console

Filter products & services

Click the link in the upper left-hand corner to activate the Google Calendar API, and

f Home

APT APl Manager
B2 Billing

#  Cloud Launcher
& Permissions
COMPUTE

-@- App Engine
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turn on the Google Calendar API.

APl Manager Page

9. Click the APl Manager link to open the APl Manager page. The APl Manager will

API APl Manager Overview

< Overview Google APls  Enabled APIs (7)

ov  Credentials

[ @ Bearch all 100+ APIs

Popular APls

Google Cloud APls
Compute Engine API

BigQuery API

Cloud Storage Service

Cloud Datastore AP

Cloud Deployment Manager API
Cloud DNS API

More

Google Maps APIs n
Google Maps Android API
Google Maps SDK for i0S
Google Maps JavaScript API
Google Places API for Android
Google Places API for i0S
Google Maps Roads API
More

Google Apps APls
Drive AP

Calendar AP
Gmail API

Google Apps Market
Admin SDK
Contacts API
CalDAY API

10. Click the Calendar API link to enable the API.
APl Manager - Enable AP/

= Google Developers Console

-
‘3’

Ow

API API Manager

Overview

Qverview

Ll Enable API

Calendar API

Credentials

The Google Calendar APl lets you manage your calendars and events.

Learn more

Try this APl in APls Explorer

11. Click Enable API to start the Google Calendar APl web service. Once the web
service is enabled, the button label changes to Disable API.

Enable AP in Intermediate State

= Google Developers Console

-
‘6’

O

API API Manager

Overview

Qverview

4 | | Enabling ===

Calendar API

Credentials

The Google Calendar AP lets you manage your calendars and e

| earn mnre
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Disable APl in Intermediate State

= Google Developers Console Q

API API Manager Overview

< Overview )
41 | Disable AP

or  Credentials
Calendar API

This APl is enabled, but you can't use it in your praject until you create credentials
Click "Go to Credentials” to do this now (strongly recommended).

Overview Usage Quotas

The Google Calendar APl lets you manage your calendars and events.
Learn more

Set Up Security

To set up security, complete the steps below.

1. Reopen the Google Developers Console menu using the process described in the
“Activate the Google Calendar API for the Domain” section.

2. Click the Permissions link to open the Permissions page.

Permissions Link

/'} Calendar API - test x ; + l.

':_ (' ) (i) @ | https://console.developers.google.com/!

{) GoogleDevelopers Console

Filter products & services

ﬁ Home

API APl Manager

B Billing
#  Cloud Launcher
2 Permissions
COMPUTE

6 e Integrating Crestron Fusion Cloud SW with Google Calendar App. Setup & Config. — DOC. 7886C



Permissions Page

= Google Developers Console

o _—
am PErmissions

Permissions Service accounts User accounts GCP Privacy & Security

Permissions for project "Fusionintegration”

Changes to these permissions affect your entire project and all resources that
beleng to the project. Add people, demains, groups, or service accounts to your
project to grant them role-based access.

Add members JEEELTATS

Editor

Owner

Search for users, groups, service accounts and domains

Edit access to all resources.

Full access to all resources.

From the Permissions page you can access the service accounts that Crestron
Fusion Cloud will use to access the Google Calendar API.

Click the Service accounts link to open the Service accounts page.

a. If a service account has not been created or if a service account is needed,

click Create service account.
b. If a service account is already available, move to the next step.

Service Accounts Page (Service Accounts Do Not Exist)

Google Developers Console 2

Fusionintegration ~

Permissions

Permissions  Service accounts  User accounts  GCP Privacy & Security

Permissions

Service account management

A service account represents a Google Cloud service identity, such
as code running on Compute Engine VMs, App Engine apps, or
systems running outside Google.

Create service account

Service Accounts Page (Service Accounts Exist)

Google Developers Console Q  Fusionintegration ~  §§
Y i
am Permissions
Permissions ~ Service accounts  Useraccounts  GCP Privacy & Security

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside
Google

Create service account [IENEIEE Find a service account +2 Permissions

Service account ~ Email address

3 FusionServiceAcet fusionserviceacct@fusionintegration-  No keys

1218.iam.gserviceaccount.com
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4. Click Create service account to open the Create service account form. A service

account can now be created for Crestron Fusion Cloud, if needed.

Create Service Account Form

Create service account

Mame

Fus'lonServiceAccﬂ |

Service account ID

fusionservi 4 yfusionintegration-1218.iam.gserviceaccount c

Furnish a new private key
Downloads a file that contains the public/private key pair. Store the file securely
because this key can't be recovered if lost.

Enable Google Apps Domain-wide Delegation
Grants a client access to all users’ data on a Google Apps domain without manual
authorization on their part. Learn more

5. Enter a name for the service account and then click Create.

NOTE: Do not click the Furnish a new private key or Enable Google Apps
Domain-wide Delegation check boxes; the functionality of these check boxes is
described in the “Upload a Private Key” section which uses a different part of the
Google API Console User Interface (Ul).

Return to the Service accounts page, and record the e-mail address of the service
account that Crestron Fusion Cloud will use to access the Google Calendar API.
The e-mail address is used in a later step.

Service Account Email Address

= Google Developers Console Q  Fusionintegration ~

Y .
am Permissions

Permissions ~ Service accounts  User accounts  GCP Privacy & Security

A service account represents a Google Cloud service identity, such as cede running on Compute Engine VMs, App Engine apps, or systems running outside

Google.
Service account ~ Email address
8 FusionServiceAcct fusionserviceacct@fusionintegration-  No keys

1218.iam.gserviceaccount.com

7. Click the menu icon to the right of the service account. This is the service account

that Crestron Fusion Cloud will use to access the Google Calendar API.
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Service Account Menu lcon

Google Developers Console Q  Fusionintegration ~

am Permissions
Permissions  Service accounts  User accounts  GCP Privacy & Security

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside

Google
Create service account Delete Find a service account +2 Permissions
Service account ~ Email address
3 FusionServiceAcct fusi cot@fusionintegration  No keys

serviceaccount com

Edit
Delete

Create key

8. Click Create key from the drop-down list to open the Create private key form.

Create Private Key Form

Create private key for "FusionServiceAcct”
Downloads a file that contains the public/private key pair. Store the file securely
because this key can't be recovered if lost.

Key type

—5EN—
Recommended

® P12

For backward compatibility with code using the P12 format

9. Click the P12 key type.

NOTE: The JSON key does not work with Crestron Fusion Cloud and should not
be used.

10. Click Create to open the file download page.

File Download Page - Save P12 Key Type

Dpening Fusionntegration-24770314f34b.p12 [

You have chosen to open:

/7| Fusionntegration-2477031434b.p12

which is: P12 file (2.4 KB)|
from: blob:

What should Firefox do with this file?

Openwith | Notepad (default) -

@ SaveFile

[l Do this automatically for files like this from now on.

| ok || cance |
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11. Click Save File to save the key file in a local storage folder. Note down the name of
the folder for later use.

12. Click OK to open the key creation confirmation form.

Key Creation Confirmation Form

New public/private key pair

FusionIntegration-0d867caab73b.p12 has been saved on your computer. This is
the only copy of the key, so store it securely

This is the private key's password. It will not be shown again. You must present
this password to use the private key. Learn more

notasecret

13. Check that the password displayed is notasecret. Crestron Fusion Cloud is already
set up to use this password. Click Close.

Share Room Accounts with Service Account

NOTE: Impersonation can be used (if preferred) rather than sharing accounts. Refer to
“Appendix B: Using Impersonation in Google Calendar API” for more information.

1. Navigate to Google.com using a Google Chrome or Firefox browser.

2. Check if a green circled icon appears in the upper right-hand corner. If so, click the
icon and check if the current account in use is the administrator account noted in
the Initial Setup section.

NOTE: Ifitis not an administrator account, click Sign out and move to the next
step. If it is an administrator account, skip the next two steps.

Google.com Sign In

€ &  pe goegle.com o n e @ 4+ a2 é

e e 5 O @

it ACCEU | manages by CresIron.mygliL.com.

@ Motthew Techman

Google

3. Sign in as an administrator by clicking Sign in. From the resulting list, select the
administrator account noted in the "Initial Setup” section.
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Account Sign In

wB O3 & & =

4. Enter your password and click Sign in.

Gmail Images

Account Sign In Screens

Sign in with your Google Account

Google

Choose an account
Paul Neary >
pneary@crestron.mygbiz com

Matthew Techman

9 Matthew Techman Miec hMangicrestron myqbe com

miechman@crestron.mygbiz.com
asssssss

vserv@crestron.mygbiz.com

e helpt

Add account Remave
Hign in with a different account

5. Click the grid icon to open the Google Application menu.

Grid lcon

Matthew Mail Images = 328 o @‘

6. Click the Calendar icon to open the Google Calendar application.

Calendar Icon

Calendar
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Google Calendar Application

f. i) @ | hitps://calendar.google.com/calendar/renderftab=wc&pli=1#main_7 (& Q, Search ﬁ ﬁ u ‘v ‘ﬁ‘ 9 =
GO gle Search Calendar n Matthew 253 o @
Calendar < > Feb 7 - 13, 2016 Day Week Month 4Days Agenda More~ L%~

CREATE ¥ 8un 217 Mon 2/8 Tue 2/9 Wed 2/10 Thu 2111 Fri2nz Sat213

GMT-05

~ February 2016 4o 10am
SMTWTF S
11 2 3 4 56
7 8 9 10[11]12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27 12pm

11am

28629 1 2 3 4
6 7 8 9 10 1112 Tom

= My calendars Ll T
Watthew Techman 2pm

7. Click the gear icon, and then click Settings to open the Calendar Settings page.

Calendar Settings Page

Search Calendar “ vatthew i @ @
o 3 Feb 7 -13, 2016 Day Week Month 4Days Agenda More~ | ZR~
Sun 247 Mon 218 Tue 20 Wed 210 Thu 2/11 Display Density:
GNT.05
Comfortable
10am
Cozy
11am ~" Compact
12pm Settings
Help
1pm
Labs
2pm
g Send feedback
1=
3pm | |

Calendar Settings Page

Calendar Settings

General Calendars Mobile Setup Labs

« Back to calendar

Language: English (US) -

8. Click the Calendars link to view the room calendars.
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Room Calendars on Calendar Settings Page

| Crestron Electronics, Inc. - Cale... % | # |
€ ) () @ | hitpsi//calendar.google.com/calendar/render#settings-cale < Search wBe 934 e é
GO g|e Search Calendar “ Matthew 32 @) @
Calendar Settings
General Calendars Mobile Setup Labs
« Back to calendar
My Calendars Calendars | can view and modify
CALENDAR SHOWBILIST NOTIFICATIONS ~ SHARING
all none
= Matthew Techman Edit notiications  ~02red: Edl
settings
Birthdays
Displays birthdays of people in Google Contacts and oplionally Your Circles” ]
from Google+. Also displays anniversary and other event dates from Google
Contacts, if applicable.
™ Conference Room 201 Edit notffications  —n2eLEdt o bseribe
- = seftings
M Techman Room Resource 001 Editnotifications  SMAELEA 0 psering
- = seftings
™ Techman Room Resource 002 Edtnotifications  SMASLEDR o) pserine
- = settings
= Techman Room Resource 003 Edtnotifications  SMASLED o) peering
- = settings
= Tasks
Create new calendar Unsubscribe: You will na longer have access to the calendar Other people can still use it
Import calendar Export calendars normally
Browse interesting calendars »
Other Calendars Calendars | can only view
CALENDAR SHOWINLIST  yorpicarions
all none
= GApps-Cal Admin Release " " :
E bscrib
Google Apps feature releases for the Admin console, tools, and APls. Edit noffications Unsubscribe

9. Review the room calendars; there should be a calendar for each physical room to
be integrated with Crestron Fusion Cloud.

If no room calendars are shown or more are needed, refer to “Appendix A:
Creating Room Resources” for more information.

NOTE: Typically, room calendars are shared with the service account, as discussed in the
“Set Up Security” section. However, some customers prefer to allow the service account to
impersonate a user with elevated privileges. If impersonation is needed, refer to “Appendix
B: Using Impersonation in Google Calendar API” and skip step 5 in that section.

10. Complete the steps below on each room calendar to be integrated with Crestron
Fusion Cloud. This will share calendars with service accounts that Crestron Fusion
Cloud will use to access the Google Calendar API.

a. Click the room name link to open the Room Details page.
b. Click the Share this Calendar link to open the sharing area.

c. Enter the service account from the Share with specific people section
e-mail address (from the "Set Up Security” section) into the Person field.

d. Click Make changes to events from the Permission Settings drop-down
list.

e. Click Add Person. Note down the e-mail address of the room (to be used
later in this document.)

f.  Click Save.
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Room Details Page — Roorn Calendar Sharing

GO gle Search Calendar “ Matthew 32 @) m

Conference Room 201 Details

Calendar Details ~ Share this Calendar  Edit notifications  Trash
< Bacicto caiendr [ Save] [LGaneat)

] Share this calendar with others

Make this calendar public Learn more See all event details

Share this calendar with everyone in the organization Crestron Electronics, Inc. | See all event defails

Share with specific people

Person Permission Seftings 2 Remove
- Make changes to events -
1218.iam.gseniceaccount.com ‘Add Person
mtechman@crestron.mygbiz.com Make changes AND manage sharing

“Conference Room 201"

<crestron.mygbiz.com_31333739363034333533 calendar. I Make changes to events - L]

« Back to calendar

©2016 Google

11. Click the grid icon to open the Google Application menu.

Grid Icon
Matthew Mail Images =28 o o‘

12. Click the Admin icon to open the Google Console menu.

Admin lcon

&}

Admin

Google Console Menu

€ ) () @ | hitps://admin.google.com/AdminHome

Google

crestron.myghbiz.com

A& Home

Users

d3  Company profile

B Billing
Reports
an

& Apps

13. Click the Apps link, and then click Calendar.
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14. Click Sharing settings, and then click Share all information, and allow managing
of calendars.

Sharing Settings Page

~ Sharing settings

External sharing options for Outside Crestron Electronics, Inc. - set user ability for primary calendars
primary calendars By default, primary calendars are not shared outside Crestron Electronics, Inc
Locally applied Select the highest level of sharing that you want to allow for your users

O Only free/busy information (hide event details)

(O share all information, but outsiders cannot change calendars
(O share all information, and outsiders can change calendars
@ Share all information, and allow managing of calendars
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Set Up Crestron Fusion Cloud to Access the Google Calendar
APl

This section describes how to configure Crestron Fusion Cloud to access the Google
Calendar API. The system-wide security settings will be configured using data from the
previous section. This section also includes instructions on how to link a room represented
by Crestron Fusion Cloud to a Google Calendar.

Upload a Private Key
1. Navigate to the Crestron Fusion Cloud Configuration Web Client.
2. Click Scheduling and then click Google to open the Settings: Google form.

Crestron Fusion Cloud Configuration Web Client — Settings.: Google Form

Crestron Fusiori

servers | Configur Backfill

General

Log

scheduling (S Browse... | Bio fle selected,
Ceneral
Doming e 3660  (seconds
Extemal https: /e, googieaps.com/ calendar/v2
LOAP Google OAuth Audience: hitp: ccounts  google, comy'o/ oauth2token
Micros

Googhe Cluth Scope:  hOIps:/ . googieaps. comyauth/ cakendar
Microsoft Exchange
R2S

PinPoint

Forwarding

web

SMTP

Media

AR

Advanced

All

3. Click Browse to open the File Upload dialog box.
File Upload Dialog Box with Key File

@ File Upload =]
\_/\./ [0 » Computer » OS(C) b keys ~ [ 44| [ Search keys o
Organize » Mew folder = 1 @

A Favorites Hame Date modified Type Size
B Desktop _ | Fusionlntegration-8b9caBe 756c9.p12 /1172016 B:48 PM P12 File 3KB
& Downloads

| Recent Places

B Desktop
- Libraries
3 Docurnents
&t Music
[ Pictures
Subwersion
B videns <2

File name: Fusionntegration-BbScaBe756c9,p12 - | AllFiles (% -

4. Navigate to the location where the key file was stored. Locate and select the private
key file, and then click Open.

Enter the Service Account e-mail address entered in step 6 on page 8.
6. Click Save.
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Settings: Google Form - Completed

Service Account Name: fusw0nserviceakct@fusionimtegrauonf1218.iam‘gserviceaccoumt‘t
Currently Loaded Key:

Upload New Key: Browse... | Fusionlntegration-8b3cage?S0c pl2

Google Token Timeout @ 3660 (seconds)

Google API Root URL:  https:/fwww .googleapls com/fcalendar 3

Google Oauth Audience: hitps:/faccounts .google .com/fo/oauth 2 ftoken

Google OAuth Scope: hitps:/ fwww .googleapis .com/auth/calendar

Configure Rooms in Crestron Fusion Cloud to Use Google Calendar API
1. Do the following for each room represented by a Google calendar.

a. Navigate to the Crestron Fusion Cloud Setup Web Client, select the node,
and then add the room.

Crestron Fusion Cloud Setup Web Client

N o ey T et - HH ®
Crestron Fusion

Add Symbol Discover Apply Attributes Falir Dolete

securlty | Urllicy Pricing

Type Hame

Hode Re<kleigh

e (Click the Add drop-down list (if the room has not been created), and
then click Add Room.

e Click the Room node if the room has already been created.

o Complete the first page of the Room Details tab, if adding a new
room.

Room Details Tab

Alas Leokup Roam Name

Meme  Fonference Room 201

Deseriptian

Group  Owlauly

Locatian

Time Zone  (UTC-05.00) Eastern Time (US & Canada)

eCanirol URL-  hop://
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b. Click the Scheduling Details tab, and then select Google from the Server
Access drop-down list.

Scheduling Details Tab

| Hoom Details I Scheduling Detalls I Address I Custom Froperties I Symbols I Assers ] Actions ] Faople -

Server Access. Google X

Calendar Email Address erestron mygbiz com_shkk2nvh7e1ipge70om ) cahddig@group. calendar google com

verify Mailbox setting

c. Enter the e-mail address of the first room entered in step 9 on page 13.

d. Click Verify Mailbox Setting to ensure the room is configured for proper
integration with Crestron Fusion Cloud.

Verify Mailbox Setting

¥ Edit - Room - ‘Conference Room 201"

Room Deralls I scheduling Detalls I Address I Custom Froperiies [ Symbols l Assers i Actions ] Faople -

Server Access: Coogle =

Calendar tmail Address crestron myghiz com_s 7elipga7om 1 i8@ygroup calendar google com

Verify Mallbox Senting

e. Ifthe room is configured properly, the Verify Mailbox Setting message box
displays. Click OK.

Verify Mailbox Setting Message Box

[ Room Details l Scheduling Dotails I Address l Custom Propesties [ Symbols I Assets ] Actions [ Poople -

SErver ACcEss. Googhe i

Calendar Email Address: crastron myghiz com_ h7alipqe7om Y calandar gaogle com

Verlfy Mallbox Serting

The mailbox settings were successhully
verified.

2. |If creating a new room, fill in the required fields (shown with red asterisks) in the
Room Details tab.
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Room Details Tab

fre== . - — ]
l Room Details I. Sehpduling Details Address | Cuviom Froperties | Symbols | Assets | Actioms | People _
Allay Lookup Koom Name

Mamg:  Conference Room 201

Main Mesting Room for Pnd Floar

Decription

Server Croup  Defauh Croup -
Letation

Time Zone:  (UTC-05:00) Eastern Tame (US & Canada) -

#Control URL  heepdf
WabCam UL herp.//
Inheri Gecaraphic Coardinates

= denotes a requined fukd
Save & Close Close

3. Repeat the above steps for the remaining room e-mail addresses entered in step 9
on page 13.

4. Click Save & Close after adding e-mail addresses for the rooms,

Perform a test of the synchronization between the Google and Crestron Fusion
Cloud calendars as follows:

a. Navigate to Google.com and sign in as an Administrator. Refer to the “Initial
Setup” section.

Administrator Sign In

& D& m gl e |{a B 9 4w O =

o o moges 5 O @

This arcount m ranaged by crmation.mypylis com

@ Matthew Techman

Google

b. Click the grid icon to open the Google Application menu.

Grid Icon
Matthew Mail Images | =2 @) @‘

c. Click the Galendar icon to open the Google Calendar page.

Calendar Icon

Calendar
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Google Calendar Page

Tac

7 .
/ Crestron Electronics, Inc. - ... % \+
€ ) (0 @ | https//calendar.google.com/calendar/rendertab=we#main_7 <] Y
Go g|e Search Calendar
Calendar < > Feb7-13,2016
CREATE v Sun 217 Mon 2/8 Tue 2/9 Wed 210
GMT.05
~ February 2016 < 5am
S MTWT F S
311 2 3 4 5 6 5am
7 8 9 10 11[12]13
14 156 16 17 18 19 20 7am
2122 23 24 25 26 27
2820 1 2 3 4 5
- ) 10 1 12 gam
- M -
ly calendars 3 gam
Matthew Techman
Conference Room 201
10am

d. Select one room created in the previous section. This will display the
Room’s calendar in the UL.

e. Double-click any time slot (after the current time) to open the Add Meeting

form.

Add Meeting Form

Google
-

Test Meeting 001

21212016 10:00am

[] All day [] Repeat...
Where

Calendar

Search Calendar

Discard

to 11:00am

2122016 Time zone

Event details Find a time

Enter a location

Video call WM Join mesting: crestron-mygbiz
Change name | Remove

Conference Room 201 -

f.  Enter a title for the meeting and then click Save.

g. A message indicating the meeting was created should appear along with
the meeting displayed on the room’s calendar selected in step O above.

Booked Meeting on Google Client Calendar

Google

Search Calendar

“ Matthew
Added Test Meeting 001 on Fri Feb 12, 2016 at 10am. Undo
Calendar < | > Feb 7 - 13, 2016 Day Week Month 4Days Agend
CREATE ¥ Sun 27 Mon 28 Tue 2/9 Wed 210 Thu 211 Fri 212
GWT-05
~ February 2016 L
suTwTF s AT
311 2 3 4 5 6
7 8 9 10 11[12]13 10am LRI
14 15 16 17 18 19 20 Test Meeting 001
21 22 23 24 25 26 27 o
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h. Open the Crestron Fusion Cloud Web Client and select the RoomView®
Monitoring button.

RoomView® Monitoring Selection

Configuration &

Energy Management Setup =

Reports & Analytics & Online Help &
About'?

i.  From the Schedule tab, select the room and the date the meeting is
scheduled. The meeting created in step f above should appear on the
Crestron Fusion Cloud calendar.

Crestron Fusion Cloud Calendar Showing Meeting

Crestron Fusion

- My RoomView “ | Fusion Insite Assels % | Rooms % | Scheduls WebCam = | eContrel
Apply Acton | Y | 8 | | | 1 |
Root Select room and chek on your reservaton to setup equpment for automatic startup

Rockleigh
[Canfere Week View || Month View | Add Meeting

oo | Refresh | Switch view: | Today || GoT

‘Conference Room J01 (Tast Meating 001] {10:00 AM - 11:00 AM)

j. Double-click the meeting and verify the meeting times (Start Date/Time
and End Date/Time) and name.

Verify Meeting Details

-

Meeting Details | Presets | Rooms | People ] Recurrence | Capture |

Name: [Test Meeting 001

Location:

Time Zone: |(UTC-05:00) Eastern Time (US & Canada)

Start Date/Time: 2/12/2016 10:00 AM
End Date/Time: 2/12/2016 11:00 AM

Recurrence: None

Description:

Save & Close Delete Close
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k. Create a meeting in Crestron Fusion Cloud after the meeting is set by the

Google Calendar.

Create New Meeting

Meeting Details | Presets | Rooms | People I Recurrence | Capture

MName: Test Meeting 002 =
Location:
Time Zone: (UTC-05:00) Eastern Time {(US & Canada) -
Start Date/Time- 2/12/2016 11:00 AM #
End Date/Time: 2/12/2016 11:30 AM
Recurrence:

Description:

Save & Close Close

Navigate back to the Google Calendar shown in step g above. The meeting
created in Crestron Fusion Cloud should appear on the Google Calendar
below the meeting created in step d above.

Google Calendar Showing Meeting Created in Crestron Fusion Cloud

= B I
B Crestron Dectronics, Inc. - .. % +* J
Fiod g ‘ AE D+ a e
Google o | Y
Calenda <y Feb7-132005 ey i SECR gt e~ | | -
m Sun 27 Uon 20 Tus 28 Wed 240 Tha 211 [CFOH
= Fatnuary 2006

SUTWTF &,

1234588
7 8 9 wufiEe

o
115 16 17 18 10 20 | Teatueetng 001
122 23 24 25 26 7 i

g ) Mam [ 1= TusiMeeing 06
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Appendix A: Creating Room Resources

This section provides information on how to create room resources in Crestron Fusion
Cloud.

1. Navigate to Google.com and sign in as an Administrator.

Google Sign In

G Google 1 '-.\+
va goodiecaeVig . 09 4 A O

.oo

Bocount is maneged by crestronmygbiz.com

Matthow Techman
@

[mied]

Google

2. Click the grid icon to open the Google Application menu.

Grid Icon
Matthew Mail Images | =2 @) @‘

3. Click the Admin icon to open the Google Console menu.

Admin lcon

O

Admin

4. Click the Admin icon to open the Google Console menu.
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Google Console Menu

e i https://admin.google.com/AdminHome

Google

crestron.mygbiz.com

A Home

L Users

& Company profile
B Billing

Reports

& Apps

5. Click Apps to open the Google Apps™ page.
Google Apps Page

APPS SETTRUGS

6. Click Google Apps.

From the next page, click the Galendar link to open the Settings for Calendar
page.

Calendar Link

Google [EcE| waon 5 ()

Apps » Google Apps

Services & Status

P calendar
WM - e on for everyone
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Settings for Calendar Page

Calendar
ON for everyone
hmps:fwww google com/calandar/hostad/creatron mygbiz com

Aotive users In last 7 days

Sharing settings

General settings

8. Click Resources to open the Resources page.

Resources Page

~ Resources

Resarce booking B aiow umers 10 bock rescurces that me shared as "Sew orly beabusy’ @

S hew b o i /rmanisge rescrces 1o your calendi
Soe hiev how 1o afow UBers in your domain fo book rescorces

DELETE HESOURCE(S)
O mesource vama Revscres type Dascrphen

OCRIGOIFED Googhe Mad Confenence Room o1 for F54

9. Click Create a new resource to create a new room resource.

Resources Page - Configuring a Room Resource

» Google Apps > Settings for Calendar

# Resources

« Back 1o Resources
Create Resource
Foics marked [ * ) are required

Resource Name®
Conferenice Room 201|

Resource type

DISCARD  SAVE
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10. From the Create Resource section, enter a Resource Name and Resource type
(room name and type.) Typically the room type is ConfRoom, but any name will
work. If the configuration is successful, the room is listed on the Settings for
Calendar page.

Settings for Calendar Page — Room Resource List

= Apps > Google Apps » Settings for Calendar

11. Click the newly created room resource to display the room details (including the
e-mail address.)

Room Details Displayed

~ Resources

« Back to Resources

Edit Resource
Fields marked ( * ) are required

Resource Name*
Conference Room 201

Resource type
ConfRoom
(Examples: conference room or projector)

Description

Email address
crestron.myghiz.com_: calendar.google.com
Use this email address to access this resource in calendar.

Resource identifier
13796043539
Use this identifier to access this resource from the API

All administrators can manage this resource by signing in to their

12. From the Edit Resource section, note the e-mail address of the room resource.
This will be used to create a calendar.

13. At the top of the Resources page, click the grid icon.

Grid lcon

Matthew Mail Images =28 o o‘

14. Click the Calendar icon.

Calendar Icon

Calendar
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Gear Icon and Google Calendar Settings Link

15. Click the gear icon and then click Settings to open the Calendar Settings page.

Country:

United States

(choose a different country to see other ime zones)

(GMT-05:00) Eastern Time

Matthew =22 @) 0
Day Week Month 4Days Agenda More = | Q - |
Fri 2/12 Display Density:
Comfortable
Cozy
v Compact
Settings
Help
Labs
Send feedback
Calendar Settings Page
G’O g|e Search Calendar “
Calendar Settings
General Calendars Mobile Setup Labs
« Back to Cﬁleﬂdﬁf
Language: English (US) -

~ Label:

Create New Calendar

16. Click the Calendars tab and then click Create new calendar.

Calendar Settings

General Calendars Mobile Setup Labs

« Back to calendar

My Calendars Calendars | can view and modify

CALENDAR

= Matthew Techman
Birthdays

M Techman Room Resource 001

M Techman Room Resource 002
M Techman Room Resource 003

™ Tasks

(W CEICH BV BN ETE Import calendar Export calendars
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17. Enter the e-mail address (noted above) into the Person field, and then select Make
changes to events from the Permission Settings drop-down list.

18. Click Add Person.

Calendar Sharing Detail Form

Share with specific people

Person Permission Settings ‘2 Remove|

Make changes to events -

Add Person

chman@cre:

Make changes AND manage sharing

crestron. mygbiz.com_3133373936303433353330@resource.calendar.google.com Make changes to events - b

19. Enter the name of the room resource into the Calendar Name field. If needed, set
the time zone and click Create Calendar.

Create New Calendar Form

Create New Calendar
Calendar Details

« Back to calendar | Create Calendar

Calendar Name: Conference Room 201
Organization: Crestron Electronics, Inc.
Description:

Location:

e.g."San Francisco” or "New York™ or "USA." Specifying a general location will help people find events on your
calendar (if it's public)

Calendar Time Zone: Country:  United States
Please first selecta country to select  (choose a different country to see other time zones)
the right set of time zones. To see all

time zones, check the box instead Now select atime zone:  (GMT-05:00) Eastern Time

~ [] Display all time zones

20. Click the grid icon to confirm successful creation of the room resource calendar.

Grid Icon

Matthew Mail Images EEE o @‘

21. Click the Calendar icon to open the Google Calendar application.

Calendar Icon

Calendar
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22. Click the gear icon and then click Settings to open the Calendar Settings page.
Calendar Settings Page

Search Calendar “ matthew H2 @ @

< > Feb 7 -13, 2016 Day Week Month 4Days Agenda More v ‘ - ‘
Sun 27 Mon 2/8 Tue 2/9 Wed 210 Thu 211 Display Density-
GNT-05
Comfortable
10am
Cozy
11am v Compact
12pm Settings
Help
1pm
’ Labs
=m Send feedback
3pm |

Calendar Setftings Detail Page

Calendar Settings

General Calendars Mobile Setup Labs

« Back to calendar

Language: English (U3) -

283. Click the Calendars link to open the Calendar Settings room list.

Calendar Settings Room List

Calendar Settings
General Calendars Mobile Setup Labs

« Back to calendar

My Calendars Calendars | can view and modify

CALENDAR SHOWINLIST  yompicaTions  SHARING
all none
T Matthew Techman Edit notifications M
settings
Birthdavs
Displays birthdays of people in Google Contacts and optionally Your Circles’ &)

from Google+. Also displays anniversary and other event dates from Google
Contacts, if applicable.
Shared: Edit

™ Conference Room 201 Edit notifications = .~ — Unsubscribe
S - settings

24. Locate the newly created calendar for the room resource in the list.

NOTE: If the room is listed, the room resource creation was successful. If the room
is not listed, review the steps in this appendix.
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Appendix B: Using Impersonation in Google Calendar API

Customers may not prefer the opt-in model (described in step 9 on page 13) where the
room shares the calendar with the service account. Instead, a second configuration option
is available that will allow the service account (used by Crestron Fusion Cloud) to access the
Google Calendar API to use the identity of another account.

Typically, the account that the service account impersonates has elevated privileges. With

elevated privileges, the account being impersonated can read and write to the room
calendar that is being shared.

NOTE: For impersonation, it is not necessary to complete the “Share Room Accounts with
Service Account” section and should be avoided.

To configure impersonation, do the following:

1. Open the Google API Console menu using the process described in the “Activate
the Google Calendar API for the Domain” section.

2. Click the Permissions link to open the Permissions page. The user can access the

service accounts Crestron Fusion Cloud will use to access the Google Calendar
API.

Permissions Link

| ) Calendar API - test ® \+ |

€ a https://console.developers.google.com/ 3|

{» GoogleDevelopers Console

Filter products & services

f4 Home

API APl Manager
Bg  Billing

#  Cloud Launcher

° -
2 Permissions

COMPUTE

Permissions Page

= Google Developers Console

® o
am Permissions

Permissions Service accounts User accounts GCP Privacy & Security

Permissions for project "FusionIntegration”

Add members IELLE Search for users, groups, service accounts and domains

Editor

Owne Full access to all resources
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3. Click the Service accounts link to display the services accounts list.

Service Accounts List

= Google Developers

o FPermissions

L
Bervics wacuid Fenil adérras
0 FusionServicedcct

Wiew Clem ID

4. Click the View Client ID link to open the Credentials form. The View Client ID
contains the service account that will use impersonation.

Credentials Form

Credentials

- Download JSON Delete
Client ID for Service account client

Service account clients are created when demain-wide delegation is

Manage service accounts
enabled on a service account.

Client ID 106100277412300521421

Service account FusionServiceAcct

fusionserviceacct@fusionintegration-1218.iam.gserviceaccount.com

Creation date Feb 11, 2016, 10:11:00 PM

Name

Client for fusionserviceacct

Cancel

5. Note the client ID for use in a later step, and then click Cancel.

6. Navigate to Google.com and sign in as Administrator.

Google APl Console - Sign in Page

g ==
| G Google ® |+

& (0 @ | hitps://uww.google.com/Tgws._rd=ss| @ || Q search wl e ¥ & & =
Matthew Mail Images =% @ @

This account is managed by crestron.mygbiz.com Goca)

Learn more (mtec

Matthew Techman
mtechman@ecrestron.mygbiz com
Privacy

My Account

Add account Sign out

Google
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7. Click the grid icon, and then click the Admin icon.

Grid lcon

Matthew Mail Images

5 o@‘

Admin lcon

©

Admin

8. Click the menu icon to open the Admin console menu.

Admin Console Menu

Google

= Admin console

9. Click the Security link to open the Security form.
Security Link

i) @ | https://admin.google.com/AdminHome]

Google

crestron.mygbiz.com

& Home

& Users

g1 Company profile
B Billing

Reports

# Apps

ks Groups
[0 Device management

@  Security
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Security Form

Security

crestron.mygbiz.com

Basic settings

Set password strength policies, enforce 2-step verification.

Password monitoring

Monitor the password strength by user.

API reference

Enable APls to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (S50)

Setup user authentication for web based applications (like Gmail or Calendar).

Show more

10. Click the Show more link, and then click the Advanced settings link.

Advanced Settings Link

Basic settings

Set password strength policies, enforce 2-step verification.

Password monitoring

Monitor the password strength by user.

AP reference

Enable APls to programmatically manage provisioning, reporting, er migration via custorn-built or
third-party applications.

Set up single sign-on (SS0)

Setup user authentication for web based applications (like Gmail or Calendar).

Advanced settings

Manage advanced security features such as authentication, and integrating Google Apps with internal
services.

11. Click the Manage API client access link to open the Manage API client access
page.
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Manage API Client Access Link

~ Advanced settings

Authentication Manage OAuth domain key
Allows admins to access all user data without needing login credentials. @

Federated Login using OpeniD
Allows users to sign-in to 3rd party websites using their crestron.mygbiz.com account, without giving
away their credentials.

Manage API client access
Allows admins to control access to user data by applications that use OAuth protocol.

Manage AP/ Client Access Page

Manage API client access

Developers can register their web applications and other APl clients with Gaogle to enable access ta data in Goagle senices like Calendar You can authorize these registered cli

Authorized API clients The following API client domains are registered with Google and authorized to access data for your users.
Client Name One or More APl Scopes

16100277412300521421 https:/f Authorize

Example: www.example.com Example: http:/fwww.google delimited)

12. Enter the following:
e (Client Name: Enter the Service Account Name from the Credentials form.

e One or More API Scopes: Enter the following URL:
https://www.googleapis.com/auth/calendar.

13. Click Authorize.

14. Confirm that the service account was added to the list.

NOTE: At this point, the service account is authorized to access any account.

Manage API Client Access Page showing Service Accounts

Manage API client access
Developers can register their web applications and other AP| clients with Google to enable access to data in Google senices like Calendar You can authorize these registered clients to

Authorized API clients The following API client domains are registered with Google and authorized to access data for your users.
Client Name One or More APl Scopes

| Authorize
Example: www example com Example: http://www. google. lendar/feed delimited
993169428491.apps.googleusercontent.com Calendar (Read Write) https:// g leapis.
106100277412300521421 Calendar (Read-Write) https:// g leapis.
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https://www.googleapis.com/auth/calendar

15. Open the Crestron Fusion Cloud Web Client and select Configuration to open the
Configuration page.

Configuration Selection

RoomView® Monitoring

Energy Management & Setup &
Reports & Analytics & Online Help =
About'?

Conlfiguration Page

Crestron Fusion

| |
£ ;-
| servers ontiguration | Backfil | Name
General Acticen cokahmadMinutes
Log
Scheduling
FinPaint AlipwEsdCestdicates
Forwarding
web
SMTP llgwDuphesteal
UlowDupheateAlns
Media ;
APl

Advanced

AFEnabled
ABlEneryplice
APIPasseode
APIZecumity
APITokenTimect
AseetStubCeler

AunaOucovaryList

16. Click All from the tree menu and then click Add to open the Add Config Entry
window.

17. Determine the user account to be used for impersonation. Typically the admin
account is used. However, an account with elevated privileges can be used.

18. Obtain the e-mail for this account from the Google API Sign In page.
Google API Sign In Page

h Matthew 53 @) o

This account is managed by crestron.mygbiz.com.
Learn more

Matthew Techman
mtechman(@crestron. mygbiz.com

Privacy

Add account Sign out
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19. In the Add Config Entry page, enter the following:

Name: GooglelmpersonationUser
Type: VarChar250

Description: Google Impersonation User

Value: E-mail address (from step 18 above)

Add Config Entry Page

Name:

Type:

Description:

Value:

Googlelmpersonation

varChar2s0 -

Google Impersenation User

Imtechman@ecrestron. |

Save & Close

Close

20. Click Save & Close.

The service account is now set to impersonate the account with the elevated
privileges noted above. Run the tests at the end of “Setting Up Crestron Fusion
Cloud to Access the Google Calendar API” section to confirm the impersonation
has been configured properly.
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