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O v erv i ew
Th e Cre s tro n Virtual Co n tro l s e rve r- bas e d co n tro l s ys te m pro vide s a s calable s o lutio n f o r de plo yin g
pro g rams , ro o ms , an d de vice s acro s s an e n te rpris e . Th e Cre s tro n ® co n tro l s ys te m in f ras tructure re s ide s
e n tire ly o n a re mo te s e rve r, wh ich is in s talle d an d co n f ig ure d us in g s uppo rte d L in ux ® o pe ratin g s ys te m
platf o rms .

Th is do cume n tatio n de s cribe s th e R EST A PI f o r th e Cre s tro n Virtual Co n tro l s e rve r. Th e R EST A PI  allo ws
pro g ramme rs to mo dif y de vice s e ttin g s an d vie w de vice s tatus us in g R EST A PI  calls .

N O TE:  Th is do cume n t is curre n t as o f th e 4. 0 0 0 0 . 0 0 0 0 1 s o f tware re le as e .

Th e R EST A PI bin ds to th e Cre s tro n Virtual Co n tro l s e rve r as a n e w tran s po rt in te rf ace ( much like a
dire ct tran s po rt in te rf ace o r a s e rial jo in in te rf ace ) . Th e A PI laye r pro vide s a tran s latio n f ro m th e
Cre s tro n Virtual Co n tro l s e rve r. W e b s e rve r re que s ts are s tate le s s , an d all s tate f ul in f o rmatio n is
main tain e d be twe e n th e Cre s tro n Virtual Co n tro l R EST A PI laye r an d pro g rams , de vice s , an d o th e r
co n tro l s ys te m o bje cts .

https://www.crestron.com/Products/Control-Hardware-Software/Software/Licensing/VC-4-ROOM
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What ' s New?
U pdate s to th e Cre s tro n Virtual Co n tro l R EST A PI  an d do cume n tatio n are de s cribe d be lo w f ro m n e we s t
to o lde s t.

Ap ri l 1 5, 2022
l Do cume n tatio n update d f o r SI MPL o n VC- 4 R e le as e

o A dde d Sto pDe bug g in g A PI ( o n pag e  6 1) re f e re n ce to pic.
o U pdate d De vice I n f o A PI ( o n pag e  16 ) , Pro g ramI n s tan ce A PI ( o n pag e  3 5) , Pro g ramL ibrary

A PI ( o n pag e  47 ) , an d Sys te mTable A PI ( o n pag e  6 3 ) to pics .
o Co n ve rte d do cume n tatio n to late s t H TML man ual te mplate .



Pro g rammin g G uide — Do c. 8 3 14C R EST A PI  f o r Cre s tro n Virtual Co n tro l Se rve r-Bas e d Co n tro l Sys te m • 3

Q u i c k S t art
Th e Q uick Start to pics de s cribe h o w to g e t s tarte d with th e Cre s tro n Virtual Co n tro l R EST A PI , in cludin g
h o w to auth e n ticate an d make calls with th e A PI .

Th is s e ctio n pro vide s th e f o llo win g in f o rmatio n :

l Pre re quis ite s an d A s s umptio n s ( o n pag e  4)
l A uth e n ticatio n ( o n pag e  5)
l Make A PI Calls ( o n pag e  7 )
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P rerequ i si t es and Assu mp t i o ns
Th is do cume n t as s ume s th e f o llo win g kn o wle dg e pre re quis ite s prio r to wo rkin g with th e Cre s tro n
Virtual Co n tro l R EST A PI :

l Th e pro g ramme r h as a wo rkin g kn o wle dg e o f A PI pro g rammin g co n ve n tio n s , in cludin g h o w to
f o rmat H TTPS re que s ts to tran s f e r data to an d f ro m th e s e rve r.

l Th e pro g ramme r h as a wo rkin g kn o wle dg e o f Cre s tro n co n tro l s ys te m in f ras tructure s an d
pro to co ls .

l Th e Cre s tro n Virtual Co n tro l s e rve r h as be e n in s talle d an d is run n in g o n th e n e two rk. Fo r mo re
in f o rmatio n , re f e r to th e Cre s tro n Virtual Co n tro l f o r R e d H at® O S Pro duct Man ual .

https://docs.crestron.com/en-us/8912/Content/Topics/Installation/Installation.htm
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Au t hent i c at i o n
Th e R EST A PI laye r o f th e Virtual Co n tro l s e rve r may be acce s s e d by us in g th e
" /VirtualCo n tro l/co n f ig /api" bas e U R I . A to ke n g e n e rate d by th e Cre s tro n Virtual Co n tro l s e rve r is
re quire d f o r acce s s in g th e R EST A PI laye r. Th is to ke n is auth e n ticate d by th e Cre s tro n Virtual Co n tro l
s e rve r wh e n an H TTPS re que s t is s e n t.

To g e n e rate a to ke n f o r acce s s in g th e Cre s tro n Virtual Co n tro l R EST A PI laye r:

1. A cce s s th e Cre s tro n Virtual Co n tro l we b co n f ig uratio n in te rf ace by e n te rin g " h ttps : //
[Se rve rU R L ]/VirtualCo n tro l/co n f ig /s e ttin g s /" in to a we b bro ws e r, wh e re [Se rve rU R L ] is th e I P
addre s s o r h o s t n ame o f th e L in ux ® s o f tware platf o rm wh e re th e Cre s tro n Virtual Co n tro l s e rvice
is in s talle d.

Th e Status > R o o ms pag e is dis playe d by de f ault.

Cre s tro n Virtual Co n tro l W e b Co n f ig uratio n I n te rf ace

2 . N avig ate to Se ttin g s > To ke n s .
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Se ttin g s Tab - To ke n s

3 . Se le ct A dd To ke n . Th e A dd To ke n dialo g bo x is dis playe d.
A dd To ke n Dialo g Bo x

4. En te r a de s criptio n f o r th e to ke n in th e De s criptio n te x t f ie ld, an d th e n s e le ct A dd . A  n e w to ke n is
g e n e rate d an d adde d to th e To ke n s table .

O n ce a to ke n h as be e n g e n e rate d, th e to ke n mus t be appe n de d to an y H TTPS re que s t us in g th e
" A uth o riz atio n " h e ade r. I f th e pro vide d to ke n is auth o riz e d, th e H TTPS re que s t is s e n t to th e s e rve r. I f
th e to ke n is n o t auth o riz e d, an e rro r me s s ag e is re turn e d in dicatin g th e cre de n tials are n o t valid.
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M ak e AP I Cal l s
To make A PI calls to th e Cre s tro n Virtual Co n tro l s e rve r:

1. O btain a valid auth e n ticatio n to ke n f ro m th e Cre s tro n Virtual Co n tro l we b co n f ig uratio n
in te rf ace . Fo r mo re in f o rmatio n , re f e r to A uth e n ticatio n ( o n pag e  5) .

2 . O pe n an A PI de ve lo pme n t e n viro n me n t pro g ram ( s uch as Po s tman ) th at s uppo rts H TTPS
re que s ts .

3 . I s s ue an H TTPS re que s t th at in clude s th e re quire d H TTPS me th o d, h e ade rs , an d parame te rs as
o utlin e d in th e s e ctio n s th at f o llo w. Th e auth e n ticatio n to ke n o btain e d in s te p 1 mus t be appe n de d
to th e re que s t in an " A uth o riz atio n " h e ade r.

I f acce s s in g th e R EST A PI laye r via cU R L , th e cU R L co mman d mus t be f o rmatte d as f o llo ws , with an y
parame te rs e n te re d af te r th e auth o riz atio n to ke n in th e appro priate f o rmat ( multipart/f o rm- data o r
applicatio n /js o n ) :

cU R L Bas e Co mman d

curl -X [HTTPSMethod] "https://[ServerURL]/VirtualControl/config/api/[APIDirectory]" -H "accept:
[ResponseContentType]" -H "Authorization: [Token]"

Th e f o rmat o f th e cU R L co mman d may als o be us e d to make we b calls in o th e r pro g rammin g lan g uag e s .

https://www.getpostman.com/
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AP I Ref erenc e
Th e R EST A PI   in te rf ace allo ws co n f ig uratio n an d de vice s tatus ch an g e s to be pas s e d to th e Cre s tro n
Virtual Co n tro l s e rve r. Th e R EST A PI calls de f in e d in th is s e ctio n are us e d to g e t an d s e t data f o r
dif f e re n t de vice f un ctio n s an d are curre n t as o f th e ve rs io n 4. 0 0 0 0 . 0 0 0 0 1 s o f tware re le as e .

Th e f o llo win g s e ctio n s de s cribe th e vario us A PI s th at are available with in th e Cre s tro n Virtual Co n tro l
R EST A PI in te rf ace . Each s e ctio n co n tain s th e f o llo win g in f o rmatio n :

l Th e H TTPS me th o ds th at may be is s ue d f o r e ach A PI
l A lis t o f parame te rs available f o r e ach H TTPS me th o d an d th e parame te r co n te n t type ( if

applicable )
l A lis t o f re s po n s e s f o r e ach H TTPS me th o d, in cludin g th e cU R L bas e co mman d, th e re que s t U R L ,

an d lis t o f re s po n s e co de s
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Au t hent i c at i o n AP I
Th e A uth e n ticatio n A PI is us e d to vie w, cre ate , an d re mo ve auth e n ticatio n g ro ups f o r th e Cre s tro n
Virtual Co n tro l s e rve r.

A uth e n ticatio n g ro ups g ran t dif f e re n t pe rmis s io n s to us e rs bas e d o n th e ir as s ig n e d g ro up. Fo r e x ample ,
ce rtain Cre s tro n Virtual Co n tro l f e ature s may appe ar as re ad-o n ly to g ro ups with lo we r pe rmis s io n
s e ttin g s .

N O TE:  A uth e n ticatio n g ro ups an d us e rs mus t be cre ate d o n th e L in ux platf o rm be f o re th e y can be
co n f ig ure d f o r th e Cre s tro n Virtual Co n tro l s e rve r. Fo r mo re in f o rmatio n , re f e r to th e Cre s tro n
Virtual Co n tro l f o r R e d H at O S Pro duct Man ual .

Read All Auth en tic atio n Ob jec ts
Th is me th o d re turn s all th e auth e n ticatio n o bje cts cre ate d f o r th e Cre s tro n Virtual Co n tro l s e rve r.

N O TE: A ddG ro up an d R e mo ve G ro up are write - o n ly pro pe rtie s an d are n o t re turn e d wh e n a G ET
me th o d is is s ue d.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/A uth e n ticatio n

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/Authentication" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/Authentication" -H "accept:
application/json" -H "Authorization: 1234567890"

https://docs.crestron.com/en-us/8912/Content/Topics/Secure-Deployment/Harden-VC-4.htm#ConfigureSecureDeviceConnections
https://docs.crestron.com/en-us/8912/Content/Topics/Secure-Deployment/Harden-VC-4.htm#ConfigureSecureDeviceConnections
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R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/Authentication

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Device": {
    "Authentication": {
      "Groups": [

{
          "Name": "Admins",
          "AccessLevel": "Administrator"
        }
      ]
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available

Read All Auth en tic atio n G r o up s
Th is me th o d re turn s all th e auth e n ticatio n g ro ups cre ate d f o r th e Cre s tro n Virtual Co n tro l s e rve r.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/A uth e n ticatio n /G ro ups

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/Authentication/Groups" -H "accept:
application/json" -H "Authorization: [Token]"
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Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/Authentication/Groups" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/Authentication/Groups

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Device": {
    "Authentication": {
      "Groups": [

{
          "Name": "Test",
          "AccessLevel": "Administrator"
        }
      ]
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Cr eate Auth en tic atio n G r o up
Th is me th o d cre ate s a n e w auth e n ticatio n g ro up in th e auth e n ticatio n g ro up library.

S yn t ax
l H TTPS Me th o d :  PO ST
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/A uth e n ticatio n /G ro ups

P arame t e rs
PO ST A uth e n ticatio n /G ro ups Parame te rs

N ame De s criptio n

body R e quire d. JSO N bo dy parame te r th at cre ate s a n e w auth e n ticatio n g ro up.

Ex ample Value

{
  "Device": {
    "Authentication": {
      "AddGroup": {
        "Name": "Test",
        "AccessLevel": "Administrator"
      }
    }
  }
}

Th e f o llo win g bo dy parame te rs mus t be in clude d in th e PO ST re que s t:

PO ST A uth e n ticatio n /G ro ups Bo dy Parame te rs

N ame De s criptio n

Name R e quire d. Strin g th at s e ts th e n ame o f th e auth e n ticatio n g ro up to add.

AccessLevel R e quire d. Strin g th at s e ts th e acce s s le ve l f o r th e auth e n ticatio n g ro up. Valid value s are
lis te d be lo w.

l Administrator: Me mbe rs are g ran te d f ull admin is trative privile g e s .
l Operator: Me mbe rs are g ran te d o pe ratin g privile g e s o n ly.
l Connect: Me mbe rs are g ran te d re ad-o n ly privile g e s o n ly.

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X POST "https://[ServerURL]/VirtualControl/config/api/Authentication/Groups" -H "accept:
application/json" -H: "Authorization: [Token]" -H "Content-Type: application/json" -d "{ \"
[Parameter]\": \"[Value]\" }"



Pro g rammin g G uide — Do c. 8 3 14C R EST A PI  f o r Cre s tro n Virtual Co n tro l Se rve r-Bas e d Co n tro l Sys te m • 13

Ex ample cU R L Co mman d

curl -X POST "https://123.456.789.000/VirtualControl/config/api/Authentication/Groups" -H
"accept: application/json" -H: "Authorization: 1234567890" -H "Content-Type: application/json" -d
"{ \"Device\": { \"Authentication\": { \"AddGroup\": { \"Name\": \"Test\", \"AccessLevel\":
\"Administrator\" } } }}"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/Authentication/Groups

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "Authentication",
      "Results": [

{
          "StatusInfo": SUCCESS",
          "object": {
            "Name": "Test",
            "AccessLevel": "Administrator"
          }
          "StatusId": 0,
          "path": "Device.Programs.Authentication"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "DUPLICATE GROUP")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available

Remo ve Auth en tic atio n G r o up
Th is me th o d re mo ve s an e x is tin g auth e n ticatio n g ro up f ro m th e auth e n ticatio n g ro up library.
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S yn t ax
l H TTPS Me th o d :  PO ST
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/A uth e n ticatio n /G ro ups

P arame t e rs
PO ST A uth e n ticatio n /G ro ups Parame te rs

N ame De s criptio n

body R e quire d. JSO N bo dy parame te r th at re mo ve s an e x is tin g auth e n ticatio n g ro up.

Ex ample Value

{
  "Device": {
    "Authentication": {
      "RemoveGroup": {
        "Name": "Test",
        "AccessLevel": "Administrator"
      }
    }
  }
}

Th e f o llo win g bo dy parame te rs mus t be in clude d in th e PO ST re que s t

PO ST A uth e n ticatio n /G ro ups Bo dy Parame te rs

N ame De s criptio n

Name R e quire d. Strin g th at pro vide s th e n ame o f th e auth e n ticatio n g ro up to re mo ve .

AccessLevel R e quire d. Strin g th at pro vide s th e acce s s le ve l o f th e re mo ve d auth e n ticatio n g ro up. Valid
value s are lis te d be lo w.

l Administrator: Me mbe rs are g ran te d f ull admin is trative privile g e s .
l Operator: Me mbe rs are g ran te d o pe ratin g privile g e s o n ly.
l Connect: Me mbe rs are g ran te d re ad-o n ly privile g e s o n ly.

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X POST "https://[ServerURL]/VirtualControl/config/api/Authentication/Groups" -H "accept:
application/json" -H: "Authorization: [Token]" -H "Content-Type: application/json" -d "{ \"
[Parameter]\": \"[Value]\" }"
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Ex ample cU R L Co mman d

curl -X POST "https://123.456.789.000/VirtualControl/config/api/Authentication/Groups" -H
"accept: application/json" -H: "Authorization: 1234567890" -H "Content-Type: application/json" -d
"{ \"Device\": { \"Authentication\": { \"RemoveGroup\": { \"Name\": \"Test\", \"AccessLevel\":
\"Administrator\" } } }}"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/Authentication/Groups

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "Authentication",
      "Results": [

{
          "StatusInfo": Deleted",
          "object": "NULL"
          "StatusId": 0,
          "path": "Device.Programs.Authentication"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID GROUP")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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D ev i c eI nf o AP I
Th e De vice I n f o A PI  is us e d to vie w in f o rmatio n f o r th e Cre s tro n Virtual Co n tro l s e rve r.

Read All D evic eIn fo Ob jec ts
Th is me th o d re turn s all in f o rmatio n s to re d f o r de vice s in th e de vice in f o library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/De vice I n f o

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/DeviceInfo" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/DeviceInfo" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/DeviceInfo



Pro g rammin g G uide — Do c. 8 3 14C R EST A PI  f o r Cre s tro n Virtual Co n tro l Se rve r-Bas e d Co n tro l Sys te m • 17

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "DeviceInfo:" {
      "DeviceKey": "5365473269d52577563277770050e8c7",
      "DeviceId": "000c29d3c7a2000c29d3c7a2000c29d",
      "ApplicationVersion": "1.8001.0124",
      "Manufacturer": "Crestron",
      "ID": "1",
      "MacAddress": "11:22:33:44:55:66",
      "Model1": "VC-4",
      "Category": "Control System",
      "BuildDate": "Feb 20 2022",
      "Version": "2.7100.00016",
      "Name": "redhat",
      "PythonVersion": "3.8.8\n",
      "MonoVersion": "6.12.0.107"
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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D ev i c eM ap AP I
Th e De vice Map A PI  is us e d to vie w de vice maps in th e Cre s tro n Virtual Co n tro l s e rve r' s de vice map
library. De vice maps allo w acce s s to de vice re s o urce s acro s s th e e n tire Cre s tro n Virtual Co n tro l s e rve r
e n viro n me n t.

Read All D evic eMap s
Th is me th o d re turn s all de vice maps in th e de vice map library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/De vice Map

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/DeviceMap" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/DeviceMap" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/DeviceMap
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "Programs": {
      "DeviceMapLibrary": {
        "1: {
          "SupportAssociation: "false",
          "UniqueId": "1"
          "ProgramInstanceId": "PGM1"
          "DeviceId": "DMID1"
          "MacAddress": "11:22:33:44:55:66",
          "Make": "Crestron",
          "Model": "VC-4",
          "HostName": "ubuntu",
          "Name": "DevMap",
          "Description": "new device map object"
          "ProgramIpId": "2",
          "Status": online
        }
      }
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available



2 0 • R EST A PI  f o r Cre s tro n Virtual Co n tro l Se rve r-Bas e d Co n tro l Sys te m Pro g rammin g G uide — Do c. 8 3 14C

D ev i c eP ro gramM ap AP I
Th e De vice Pro g ramMap A PI is us e d to cre ate , vie w, an d de le te de vice - to - pro g ram maps in th e Cre s tro n
Virtual Co n tro l s e rve r' s De vice Pro g ramMap library.

De vice - to - pro g ram mappin g allo ws de vice s co n n e cte d to th e Cre s tro n Virtual Co n tro l s e rve r to be
mappe d to s pe cif ic pro g rams acro s s th e platf o rm.

Cr eate D evic ePr o gr amMap
Th is me th o d cre ate s a n e w de vice - to - pro g ram map in th e de vice - to - pro g ram map library.

S yn t ax
l H TTPS Me th o d :  PO ST
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/De vice Pro g ramMap

P arame t e rs
PO ST De vice Pro g ramMap Parame te rs

N ame De s criptio n

body R e quire d. JSO N bo dy parame te r th at cre ate s a n e w de vice -to - pro g ram map e n try.

Ex ample Value

{
  "ProgramInstanceId": "1",
  "MacAddress": "11:22:33:44:55:66",
  "DeviceIpId": "9",
  "ProgramIpId": "10"
}

Th e f o llo win g bo dy parame te rs may be in clude d in th e PO ST re que s t:

PO ST De vice Pro g ramMap Bo dy Parame te rs

N ame De s criptio n

ProgramInstanceId O ptio n al. Strin g th at s e ts th e I D o f th e pro g ram in s tan ce th at will be mappe d to th e
de vice . L e n g th mus t be be twe e n 1– 6 4 ch aracte rs .

MacAddress O ptio n al. Strin g th at s e ts th e MA C ( Me dia A cce s s Co n tro l) addre s s o f th e mappe d
de vice .

DeviceIpId O ptio n al. Strin g th at s e ts th e I P I D o f th e mappe d de vice o n th e n e two rk. Value
mus t be be twe e n 2 an d 6 553 5.

ProgramIpId O ptio n al. Strin g th at s e ts th e I P I D o f th e mappe d pro g ram in s tan ce o n th e
n e two rk. Value mus t be be twe e n 2 an d 6 553 5.
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R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X POST "https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap" -H "accept:
application/json" -H: "Authorization: [Token]" -H "Content-Type: application/json" -d "{ \"
[Parameter]\": \"[Value]\" }"

Ex ample cU R L Co mman d

curl -X POST "https://123.456.789.000/VirtualControl/config/api/DeviceProgramMap" -H "accept:
application/json" -H: "Authorization: 1234567890" -H "Content-Type: application/json" -d "{ 
\"ProgramInstanceId\": \"1\", \"MacAddress\": \"11:22:33:44:55:66\", \"DeviceIpId\": \"9\",
\"ProgramIpId\": \"10\"}"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "DeviceProgramMapLibrary",
      "Results": [

{
          "StatusInfo": "SUCCESS",
          "object": {
            "UniqueId: "DeviceProgramMapId1",
            "MacAddress": "11:22:33:44:55:66",
            "DeviceIpId": "9",
            "ProgramInstanceId": "p003",
            "ProgramIpId": "10",
            "Status": "ONLINE"
          },
          "StatusId": 0,
          "Path": "Devices.Programs.DeviceProgramMapLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "DUPLICATE UNIQUE ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available

Read All D evic ePr o gr amMap s
Th is me th o d re turn s all de vice - to - pro g ram maps in th e de vice - to - pro g ram map library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/De vice Pro g ramMap

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N
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cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap" -H "accept:
application/json" -H: "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/DeviceProgramMap" -H "accept:
application/json" -H: "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Device": {
    "Programs": {
      "DeviceProgramMapLibrary": {
        "DeviceProgramMapId1" {
          "UniqueId: "DeviceProgramMapId1",
          "MacAddress": "11:22:33:44:55:66",
          "DeviceIpId": "9",
          "ProgramInstanceId": "p003",
          "ProgramIpId": "10",
          "Status": "ONLINE",
        },
        "DeviceProgramMapId2" {
          "UniqueId: "DeviceProgramMapId2",
          "MacAddress": "aa:bb:cc:dd:ee:ff",
          "DeviceIpId": "11",
          "ProgramInstanceId": "p001",
          "ProgramIpId": "12",
          "Status": "ONLINE",
        }
      }
    }
  }
}

40 4 N o t f o un d
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Co de De s criptio n

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available

D elete D evic ePr o gr amMap
Th is me th o d de le te s a de vice - to - pro g ram map f ro m th e de vice - to - pro g ram map library.

S yn t ax
l H TTPS Me th o d :  DEL ETE
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/De vice Pro g ramMap

P arame t e rs
DEL ETE De vice Pro g ramMap Parame te rs

N ame De s criptio n

body R e quire d. JSO N bo dy parame te r th at de le te s a n e w de vice -to - pro g ram map e n try.

Ex ample Value

{
  "ProgramInstanceId": "1",
  "MacAddress": "11:22:33:44:55:66",
  "DeviceIpId": "9",
  "ProgramIpId": "10"
}

Th e f o llo win g bo dy parame te rs may be in clude d in th e DEL ETE re que s t:

DEL ETE De vice Pro g ramMap Bo dy Parame te rs

N ame De s criptio n

ProgramInstanceId O ptio n al. Strin g th at s e ts th e I D o f th e pro g ram in s tan ce to be de le te d. L e n g th
mus t be be twe e n 1–6 4 ch aracte rs .

MacAddress O ptio n al. Strin g th at s e ts th e MA C ( Me dia A cce s s Co n tro l) addre s s o f th e mappe d
de vice to be de le te d.

DeviceIpId O ptio n al. Strin g th at s e ts th e I P I D o f th e mappe d de vice o n th e n e two rk to be
de le te d. Value mus t be be twe e n 2 an d 6 553 5.

ProgramIpId O ptio n al. Strin g th at s e ts th e I P I D o f th e mappe d pro g ram in s tan ce o n th e n e two rk
to be de le te d. Value mus t be be twe e n 2 an d 6 553 5.

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N
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cU R L Bas e Co mman d

curl -X DELETE "https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap" -H "accept:
application/json" -H: "Authorization: [Token]" -H "Content-Type: application/json" -d "{ \"
[Parameter]\": \"[Value]\" }"

Ex ample cU R L Co mman d

curl -X DELETE "https://123.456.789.000/VirtualControl/config/api/DeviceProgramMap" -H "accept:
application/json" -H: "Authorization: 1234567890" -H "Content-Type: application/json" -d "{ 
\"ProgramInstanceId\": \"1\", \"MacAddress\": \"11:22:33:44:55:66\", \"DeviceIpId\": \"9\",
\"ProgramIpId\": \"10\"}"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "DeviceProgramMapLibrary",
      "Results": [

{
          "StatusInfo": Deleted",
          "object": "NULL"
          "StatusId": 0,
          "path": "Device.Programs.DeviceProgramMapLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d
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Co de De s criptio n

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Read D evic ePr o gr amMap
Th is me th o d re turn s in f o rmatio n abo ut a s pe cif ic de vice - to - pro g ram map in th e de vice - to - pro g ram map
library us in g De vice Pro g ramMapI d .

S yn t ax
l H TTPS Me th o d : G ET
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/De vice Pro g ramMap/ {De vice Pro g ramMapI d}

P arame t e rs
G ET De vice Pro g ramMap/ {De vice Pro g ramMapI d} Parame te rs

N ame De s criptio n

DeviceProgramMapId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e de vice - to -pro g ram map th at will be
re turn e d. Max imum le n g th is 2 55 ch aracte rs .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap/[DeviceProgramMapId]"
-H "accept: application/json" -H: "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET
"https://123.456.789.000/VirtualControl/config/api/DeviceProgramMap/DeviceProgramMapId1" -H
"accept: application/json" -H: "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/DeviceProgramMap/[DeviceProgramMapId]
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "Programs": {
      "DeviceProgramMapLibrary": {
        "DeviceProgramMapId1" {
          "UniqueId: "DeviceProgramMapId1",
          "MacAddress": "11:22:33:44:55:66",
          "DeviceIpId": "dev03",
          "ProgramInstanceId": "p003",
          "ProgramIpId": "p02",
          "Status": "ONLINE"
        }
      }
    }
  }
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Et hernet AP I
Th e Eth e rn e t A PI  is us e d to vie w th e Eth e rn e t s tatus an d s e ttin g s f o r th e Cre s tro n Virtual Co n tro l
s e rve r.

Read All E th er n et Ob jec ts
Th is me th o d re turn s all Eth e rn e t in f o rmatio n s to re d in th e Eth e rn e t library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Eth e rn e t

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/Ethernet" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/Ethernet" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/Ethernet
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "Ethernet": {
      "Adapters": [

{
          "LinkStatus": "OK",
          "IPv4": {
            "Addresses": [

{
                "SubnetMask": "255.255.255.0",
                "Address": "192.255.255.135",
              }
            ],
            "Dnsservers": [
              "192.255.255.2"
            ],
            "DefaultGateway": "192.255.255.2",
            "IsDhcpEnabled": "ON"
          },
          "Name": "ens33",
          "MacAddress": "11.22.33.44.55.66"
        }
      ],
      "HostName": "ubuntu",
      "DomainName": "localdomain"
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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I p T ab l eByP I D AP I
Th e I pTable ByPI D A PI  is us e d to vie w th e Cre s tro n Virtual Co n tro l I P Table f o r dif f e re n t pro g rams
in s tan ce s by us in g Pro g ramI n s tan ce I d .

Read Pr o gr amIn s tan c e
Th is me th o d re turn s a s pe cif ic I P table f o r th e s upplie d Pro g ramI n s tan ce I d .

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/I pTable ByPI D/ {Pro g ramI n s tan ce I D}

P arame t e rs
G ET I pTable ByPI D/ {Pro g ramI n s tan ce I d} Parame te rs

N ame De s criptio n

ProgramInstanceId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram in s tan ce th at will h ave its I P
table re turn e d. Max imum le n g th is 2 55 ch aracte rs .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/IpTableByPID/[ProgramInstanceId]" -H
"accept: application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/IpTableByPID/P01" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/IpTableByPID/[ProgramInstanceId]
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "Programs": {
      "IpTableByPID": {
        "IPTableByPIDGetId": {
          "UniqueId": "1",
          "ProgramInstanceId": "P01",
          "ProgramIpId": "12",
          "Model": "VC-4",
          "Description: "Iptable",
          "remote_ip": "192.255.255.4",
          "Status": "Online",
          "device_type": "1",
          "MacAddress": "11:22:33:44:55:66",
          "DeviceId": "1",
          "Hostname": "VC4",
          "SupportAssocation": ""
        }
      }
    }
  }
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Li c enseRegi st ry AP I
Th e L ice n s e R e g is try A PI  is us e d to vie w lice n s e in f o rmatio n f o r th e Cre s tro n Virtual Co n tro l s e rve r.

Read All L ic en s eRegis tr y Ob jec ts
Th is me th o d re turn s all lice n s e s s to re d f o r de vice s in th e lice n s e re g is try library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/L ice n s e R e g is try

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/LicenseRegistry" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/LicenseRegistry" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/LicenseRegistry
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "LicenseRegistry": {
      "Licenses": [

{
          "Name": "AirMedia",
          "VendorId": "1",
          "ModuleId": "1",
          "Info": "",
          "Expiration": "123",
          "Key": "12345",
          "Count": "1"
        }
      ],
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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P ro gramI nst anc e AP I
Th e Pro g ramI n s tan ce A PI is us e d to add, vie w, mo dif y, an d de le te pro g ram in s tan ce s in th e Cre s tro n
Virtual Co n tro l s e rve r' s pro g ram in s tan ce library.

Pro g ram in s tan ce s allo w th e s ame pro g ram to be run in multiple ro o ms acro s s th e Cre s tro n Virtual
Co n tro l s e rve r, but e ach in s tan ce may be cus to miz e d to f it th e s pe cif ic pro pe rtie s o f th e ro o m ( s uch as
lo catio n an d time z o n e ) .

Add Pr o gr amIn s tan c e
Th is me th o d adds a n e w pro g ram in s tan ce in to th e pro g ram in s tan ce library.

S yn t ax
l H TTPS Me th o d :  PO ST
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/Pro g ramI n s tan ce

P arame t e rs
Parame te r Co n te n t Type :  Multipart/Fo rm- Data

PO ST Pro g ramI n s tan ce Parame te rs

N ame De s criptio n

Name R e quire d. Strin g ( f o rm data) th at s e ts th e n ame o f th e pro g ram in s tan ce .
Max imum le n g th is 2 55 ch aracte rs .

ProgramInstanceId R e quire d. Strin g ( f o rm data) th at s e ts th e pro g ram in s tan ce I D, wh ich pro vide s a
path f o r th e pro g ram in s tan ce . L e n g th mus t be be twe e n 1 an d 3 2 ch aracte rs .

ProgramLibraryId R e quire d. Strin g ( f o rm data) th at s e ts th e pro g ram library I D f o r th e pro g ram
in s tan ce . L e n g th mus t be be twe e n 1 an d 3 2 ch aracte rs .

Notes O ptio n al. Strin g ( f o rm data) th at s e ts n o te s f o r th e pro g ram in s tan ce . Max imum
le n g th is 2 55 ch aracte rs .

Level O ptio n al. Strin g ( f o rm data) th at s e ts th e acce s s le ve l o f th e pro g ram in s tan ce .
Max imum le n g th is 2 55 ch aracte rs .

Location O ptio n al. Strin g ( f o rm data) th at s e ts th e lo catio n ( s tre e t addre s s )  wh e re th e
pro g ram in s tan ce will be run . Max imum le n g th is 2 55 ch aracte rs .

TimeZone O ptio n al. Strin g ( f o rm data) th at s e ts th e time z o n e wh e re th e pro g ram in s tan ce
will be run . Max imum le n g th is 2 55 ch aracte rs .

Latitude O ptio n al. Strin g ( f o rm data) th at s e ts th e latitude wh e re th e pro g ram in s tan ce
will be run . Max imum le n g th is 2 55 ch aracte rs .

Longitude O ptio n al. Strin g ( f o rm data) th at s e ts th e lo n g itude wh e re th e pro g ram in s tan ce
will be run . Max imum le n g th is 2 55 ch aracte rs .
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N ame De s criptio n

AddressSetsLocation O ptio n al. Bo o le an ( f o rm data) th at de te rmin e s wh e th e r th e addre s s pro vide d f o r
Location is us e d to s e t th e lo catio n pro pe rtie s auto matically.

UserFile O ptio n al. A cus to m us e r f ile ( f o rm data) f o r th e pro g ram in s tan ce . File s may be
uplo ade d in dividually o r z ippe d.

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X POST "https://[ServerURL]/VirtualControl/config/api/ProgramInstance" -H "accept:
application/json" -H "Authorization: [Token]" -H "Content-Type: multipart/form-data" -F "
[Parameter]=[Value]"

Ex ample cU R L Co mman d

curl -X POST "https://123.456.789.000/VirtualControl/config/api/ProgramInstance" -H "accept:
application/json" -H "Authorization: 1234567890" -H "Content-Type: multipart/form-data" -F
"Name=ProgInstance1" -F "ProgramInstanceId=PI1"-F "ProgramLibraryId=Program01"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramInstance
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "ProgramLibrary",
      "Results": [

{
          "StatusInfo": "SUCCESS",
          "object": {
            "id": 2,
            "Notes": "",
            "Level": "",
            "ProgramInstanceId" = "22",
            "Configuration Link: "",
            "ProgramLibraryId": "2",
            "Latitude": "41.0",
            "Status": "Running",
            "WorkingDirectory: "User",
            "XpanelUrl": "",
            "Longitude": "-73.93333",
            "Name": "Room01",
            "AddressSetsLocation": true,
            "Time Zone": "America/New_York",
            "Location": "NJC"
          },
          "StatusId": 0,
          "Path": "Devices.Programs.ProgramInstanceLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "DUPLICATE ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Read All Pr o gr amIn s tan c es
Th is me th o d re turn s all pro g ram in s tan ce s in th e pro g ram in s tan ce library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Pro g ramI n s tan ce

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/ProgramInstance" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/ProgramInstance" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramInstance
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Device": {
    "Programs": {
      "ProgramInstanceLibrary": {
        "ProgramInstanceId1": {
            "id": 2,
            "Notes": "",
            "Level": "",
            "Configuration Link: "",
            "ProgramLibraryId": "33",
            "Latitude": "41.0",
            "Status": "Running",
            "XpanelUrl": "",
            "WorkingDirectory: "User",
            "Longitude": "-73.93333",
            "ProgramInstanceId": "21",
            "Name": "progInstance RoomName2",
            "AddressSetsLocation": false,
            "Time Zone": "America/New_York",
            "Location": "NJC",
            "DebuggingEnabled": false
        },
        "ProgramInstanceId2": {
            "id": 1,
            "Notes": "",
            "Level": "",
            "Configuration Link: "",
            "ProgramLibraryId": "34",
            "Latitude": "41.0",
            "Status": "Running",
            "XpanelUrl": "",
            "WorkingDirectory: "User",
            "Longitude": "-33.93333",
            "ProgramInstanceId": "20",
            "Name": "progInstance RoomName1",
            "AddressSetsLocation": true,
            "Time Zone": "America/New_York",
            "Location": "NJC",
            "DebuggingEnabled": true
        },
      }
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Mo dify Pr o gr amIn s tan c e
Th is me th o d mo dif ie s an e x is tin g pro g ram in s tan ce in th e pro g ram in s tan ce library us in g
Pro g ramI n s tan ce I d .

S yn t ax
l H TTPS Me th o d :  PU T
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/Pro g ramI n s tan ce

P arame t e rs
PU T Pro g ramI n s tan ce Parame te rs

N ame De s criptio n

ProgramInstanceId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram in s tan ce th at will be
mo dif ie d.

Name O ptio n al. Strin g ( f o rm data) th at mo dif ie s th e n ame o f th e pro g ram in s tan ce .
Max imum le n g th is 2 55 ch aracte rs

Notes O ptio n al. Strin g ( f o rm data) th at mo dif ie s n o te s f o r th e pro g ram in s tan ce .
Max imum le n g th is 2 55 ch aracte rs .

Level O ptio n al. Strin g ( f o rm data) th at s e ts th e acce s s le ve l o f th e pro g ram in s tan ce .
Max imum le n g th is 2 55 ch aracte rs .

Location O ptio n al. Strin g ( f o rm data) th at s e ts th e lo catio n ( s tre e t addre s s )  wh e re th e
pro g ram in s tan ce will be run . Max imum le n g th is 2 55 ch aracte rs .

TimeZone O ptio n al. Strin g ( f o rm data) th at s e ts th e time z o n e wh e re th e pro g ram in s tan ce
will be run . Max imum le n g th is 2 55 ch aracte rs .

Latitude O ptio n al. Strin g ( f o rm data) th at s e ts th e latitude wh e re th e pro g ram in s tan ce
will be run . Max imum le n g th is 2 55 ch aracte rs .

Longitude O ptio n al. Strin g ( f o rm data) th at s e ts th e lo n g itude wh e re th e pro g ram in s tan ce
will be run . Max imum le n g th is 2 55 ch aracte rs .

Start O ptio n al. Strin g ( f o rm data) us e d to s tart th e s pe cif ic pro g ram. Th e o n ly valid
value is true.

Stop O ptio n al. Strin g ( f o rm data) us e d to s to p th e s pe cif ic pro g ram. Th e o n ly valid
value is true.

AddressSetsLocation O ptio n al. Bo o le an ( f o rm data) th at de te rmin e s wh e th e r th e addre s s pro vide d f o r
Location is us e d to s e t th e lo catio n pro pe rtie s auto matically.

UserFile O ptio n al. A cus to m us e r f ile ( f o rm data) f o r th e pro g ram in s tan ce . File s may be
uplo ade d in dividually o r z ippe d.

DebuggingEnabled O ptio n al. Bo o le an pro pe rty ( f o rm data) th at de te rmin e s wh e th e r th e de bug g in g
o ptio n f o r th e pro g ram is turn e d o n o r o f f ( SI MPL  pro g rams o n ly) .

Restart O ptio n al. Strin g ( f o rm data) us e d to re s tart th e s pe cif ic pro g ram. Th e o n ly valid
value is true.
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N O TE:  Start an d Sto p are mutually e x clus ive parame te rs .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X PUT "https://[ServerURL]/VirtualControl/config/api/ProgramInstance" -H "accept:
application/json" -H "Authorization: [Token]" -H "Content-Type: multipart/form-data" -d {"
[Parameter]": "[Value]"}

Ex ample cU R L Co mman d

curl -X PUT "https://123.456.789.000/VirtualControl/config/api/ProgramInstance" -H "accept:
application/json" -H "Authorization: 1234567890" -H "Content-Type: multipart/form-data" -d
{"ProgramInstanceId":"21","Name":"ProgInstance1","Start":"true"}

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramInstance
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "ProgramInstanceLibrary",
      "Results": [

{
          "StatusInfo": "SUCCESS",
          "object": {
            "id": 2,
            "Notes": "",
            "Level": "",
            "ProgramInstanceId" = "22",
            "Configuration Link: "",
            "ProgramLibraryId": "2",
            "Latitude": "41.0",
            "Status": "Running",
            "WorkingDirectory: "User",
            "XpanelUrl": "",
            "Longitude": "-73.93333",
            "Name": "Room01",
            "AddressSetsLocation": true,
            "Time Zone": "America/New_York",
            "Location": "NJC",
            "DebuggingEnabled": true
          },
          "StatusId": 0,
          "Path": "Devices.Programs.ProgramInstanceLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Read Pr o gr amIn s tan c e
Th is me th o d re turn s in f o rmatio n abo ut a s pe cif ic pro g ram in s tan ce in th e pro g ram in s tan ce library
us in g Pro g ramI n s tan ce I d .

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Pro g ramI n s tan ce / {Pro g ramI n s tan ce I d}

P arame t e rs
G ET Pro g ramI n s tan ce /{Pro g ramI n s tan ce I d} Parame te rs

N ame De s criptio n

ProgramInstanceId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram in s tan ce th at will be
re turn e d.

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/ProgramInstance/[ProgramInstanceId]" -
H "accept: application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/ProgramInstance/PI1" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramInstance/[ProgramInstanceId]
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "Programs": {
      "ProgramInstance": {
        "ProgramInstanceId1": {
            "id": 2,
            "Notes": "",
            "Level": "",
            "Configuration Link: "",
            "ProgramLibraryId": "33",
            "Latitude": "41.0",
            "Status": "Running",
            "XpanelUrl": "",
            "WorkingDirectory: "User",
            "Longitude": "-73.93333",
            "ProgramInstanceId": "21",
            "Name": "progInstance RoomName2",
            "AddressSetsLocation": false,
            "Time Zone": "America/New_York",
            "Location": "NJC",
            "DebuggingEnabled": true
          },
        }
      }
    }
  }
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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D elete Pr o gr amIn s tan c e
Th is me th o d de le te s a pro g ram in s tan ce f ro m th e pro g ram in s tan ce library us in g Pro g ramI n s tan ce I d .

S yn t ax
l H TTPS Me th o d :  DEL ETE
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Pro g ramI n s tan ce / {Pro g ramI n s tan ce I d}

P arame t e rs
DEL ETE Pro g ramI n s tan ce /{Pro g ramI n s tan ce I d} Parame te rs

N ame De s criptio n

ProgramInstanceId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram in s tan ce to de le te .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X DELETE "https://[ServerURL]/VirtualControl/config/api/ProgramInstance/
[ProgramInstanceId]" -H "accept: application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X DELETE "https://123.456.789.000/VirtualControl/config/api/ProgramInstance/PI1" -H
"accept: application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramInstance/[ProgramInstanceId]
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "ProgramLibrary",
      "Results": [

{
          "StatusInfo": Deleted",
          "object": "NULL"
          "StatusId": 0,
          "path": "Device.Programs.ProgramInstanceLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available

N O TE:  W h e n a pro g ram in s tan ce ( ro o m) is cre ate d, it will mo ve f ro m th e in itializ in g to run n in g s tate
in s e que n ce . I f a DEL ETE me th o d is is s ue d f o r th e ro o m durin g th is time , an
INVALID DELETE OPERATION ERROR is re turn e d. W aitin g a f e w s e co n ds be twe e n th e PO ST an d
DEL ETE re que s ts avo ids th is e rro r.
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P ro gramLi b rary AP I
Th e Pro g ramL ibrary A PI is us e d to add, vie w, mo dif y, an d de le te pro g rams in th e Cre s tro n Virtual
Co n tro l s e rve r' s pro g ram library.

Add Pr o gr am
Th is me th o d adds a n e w pro g ram to th e pro g ram library.

S yn t ax
l H TTPS Me th o d :  PO ST
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/Pro g ramL ibrary

P arame t e rs
Parame te r Co n te n t Type :  Multipart/Fo rm- Data

PO ST Pro g ramL ibrary Parame te rs

N ame De s criptio n

FriendlyName R e quire d. Strin g ( f o rm data) th at s e ts th e n ame o f th e pro g ram. L e n g th mus t be
be twe e n 1 an d 6 4 ch aracte rs .

Notes O ptio n al. Strin g ( f o rm data) th at s e ts n o te s f o r th e pro g ram. Max imum le n g th is 2 55
ch aracte rs .

Tags O ptio n al. Strin g ( f o rm data) th at s e ts tag s f o r th e pro g ram. Max imum le n g th is 2 55
ch aracte rs .

AppFile R e quire d. Th e pro g ram applicatio n f ile ( f o rm data) . May be uplo ade d alo n e o r with o th e r
f ile s . Valid f ile e x te n s io n s : . cpz , . z ip.

MobilityFile O ptio n al. A mo bile pro je ct f ile f o r th e pro g ram ( f o rm data) . May be uplo ade d alo n e o r
with o th e r f ile s . Valid f ile e x te n s io n : . z ip.

WebxPanelFile O ptio n al. A we b X Pan e l f ile f o r th e pro g ram ( f o rm data) . May be uplo ade d alo n e o r with
o th e r f ile s . Valid f ile e x te n s io n : . z ip.

ProjectFile O ptio n al. A to uch s cre e n pro je ct f ile f o r th e pro g ram ( f o rm data) . May be uplo ade d alo n e
o r with o th e r f ile s . Valid f ile e x te n s io n : . vtz .

CwsFile O ptio n al. A pro g ram CW S co n f ig uratio n f ile ( f o rm data) . May be uplo ade d alo n e o r with
o th e r f ile s . Valid f ile e x te n s io n s : . z ip, . tar, . tg z .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X POST "https://[ServerURL]/VirtualControl/config/api/ProgramLibrary" -H "accept:
application/json" -H "Authorization: [Token]" -H "Content-Type: multipart/form-data" -F "
[Parameter]=[Value]"
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Ex ample cU R L Co mman d

curl -X POST "https://123.456.789.000/VirtualControl/config/api/ProgramLibrary" -H "accept:
application/json" -H "Authorization: 1234567890" -H "Content-Type: multipart/form-data" -F
"FriendlyName=Program01" -F "AppFile=prog01.zip"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramLibrary

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "ProgramLibrary",
      "Results": [

{
          "StatusInfo": "SUCCESS",
          "object": {
            "ProgramId: "1",
            "FriendlyName": "Prog001",
            "Notes": "Test Program",
            "Tags": "",
            "AppFile": "SIMPSharpProgram1.cpz",
            "MobilityFile": "Mobility.zip",
            "WebxPanelFile": "WebXPanel.zip",
            "ProjectFile": "TE_DIN.vtz",
            "CwsFile": "EXProgram.zip",
            "AppFileTS": "2018-05-03 02:50:36:305441",
            "MobilityFileTS": "2018-05-03 02:50:36:305442",
            "WebxPanelFileTS": "2018-05-03 02:50:36:305443",
            "ProjectFileTS": "2018-05-03 02:50:36:305444",
            "CwsFileTS":"2018-05-03 02:50:36:305445"
          },
          "StatusId": 0,
          "Path": "Devices.Programs.ProgramInstanceLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}
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Co de De s criptio n

2 0 0 I n valid in put ( re turn s "StatusInfo": "DUPLICATE ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Read All Pr o gr ams
Th is me th o d re turn s all pro g rams in th e pro g ram library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/Pro g ramL ibrary

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/ProgramLibrary" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/ProgramLibrary" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramLibrary
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample R e s po n s e

{
  "Device": {
    "Programs": {
      "ProgramLibrary": {
        "1": {
          "ProgramId: "1",
          "FriendlyName": "Prog001",
          "Notes": "Test Program",
          "Tags": "",
          "AppFile": "Oscilator.zip",
          "MobilityFile": " Mobility.zip ",
          "WebxPanelFile": "WebXPanel.zip",
          "ProjectFile": "TE_DIN.vtz",
          "CwsFile": "EXProgram.zip",
          "AppFileTS": "2018-05-03 02:50:36:305441",
          "MobilityFileTS": "2018-05-03 02:50:36:305442",
          "WebxPanelFileTS": "2018-05-03 02:50:36:305443",
          "ProjectFileTS": "2018-05-03 02:50:36:305444",
          "CwsFileTS": "2018-05-03 02:50:36:305445"
          "ProgramType": "SIMPL Windows",
          "ProgramName": "Oscilator.zip",
          "CompileDateTime": "8/20/2021 5:06 PM",
          "CresDBVersion": "205.05.004.00",
          "DeviceDBVersion": "200.75.001.00",
          "IncludeDatVersion": "2.17.035"
        }
      }
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Mo dify Pr o gr am
Th is me th o d mo dif ie s an e x is tin g pro g ram in th e pro g ram library us in g Pro g ramI d .

S yn t ax
l H TTPS Me th o d :  PU T
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/Pro g ramL ibrary

P arame t e rs
PU T Pro g ramL ibrary Parame te rs

N ame De s criptio n

ProgramId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram th at will be mo dif ie d. L e n g th
mus t be be twe e n 1 an d 3 2 ch aracte rs .

FriendlyName O ptio n al. Strin g ( f o rm data) th at s e ts th e n ame o f th e pro g ram. L e n g th mus t be
be twe e n 1 an d 6 4 ch aracte rs .

Notes O ptio n al. Strin g ( f o rm data) th at s e ts n o te s f o r th e pro g ram. Max imum le n g th is 2 55
ch aracte rs .

AppFile O ptio n al. Th e pro g ram applicatio n f ile ( f o rm data) . May be uplo ade d alo n e o r with o th e r
f ile s . Valid f ile e x te n s io n s : . cpz , . z ip.

MobilityFile O ptio n al. A mo bile pro je ct f ile f o r th e pro g ram ( f o rm data) . May be uplo ade d alo n e o r
with o th e r f ile s . Valid f ile e x te n s io n : . z ip.

WebxPanelFile O ptio n al. A we b X Pan e l f ile f o r th e pro g ram ( f o rm data) . May be uplo ade d alo n e o r with
o th e r f ile s . Valid f ile e x te n s io n : . z ip.

ProjectFile O ptio n al. A to uch s cre e n pro je ct f ile f o r th e pro g ram ( f o rm data) . May be uplo ade d alo n e
o r with o th e r f ile s . Valid f ile e x te n s io n : . vtz .

CwsFile O ptio n al. A pro g ram CW S co n f ig uratio n f ile ( f o rm data) . May be uplo ade d alo n e o r with
o th e r f ile s . Valid f ile e x te n s io n s : . z ip, . tar, . tg z .

StartNow O ptio n al. Strin g ( f o rm data) us e d to s tart th e pro g ram wh e n th e A ppFile pro g ram f ile is
uplo ade d. Th e o n ly valid value is true.

StartLater Th is parame te r is n o t curre n tly in us e .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X PUT "https://[ServerURL]/VirtualControl/config/api/ProgramLibrary" -H "accept:
application/json" -H "Authorization: [Token]" -H "Content-Type: multipart/form-data" -d {"
[Parameter]":"[Value]"}
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Ex ample cU R L Co mman d

curl -X PUT "https://123.456.789.000/VirtualControl/config/api/ProgramLibrary" -H "accept:
application/json" -H "Authorization: 1234567890" -H "Content-Type: multipart/form-data" -d
{"ProgramId":"ProgramId1","FriendlyName":"Program011","Notes":"For Testing"}

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramLibrary/

R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "ProgramLibrary",
      "Results": [

{
          "StatusInfo": "SUCCESS",
          "object": {
            "ProgramId: "1",
            "FriendlyName": "Prog001",
            "Notes": "Test Program",
            "Tags": "",
            "AppFile": "SIMPSharpProgram1.cpz",
            "MobilityFile": "Mobility.zip",
            "WebxPanelFile": "WebXPanel.zip",
            "ProjectFile": "TE_DIN.vtz",
            "CwsFile": "EXProgram.zip",
            "AppFileTS": "2018-05-03 02:50:36:305441",
            "MobilityFileTS": "2018-05-03 02:50:36:305442",
            "WebxPanelFileTS": "2018-05-03 02:50:36:305443",
            "ProjectFileTS": "2018-05-03 02:50:36:305444",
            "CwsFileTS":"2018-05-03 02:50:36:305445"
          },
          "StatusId": 0,
          "Path": "Devices.Programs.ProgramLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")
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Co de De s criptio n

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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Read Pr o gr am
Th is me th o d re turn s in f o rmatio n abo ut a s pe cif ic pro g ram in th e pro g ram library us in g Pro g ramI d .

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I :  /VirtualCo n tro l/co n f ig /api/Pro g ramL ibrary/ {Pro g ramI d}

P arame t e rs
G ET Pro g ramL ibrary/{Pro g ramI d} Parame te rs

N ame De s criptio n

ProgramId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram to re turn .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/ProgramLibrary/[ProgramId]" -H
"accept: application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/ProgramLibrary/ProgramId1" -H
"accept: application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramLibrary/[ProgramId]
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Device": {
    "Programs": {
      "ProgramLibrary": {
        "1": {
          "ProgramId: "1",
          "FriendlyName": "Prog001",
          "Notes": "Test Program",
          "Tags": "",
          "AppFile": "Oscilator.zip",
          "MobilityFile": " Mobility.zip ",
          "WebxPanelFile": "WebXPanel.zip",
          "ProjectFile": "TE_DIN.vtz",
          "CwsFile": "EXProgram.zip",
          "AppFileTS": "2018-05-03 02:50:36:305441",
          "MobilityFileTS": "2018-05-03 02:50:36:305442",
          "WebxPanelFileTS": "2018-05-03 02:50:36:305443",
          "ProjectFileTS": "2018-05-03 02:50:36:305444",
          "CwsFileTS":"2018-05-03 02:50:36:305445"
          "ProgramType": "SIMPL Windows",
          "ProgramName": "Oscilator.zip",
          "CompileDateTime": "8/20/2021 5:06 PM",
          "CresDBVersion": "205.05.004.00",
          "DeviceDBVersion": "200.75.001.00",
          "IncludeDatVersion": "2.17.035"
        }
      }
    }
  }
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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D elete Pr o gr am
Th is me th o d de le te s a pro g ram f ro m th e pro g ram library us in g Pro g ramI d .

S yn t ax
l H TTPS Me th o d :  DEL ETE
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Pro g ramL ibrary/ {Pro g ramI d}

P arame t e rs
DEL ETE Pro g ramL ibrary/{Pro g ramI d} Parame te rs

N ame De s criptio n

ProgramId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram to de le te .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X DELETE "https://[ServerURL]/VirtualControl/config/api/ProgramLibrary/[ProgramId]" -H
"accept: application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X DELETE "https://123.456.789.000/VirtualControl/config/api/ProgramLibrary/ProgramId1" -H
"accept: application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramLibrary/[ProgramId]
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "ProgramLibrary",
      "Results": [

{
          "StatusInfo": Deleted",
          "object": "NULL"
          "StatusId": 0,
          "path": "Device.Programs.ProgramLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "INVALID ID")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available

N O TE:  W h e n a pro g ram in s tan ce ( ro o m) is cre ate d, it will mo ve f ro m th e in itializ in g to run n in g s tate
in s e que n ce . I f a DEL ETE me th o d is is s ue d f o r a pro g ram run n in g in th e ro o m durin g th is time , an
UNHANDLED ERROR is re turn e d. W aitin g a f e w s e co n ds be twe e n th e PO ST an d DEL ETE re que s ts
avo ids th is e rro r.
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D elete Pr o gr am F ile
Th is h is me th o d de le te s a f ile f ro m a s pe cif ic pro g ram in th e pro g ram library with o ut de le tin g th e e n tire
pro g ram.

S yn t ax
l H TTPS Me th o d :  DEL ETE
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Pro g ramL ibrary/ {Pro g ramI d}/ {File Type }

P arame t e rs
DEL ETE Pro g ramL ibrary/{Pro g ramI d}/ {File Type } Parame te rs

N ame De s criptio n

ProgramId R e quire d. Strin g ( path ) th at s e ts th e I D o f th e pro g ram th at co n tain s th e f ile th at will be
de le te d.

FileType R e quire d. Strin g ( path ) th at s e ts th e type o f th e pro g ram f ile to be de le te d ( Mo bilityFile ,
W e bx Pan e lFile , Pro je ctFile , Cws File ) .

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X DELETE "https://[ServerURL]/VirtualControl/config/api/ProgramLibrary/[ProgramId]/
[FileType]" -H "accept: application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X DELETE
"https://123.456.789.000/VirtualControl/config/api/ProgramLibrary/ProgramId1/ProjectFile" -H
"accept: application/json" "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/ProgramLibrary/[ProgramId]/[FileType]
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "TargetObject": "ProgramLibrary",
      "Results": [

{
          "StatusInfo": Deleted",
          "object": "NULL"
          "StatusId": 0,
          "path": "Device.Programs.ProgramLibrary"
        }
      ],
      "Version": "2.0.1"
    }
  ]
}

2 0 0 I n valid in put ( re turn s "StatusInfo": "FILE NOT FOUND ERROR")

40 0 Bad re que s t e rro r

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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S t o p D eb u ggi ng AP I
Th e Sto pDe bug g in g A PI  is us e d to turn o f f de bug g in g f o r all SI MPL  pro g rams th at are run n in g o n th e
Cre s tro n Virtual Co n tro l s e rve r.

Po s t Sto p D eb uggin g Op er atio n
Th is me th o d s e ts th e s to p de bug g in g o pe ratio n f o r th e Cre s tro n Virtual Co n tro l s e rve r.

S yn t ax
l H TTPS Me th o d :  PO ST
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Sto pDe bug g in g

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X POST "https://[ServerURL]/VirtualControl/config/api/StopDebugging" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X POST "https://123.456.789.000/VirtualControl/config/api/StopDebugging" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/StopDebugging
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

{
  "Actions": [

{
      "Operation": "set partial",
      "Results": [

{
          "path": "Device.Programs.ProgramInstanceLibrary",
          "object": "Debugging Rooms Stopped",
          "StatusInfo": "SUCCESS",
          "StatusId": 0
        }
      ],
      "TargetObject": "ProgramInstanceLibrary",
      "Version": "2.0.1"
    }
  ]
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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S yst emT ab l e AP I
Th is me th o d is us e d to vie w th e Cre s tro n Virtual Co n tro l s e rve r' s s ys te m table .

Read All Sys temTab le Ob jec ts
Th is me th o d re turn s all s ys te m table in f o rmatio n s to re d in th e s ys te m table library.

S yn t ax
l H TTPS Me th o d :  G ET
l Bas e U R I : /VirtualCo n tro l/co n f ig /api/Sys te mTable

P arame t e rs
N o n e

R e sp o n se s
R e s po n s e Co n te n t Type :  A pplicatio n /JSO N

cU R L Bas e Co mman d

curl -X GET "https://[ServerURL]/VirtualControl/config/api/SystemTable" -H "accept:
application/json" -H "Authorization: [Token]"

Ex ample cU R L Co mman d

curl -X GET "https://123.456.789.000/VirtualControl/config/api/SystemTable" -H "accept:
application/json" -H "Authorization: 1234567890"

R e que s t U R L

https://[ServerURL]/VirtualControl/config/api/SystemTable
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R e s po n s e Co de s

Co de De s criptio n

2 0 0 Succe s s f ul o pe ratio n

Ex ample Value

  "Device": {
    "Programs": {
      "SystemTable": {
        "HydrogenUrl": "https://fc.crestron.com.io/api/Device/Create",
        "NumProgramsRegistered": 0,
        "ID": 1,
        "OCSPState": 1,
        "OCSPTimeoutSeconds": 30,
        "CloudUrl": "",
        "NumProgramsRunning": 0,
        "HydrogenConnectedState": 0,
        "Valid": 0,
        "NumProgramsLicensed": 500,
        "SecureGatewayMode": 3
      }
    }
  }
}

40 4 N o t f o un d

50 0 I n te rn al s e rve r e rro r

50 3 Se rvice un available
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S u p p o rt
Fo r te ch n ical s uppo rt wh e n us in g th e Cre s tro n Virtual Co n tro l R EST A PI , co n tact Cre s tro n True Blue
s uppo rt via ph o n e , e mail, o r ch at as de s cribe d at www. cre s tro n . co m/Suppo rt .

https://www.crestron.com/Support


Th is pag e is in te n tio n ally le f t blan k.
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Spe cif icatio n s s ubje ct to
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