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O v erv i ew
Th e Cre s tro n CP4 an d CP4N  are s e cure , h ig h -pe rf o rman ce co n tro l pro ce s s o rs with a po we rf ul
4-Se rie s ™ co n tro l e n g in e . Th e CP4 an d CP4N are de s ig n e d to in te g rate an d auto mate te ch n o lo g y
with in an y mo de rn n e two rke d h o me , co mme rcial buildin g , o r g o ve rn me n t f acility. A n is o late d
co n tro l s ubn e t po rt pro vide s a G ig abit Eth e rn e t L A N  de dicate d to Cre s tro n ® de vice s
( CP4N  o n ly) .

N O TE:  Th e CP4 an d CP4N  are f un ctio n ally s imilar. Fo r s implicity with in th is do cume n tatio n ,
th e te rm " co n tro l s ys te m"  is us e d e x ce pt wh e re o th e rwis e n o te d.

https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Control-Systems/CP4
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Control-Systems/CP4N
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Feat u res
R e f e r to th e f o llo win g s e ctio n s f o r mo re in f o rmatio n o n th e f e ature s pro vide d by vario us CP4
an d CP4N mo de ls .

l CP4 Fe ature s ( o n pag e  3 )
l CP4N  Fe ature s ( o n pag e  6 )



Pro duct Man ual — Do c. 9 2 14A CP4 an d CP4N • 3

CP4 F eatur es
Th e CP4 is a s e cure , h ig h -pe rf o rman ce co n tro l pro ce s s o r with a po we rf ul 4-Se rie s ™ co n tro l
e n g in e . Th e CP4 is de s ig n e d to in te g rate an d auto mate te ch n o lo g y with in an y mo de rn
n e two rke d h o me , co mme rcial buildin g , o r g o ve rn me n t f acility.

Ke y f e ature s in clude :

l 4-Se rie s ™ co n tro l s ys te m with 2  G B SDR A M an d 8  G B f las h me mo ry
l Embe dde d 4-Se rie s multico re CPU pro ce s s o r
l iPh o n e ®, iPad®, an d A n dro id™ de vice co n tro l app s uppo rt
l X Pan e l co mpute r an d we b bas e d co n tro l
l Mo dular pro g rammin g arch ite cture
l O n bo ard I R /s e rial, CO M, I /O , re lay, Cre s n e t® n e two rk, an d h ig h -s pe e d g ig abit Eth e rn e t

co n tro l po rts
l H ig h - s pe e d U SB 2 . 0 h o s t po rt me mo ry card s lo t
l Suppo rt f o r Cre s tro n Fus io n ® s o f tware an d X iO Clo ud® s e rvice
l N ative . A V Frame wo rk™ s o f tware pro g ram
l En te rpris e -clas s n e two rk s e curity an d auth e n ticatio n
l SN MP V3 re mo te I T man ag e me n t s uppo rt
l N ative BA Cn e t n e two rk/I P s uppo rt
l I n s talle r s e tup via s o f tware , we b bro ws e r, o r clo ud
l I Pv6 re ady
l I n te g rate s with A pple ® H o me Kit® te ch n o lo g y
l R ack mo un table

4 -S e ri e s Co n t ro l E n g i n e
4- Se rie s co n tro l s ys te ms co me e quippe d with an upg rade d multico re CPU , de live rin g a s iz able
s pe e d an d pe rf o rman ce in cre as e co mpare d to all Cre s tro n 3 -Se rie s ® co n tro l pro ce s s o rs . Th e
impro ve d pe rf o rman ce allo ws 4- Se rie s co n tro l s ys te ms to h an dle th e in cre as in g de man ds o f an
advan ce d auto mate d s ys te m. Cre s tro n 4- Se rie s de live rs a dyn amic an d s e cure co n tro l s ys te m
platf o rm capable o f man ag in g a ro o m f ull o f dis parate te ch n o lo g ie s .
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R e liable n e two rkin g an d I P co n tro l af f o rd s e amle s s in te g ratio n with o th e r s ys te ms an d de vice s ,
with add- o n co n tro l capability us in g Cre s tro n to uch s cre e n s , wire le s s re mo te s , an d mo bile de vice
apps , as we ll as re mo te man ag e me n t th ro ug h Cre s tro n Fus io n ® s o f tware an d th e X iO  Clo ud®
s e rvice .

M o du l ar P ro g rammi n g Arc h i t e c t u re
Th e CP4 pro vide s a mo dular pro g rammin g arch ite cture th at allo ws th e CP4 to run up to te n
pro g rams s imultan e o us ly. Pro g ramme rs can de ve lo p an d run in de pe n de n t, de vice -s pe cif ic
pro g rams , e n ablin g e ach pro g ram to be o ptimiz e d f o r a s pe cif ic f un ctio n an d allo win g f o r
ch an g e s to be made to o n e pro g ram with o ut af f e ctin g th e wh o le s ys te m.

On b o ard Co n t ro l P o rt s
Th ro ug h a f ull co mple me n t o f o n bo ard co n tro l po rts , th e CP4 can be in te g rate d with a wide
varie ty o f audio , vide o , lig h tin g , mo to riz e d s h ade s , th e rmo s tats , do o r lo cks , s e n s o rs , s e curity
s ys te ms , an d o th e r e quipme n t.

l G ig abit Eth e rn e t pro vide s an in te rf ace f o r co n n e ctin g to th e buildin g n e two rk an d
co n tro llin g Cre s tro n A V s witch e rs , audio pro ce s s o rs , po we r co n tro lle rs , an d o th e r I P
co n tro llable e quipme n t.

l Cre s n e t® n e two rk co n n e ctivity pro vide s s uppo rt f o r Cre s tro n lig h tin g dimme rs , mo to riz e d
s h ade s , s e n s o rs , th e rmo s tats , ke ypads , an d mo re .

l O n bo ard R S-2 3 2 , I R /s e rial, re lay, an d Ve rs ipo rt I /O co n tro l po rts e n able dire ct in te g ratio n
with all type s o f th ird-party e quipme n t.

Ex pan de d co n n e ctivity can be pro vide d to th e CP4 via Cre s tro n co n tro l po rt e x pan s io n mo dule s ,
Eth e rn e t to Cre s n e t bridg e s , wire d Eth e rn e t I /O mo dule s , wire le s s n e two rk I /O mo dule s , o r
in f iN ET EX ® n e two rk wire le s s g ate ways ( all s o ld s e parate ly) .

Cre st ro n Fu si o n R o o m M o n i t o ri n g an d S c h e du l i n g
Cre s tro n Fus io n pro vide s an in te g rate d platf o rm f o r cre atin g s mart buildin g s th at s ave e n e rg y
an d e n h an ce wo rke r pro ductivity. A s part o f a co mple te man ag e d n e two rk in a co rpo rate
e n te rpris e , co lle g e campus , co n ve n tio n ce n te r, o r an y o th e r f acility, th e CP4 wo rks with Cre s tro n
Fus io n to e n able re mo te s ch e dulin g , mo n ito rin g , an d co n tro l o f ro o ms an d te ch n o lo g y f ro m a
ce n tral h e lp de s k o r mo bile app. I t als o e n able s o rg an iz atio n s to re duce e n e rg y co n s umptio n by
trackin g re al- time us ag e an d auto matin g co n tro l o f A V, lig h tin g , s h ade s , an d H VA C. Fo r mo re
in f o rmatio n abo ut Cre s tro n Fus io n , vis it www. cre s tro n . co m/f us io n .

Xi O Cl o u d P ro v i si o n i n g an d M an ag e me n t
4- Se rie s co n tro l s ys te ms le ve rag e th e po we r an d f le x ibility o f X iO Clo ud s e rvice s , e n ablin g us e rs
to re mo te ly pro vis io n , mo n ito r, an d man ag e Cre s tro n de vice s acro s s an e n te rpris e n e two rk. X iO
Clo ud can be us e d to co n f ig ure an d lo ad pro g rams to th e co n tro l s ys te m be f o re it is re ce ive d,
makin g th e co n tro l s ys te m f ully f un ctio n al as s o o n as it is co n n e cte d to th e n e two rk. X iO Clo ud is
built o n th e Micro s o f t® A z ure ® s o f tware platf o rm an d utiliz e s Micro s o f t' s in dus try le adin g A z ure
I o T H ub te ch n o lo g y. X iO Clo ud e n able s in s talle rs an d I T man ag e rs to de plo y an d man ag e
th o us an ds o f de vice s in th e time it pre vio us ly to o k to man ag e jus t o n e . U n like o th e r virtual
mach in e bas e d clo ud s o lutio n s , A z ure s e rvice s pro vide un limite d s calability to s uit th e e ve r
g ro win g n e e ds o f an e n te rpris e . Fo r mo re in f o rmatio n , vis it www. cre s tro n . co m/x io clo ud .

https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Accessories/C2N-IO
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Distribution-Devices/DIN-CENCN-2
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Control-Modules/CEN-IO-COM-102
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Control-Modules/CEN-IO-COM-202
https://www.crestron.com/Products/Control-Hardware-Software/Wireless-Communications/Wireless-Gateways/CEN-GWEXER
http://www.crestron.com/fusion
http://www.crestron.com/xiocloud
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. AV Frame w o rk S o f t w are
Th e CP4 pro vide s n ative s uppo rt f o r th e . A V Frame wo rk™ s o f tware pro g ram. . A V Frame wo rk
s o f tware is a we b- bas e d man ag e me n t s o lutio n th at is us e d to de plo y s calable Cre s tro n ®
e n te rpris e ro o m s o lutio n s with o ut re quirin g an y pro g rammin g . Fo r mo re in f o rmatio n o n th e
capabilitie s s uppo rte d by . A V Frame wo rk, vis it www. cre s tro n . co m/avf rame wo rk .

E n h an c e d E n t e rp ri se -G rade S e c u ri t y
Th e CP4 is an e n te rpris e -clas s co n tro l pro ce s s o r th at can be de plo ye d acro s s h un dre ds o f s pace s
an d s e t up e as ily us in g a we b bro ws e r, Cre s tro n To o lbo x ™ s o f tware , o r X iO Clo ud. I t e mplo ys
s tan dard n e two rk s e curity pro to co ls , in cludin g 8 0 2 . 1X n e two rk acce s s co n tro l, A ctive Dire cto ry®
s e rvice auth e n ticatio n , SSH , TL S, an d H TTPS to e n s ure re liability an d co mplian ce with yo ur
o rg an iz atio n ’s I T po licie s .

Th e CP4 is co n f ig ure d to me e t Cre s tro n ' s e n h an ce d s e curity s tan dards rig h t o ut o f th e bo x . Th e
CP4 s h ips with auth e n ticatio n e n able d an d re quire s th at an admin is trato r acco un t be cre ate d
be f o re acce s s is g ran te d to de vice co n f ig uratio n an d co n tro l in te rf ace s .

S N M P  V3 S u p p o rt
Built- in SN MP V3 s uppo rt e n able s in te g ratio n with th ird- party I T man ag e me n t s o f tware ,
allo win g n e two rk admin is trato rs to man ag e an d co n tro l Cre s tro n s ys te ms o n th e n e two rk in an
I T-f rie n dly f o rmat.

BACN e t S u p p o rt
N ative s uppo rt f o r th e BA Cn e t co mmun icatio n pro to co l pro vide s a dire ct in te rf ace to th ird- party
buildin g man ag e me n t s ys te ms o ve r Eth e rn e t, s implif yin g in te g ratio n with H VA C, s e curity, an d
o th e r s ys te ms . U s in g BA Cn e t, e ach s ys te m run s in de pe n de n tly but co mmun icate s to g e th e r o n
o n e platf o rm. 1

Ap p l e  H o me K i t I n t e g rat i o n
Th e CP4 s uppo rts in te g ratio n with an A pple ® H o me Kit® te ch n o lo g y s ys te m. O n ce th e CP4 is
paire d with a H o me Kit s ys te m via SI MPL  pro g rammin g , a Cre s tro n TSR - 3 10 can be us e d to
co n tro l s uppo rte d A pple de vice s . A  pairin g Q R  co de is af f ix e d to th e CP4 th at make s it e as y to
pair th e co n tro l s ys te m dire ctly to th e A pple H o me app. 2

N o te s :

1. A BA Cn e t an d I P lice n s e is re quire d. A f re e lice n s e is available to s uppo rt up to 50 BA Cn e t o bje cts o n a s in g le
4-Se rie s co n tro l s ys te m. En ablin g s uppo rt f o r mo re th an 50 BA Cn e t o bje cts re quire s th e purch as e o f o n e
SW -3 SER I ES-BA CN ET-50 + lice n s e . Th e CP4 s uppo rts a max imum o f 10 0 0 BA Cn e t o bje cts wh e n de dicate d f o r
BA Cn e t us e o n ly. A ctual capabilitie s are co n tin g e n t upo n th e o ve rall pro g ram s iz e an d co mple x ity. To o btain th e
lice n s e , vis it www. cre s tro n . co m/bacn e tlice n s e.

2 . Th is f e ature is o n ly available wh e n us in g th e TSR -3 10 . O th e r Cre s tro n to uch s cre e n s , h an dh e ld re mo te s , an d
ke ypads are n o t s uppo rte d. Fo r th e s e in te rf ace s , traditio n al I R o r CEC co n tro l mus t be us e d to co n tro l s uppo rte d
A pple de vice s .

https://www.crestron.com/avframework
https://www.crestron.com/Products/Control-Hardware-Software/Software/Development-Software/SW-TB
https://www.crestron.com/en-US/Products/Control-Hardware-Software/Software/Control-System-Software/SW-SIMPL
https://www.crestron.com/en-US/Products/Control-Surfaces/Remotes/Programmable-Remotes/TSR-310
https://www.crestron.com/Products/Control-Hardware-Software/Software/Licensing/SW-3SERIES-BACNET-50
http://www.crestron.com/bacnetlicense
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CP4N F eatur es
Th e CP4N is a s e cure , h ig h -pe rf o rman ce co n tro l pro ce s s o r with a po we rf ul 4-Se rie s ™ co n tro l
e n g in e . Th e CP4N is de s ig n e d to in te g rate an d auto mate te ch n o lo g y with in an y mo de rn
n e two rke d h o me , co mme rcial buildin g , o r g o ve rn me n t f acility. A n is o late d co n tro l s ubn e t po rt
pro vide s a G ig abit Eth e rn e t L A N  de dicate d to Cre s tro n de vice s .

Ke y f e ature s in clude :

l 4-Se rie s ™ co n tro l s ys te m with 2  G B SDR A M an d 8  G B f las h me mo ry
l Embe dde d 4-Se rie s multico re CPU pro ce s s o r
l iPh o n e ®, iPad®, an d A n dro id™ de vice co n tro l app s uppo rt
l X Pan e l co mpute r an d we b bas e d co n tro l
l Mo dular pro g rammin g arch ite cture
l O n bo ard I R /s e rial, CO M, I /O , re lay, Cre s n e t® n e two rk, an d h ig h -s pe e d g ig abit Eth e rn e t

co n tro l po rts
l Co n tro l s ubn e t po rt pro vidin g a de dicate d lo cal n e two rk f o r Cre s tro n ® de vice s
l H ig h - s pe e d U SB 2 . 0 h o s t po rt me mo ry card s lo t
l Suppo rt f o r Cre s tro n Fus io n ® s o f tware an d X iO Clo ud® s e rvice
l N ative . A V Frame wo rk™ s o f tware pro g ram
l En te rpris e -clas s n e two rk s e curity an d auth e n ticatio n
l SN MP V3 re mo te I T man ag e me n t s uppo rt
l N ative BA Cn e t n e two rk/I P s uppo rt
l I n s talle r s e tup via s o f tware , we b bro ws e r, o r clo ud
l I Pv6 re ady
l I n te g rate s with A pple ® H o me Kit® te ch n o lo g y
l R ack mo un table
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4 -S e ri e s Co n t ro l E n g i n e
4- Se rie s co n tro l s ys te ms co me e quippe d with an upg rade d multico re CPU , de live rin g a s iz able
s pe e d an d pe rf o rman ce in cre as e co mpare d to all Cre s tro n 3 -Se rie s ® co n tro l pro ce s s o rs . Th e
impro ve d pe rf o rman ce allo ws 4- Se rie s co n tro l s ys te ms to h an dle th e in cre as in g de man ds o f an
advan ce d auto mate d s ys te m. Cre s tro n 4- Se rie s de live rs a dyn amic an d s e cure co n tro l s ys te m
platf o rm capable o f man ag in g a ro o m f ull o f dis parate te ch n o lo g ie s .

R e liable n e two rkin g an d I P co n tro l af f o rd s e amle s s in te g ratio n with o th e r s ys te ms an d de vice s ,
with add- o n co n tro l capability us in g Cre s tro n to uch s cre e n s , wire le s s re mo te s , an d mo bile de vice
apps , as we ll as re mo te man ag e me n t th ro ug h Cre s tro n Fus io n ® s o f tware an d th e X iO  Clo ud®
s e rvice .

M o du l ar P ro g rammi n g Arc h i t e c t u re
Th e CP4N pro vide s a mo dular pro g rammin g arch ite cture th at allo ws th e CP4N to run up to te n
pro g rams s imultan e o us ly. Pro g ramme rs can de ve lo p an d run in de pe n de n t, de vice -s pe cif ic
pro g rams , e n ablin g e ach pro g ram to be o ptimiz e d f o r a s pe cif ic f un ctio n an d allo win g f o r
ch an g e s to be made to o n e pro g ram with o ut af f e ctin g th e wh o le s ys te m.

D e di c at e d Co n t ro l S u b n e t
Th e Cre s tro n Co n tro l Subn e t is a G ig abit Eth e rn e t n e two rk de dicate d to Cre s tro n de vice s . Via
th e Co n tro l Subn e t po rt, an in s talle r can co n n e ct a s in g le to uch s cre e n o r wire le s s g ate way o r
can add a Cre s tro n Po E s witch ( CEN -SW -PO E-5 o r CEN -SW PO E-16 , bo th s o ld s e parate ly)  to
h an dle multiple to uch s cre e n s , g ate ways , A V co mpo n e n ts , an d o th e r de vice s . A uto - co n f ig uratio n
o f th e e n tire s ubn e t is pe rf o rme d by th e CP4N , dis co ve rin g e ach de vice an d as s ig n in g I P
addre s s e s with o ut an y e x tra e f f o rt f ro m th e in s talle r.

A s e parate L A N po rt pro vide s a s in g le - po in t co n n e ctio n to th e lo cal n e two rk, re quirin g o n ly o n e
I P addre s s f o r th e e n tire co n tro l s ys te m. Th e L A N po rt allo ws f o r in te rco n n e ctivity be twe e n
de vice s o n th e lo cal s ubn e t an d o th e r de vice s , s ys te ms , s e rve rs , an d W A N /in te rn e t co n n e ctio n s
o uts ide th e lo cal s ubn e t. Fo r s e n s itive applicatio n s th at re quire h e ig h te n e d s e curity, th e e n tire
Co n tro l Subn e t can be is o late d co mple te ly f ro m th e lo cal n e two rk.

On b o ard Co n t ro l P o rt s
Th ro ug h a f ull co mple me n t o f o n bo ard co n tro l po rts , th e CP4N can be in te g rate d with a wide
varie ty o f audio , vide o , lig h tin g , mo to riz e d s h ade s , th e rmo s tats , do o r lo cks , s e n s o rs , s e curity
s ys te ms , an d o th e r e quipme n t.

l G ig abit Eth e rn e t pro vide s an in te rf ace f o r co n n e ctin g to th e buildin g n e two rk an d
co n tro llin g Cre s tro n A V s witch e rs , audio pro ce s s o rs , po we r co n tro lle rs , an d o th e r I P
co n tro llable e quipme n t.

l Cre s n e t® n e two rk co n n e ctivity pro vide s s uppo rt f o r Cre s tro n lig h tin g dimme rs , mo to riz e d
s h ade s , s e n s o rs , th e rmo s tats , ke ypads , an d mo re .

l O n bo ard R S-2 3 2 , I R /s e rial, re lay, an d Ve rs ipo rt I /O co n tro l po rts e n able dire ct in te g ratio n
with all type s o f th ird-party e quipme n t.

https://www.crestron.com/en-US/Products/Accessory/Power-Supplies/Power-Over-Ethernet/CEN-SW-POE-5
https://www.crestron.com/Products/Accessory/Power-Supplies/Power-Over-Ethernet/CEN-SWPOE-16
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Ex pan de d co n n e ctivity can be pro vide d to th e CP4N via Cre s tro n co n tro l po rt e x pan s io n
mo dule s , Eth e rn e t to Cre s n e t bridg e s , wire d Eth e rn e t I /O mo dule s , wire le s s n e two rk I /O
mo dule s , o r in f iN ET EX ® n e two rk wire le s s g ate ways ( all s o ld s e parate ly) .

Cre st ro n Fu si o n R o o m M o n i t o ri n g an d S c h e du l i n g
Cre s tro n Fus io n pro vide s an in te g rate d platf o rm f o r cre atin g s mart buildin g s th at s ave e n e rg y
an d e n h an ce wo rke r pro ductivity. A s part o f a co mple te man ag e d n e two rk in a co rpo rate
e n te rpris e , co lle g e campus , co n ve n tio n ce n te r, o r an y o th e r f acility, th e CP4N wo rks with
Cre s tro n Fus io n to e n able re mo te s ch e dulin g , mo n ito rin g , an d co n tro l o f ro o ms an d te ch n o lo g y
f ro m a ce n tral h e lp de s k o r mo bile app. I t als o e n able s o rg an iz atio n s to re duce e n e rg y
co n s umptio n by trackin g re al-time us ag e an d auto matin g co n tro l o f A V, lig h tin g , s h ade s , an d
H VA C. Fo r mo re in f o rmatio n abo ut Cre s tro n Fus io n , vis it www. cre s tro n . co m/f us io n .

Xi O Cl o u d P ro v i si o n i n g an d M an ag e me n t
4- Se rie s co n tro l s ys te ms le ve rag e th e po we r an d f le x ibility o f X iO Clo ud s e rvice s , e n ablin g us e rs
to re mo te ly pro vis io n , mo n ito r, an d man ag e Cre s tro n de vice s acro s s an e n te rpris e n e two rk. X iO
Clo ud can be us e d to co n f ig ure an d lo ad pro g rams to th e co n tro l s ys te m be f o re it is re ce ive d,
makin g th e co n tro l s ys te m f ully f un ctio n al as s o o n as it is co n n e cte d to th e n e two rk. X iO Clo ud is
built o n th e Micro s o f t® A z ure ® s o f tware platf o rm an d utiliz e s Micro s o f t' s in dus try le adin g A z ure
I o T H ub te ch n o lo g y. X iO Clo ud e n able s in s talle rs an d I T man ag e rs to de plo y an d man ag e
th o us an ds o f de vice s in th e time it pre vio us ly to o k to man ag e jus t o n e . U n like o th e r virtual
mach in e bas e d clo ud s o lutio n s , A z ure s e rvice s pro vide un limite d s calability to s uit th e e ve r
g ro win g n e e ds o f an e n te rpris e . Fo r mo re in f o rmatio n , vis it www. cre s tro n . co m/x io clo ud .

. AV Frame w o rk S o f t w are
Th e CP4N pro vide s n ative s uppo rt f o r th e . A V Frame wo rk™ s o f tware pro g ram. . A V Frame wo rk
s o f tware is a we b- bas e d man ag e me n t s o lutio n th at is us e d to de plo y s calable Cre s tro n ®
e n te rpris e ro o m s o lutio n s with o ut re quirin g an y pro g rammin g . Fo r mo re in f o rmatio n o n th e
capabilitie s s uppo rte d by . A V Frame wo rk, vis it www. cre s tro n . co m/avf rame wo rk .

E n h an c e d E n t e rp ri se -G rade S e c u ri t y
Th e CP4N is an e n te rpris e -clas s co n tro l pro ce s s o r th at can be de plo ye d acro s s h un dre ds o f
s pace s an d s e t up e as ily us in g a we b bro ws e r, Cre s tro n To o lbo x ™ s o f tware , o r X iO Clo ud. I t
e mplo ys s tan dard n e two rk s e curity pro to co ls , in cludin g 8 0 2 . 1X n e two rk acce s s co n tro l, A ctive
Dire cto ry® s e rvice auth e n ticatio n , SSH , TL S, an d H TTPS to e n s ure re liability an d co mplian ce with
yo ur o rg an iz atio n ’s I T po licie s .

Th e CP4N is co n f ig ure d to me e t Cre s tro n ' s e n h an ce d s e curity s tan dards rig h t o ut o f th e bo x . Th e
CP4N s h ips with auth e n ticatio n e n able d an d re quire s th at an admin is trato r acco un t be cre ate d
be f o re acce s s is g ran te d to de vice co n f ig uratio n an d co n tro l in te rf ace s .

S N M P  V3 S u p p o rt
Built- in SN MP V3 s uppo rt e n able s in te g ratio n with th ird- party I T man ag e me n t s o f tware ,
allo win g n e two rk admin is trato rs to man ag e an d co n tro l Cre s tro n s ys te ms o n th e n e two rk in an
I T-f rie n dly f o rmat.

https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Accessories/C2N-IO
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Accessories/C2N-IO
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Distribution-Devices/DIN-CENCN-2
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Control-Modules/CEN-IO-COM-102
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Control-Modules/CEN-IO-COM-202
https://www.crestron.com/Products/Control-Hardware-Software/Hardware/Control-Modules/CEN-IO-COM-202
https://www.crestron.com/Products/Control-Hardware-Software/Wireless-Communications/Wireless-Gateways/CEN-GWEXER
http://www.crestron.com/fusion
http://www.crestron.com/xiocloud
https://www.crestron.com/avframework
https://www.crestron.com/Products/Control-Hardware-Software/Software/Development-Software/SW-TB
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BACN e t S u p p o rt
N ative s uppo rt f o r th e BA Cn e t co mmun icatio n pro to co l pro vide s a dire ct in te rf ace to th ird- party
buildin g man ag e me n t s ys te ms o ve r Eth e rn e t, s implif yin g in te g ratio n with H VA C, s e curity, an d
o th e r s ys te ms . U s in g BA Cn e t, e ach s ys te m run s in de pe n de n tly but co mmun icate s to g e th e r o n
o n e platf o rm. 1

Ap p l e  H o me K i t I n t e g rat i o n
Th e CP4N s uppo rts in te g ratio n with an A pple ® H o me Kit® te ch n o lo g y s ys te m. O n ce th e CP4N is
paire d with a H o me Kit s ys te m via SI MPL  pro g rammin g , a Cre s tro n TSR - 3 10 can be us e d to
co n tro l s uppo rte d A pple de vice s . A  pairin g Q R  co de is af f ix e d to th e CP4N th at make s it e as y to
pair th e co n tro l s ys te m dire ctly to th e A pple H o me app. 2

N o te s :

1. A BA Cn e t an d I P lice n s e is re quire d. A f re e lice n s e is available to s uppo rt up to 50 BA Cn e t o bje cts o n a s in g le
4-Se rie s co n tro l s ys te m. En ablin g s uppo rt f o r mo re th an 50 BA Cn e t o bje cts re quire s th e purch as e o f o n e
SW -3 SER I ES-BA CN ET-50 + lice n s e . Th e CP4N s uppo rts a max imum o f 10 0 0 BA Cn e t o bje cts wh e n de dicate d f o r
BA Cn e t us e o n ly. A ctual capabilitie s are co n tin g e n t upo n th e o ve rall pro g ram s iz e an d co mple x ity. To o btain th e
lice n s e , vis it www. cre s tro n . co m/bacn e tlice n s e.

2 . Th is f e ature is o n ly available wh e n us in g th e TSR -3 10 . O th e r Cre s tro n to uch s cre e n s , h an dh e ld re mo te s , an d
ke ypads are n o t s uppo rte d. Fo r th e s e in te rf ace s , traditio n al I R o r CEC co n tro l mus t be us e d to co n tro l s uppo rte d
A pple de vice s .

https://www.crestron.com/en-US/Products/Control-Hardware-Software/Software/Control-System-Software/SW-SIMPL
https://www.crestron.com/en-US/Products/Control-Surfaces/Remotes/Programmable-Remotes/TSR-310
https://www.crestron.com/Products/Control-Hardware-Software/Software/Licensing/SW-3SERIES-BACNET-50
http://www.crestron.com/bacnetlicense
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P hysi c al D esc ri p t i o n
Th e CP4 an d CP4N pro vide th e f o llo win g co n n e cto rs an d in dicato rs .

CP4 an d CP4N  Fro n t Pan e l

CP4 an d CP4N  R e ar Pan e l

Co n n e cto rs an d Card Slo ts

R EL A Y  O U TPU T 
1– 8

( 2 ) 8 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Co mpris e s ( 8 ) n o rmally o pe n , is o late d re lays ;
R ate d 1 A , 3 0 VA C/VDC;
MO V arc s uppre s s io n acro s s co n tacts

I /O  1– 8 ( 1) 9 -pin 3 . 5 mm de tach able te rmin al blo ck;
Co mpris e s ( 8 ) Ve rs ipo rt dig ital in put/o utput o r an alo g in put po rts ( re f e re n ce d
to G N D) ;
Dig ital I n put: R ate d f o r 0 – 2 4 VDC, in put impe dan ce 2 0 k Ω, lo g ic th re s h o ld
>3 . 12 5 V lo w/0 an d <1. 8 7 5 V h ig h /1;
Dig ital O utput: 2 50 mA s in k f ro m max imum 2 4 VDC, catch dio de s f o r us e with
re al wo rld lo ads ;
A n alo g I n put: R ate d f o r 0 – 10 VDC, pro te cte d to 2 4 VDC max imum, in put
impe dan ce 2 1k Ω with pull- up re s is to r dis able d;
Pro g rammable 5 V, 2 k Ω pull-up re s is to r pe r pin

I R  - SER I A L  
O U TPU T 1–8

( 2 ) 8 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Co mpris e s ( 8 ) I R o utput po rts ;
I R o utput up to 1. 2 MH z ;
1-way s e rial TTL /R S-2 3 2 ( 0 –5 V) up to 115. 2 k baud;
I R P2 I R e mitte rs s o ld s e parate ly
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CO M 1 ( 1) 5- pin 3 . 5 mm de tach able te rmin al blo ck;
Bidire ctio n al R S-2 3 2 /42 2 /48 5 po rt;
U p to 115. 2 k baud; h ardware an d s o f tware h an ds h akin g s uppo rt

CO M 2 – 3 ( 2 ) 3 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Bidire ctio n al R S-2 3 2 po rts ;
U p to 115. 2 k baud; s o f tware h an ds h akin g s uppo rt

MEMO R Y ( 1) SD me mo ry card s lo t;
A cce pts o n e SD o r SDH C card up to 3 2 G B f o r s to rag e o f lo g f ile s

U SB ( 1) U SB Type A co n n e cto r, f e male ;
U SB 2 . 0 po rt f o r s to rag e de vice s

L A N ( 1) 8 -pin R J-45 co n n e cto r, f e male ;
10 0 /10 0 0 Bas e - TX Eth e rn e t po rt;

CO N TR O L  
SU BN ET ( CP4N  O n ly)

( 1) 8 -pin R J-45 co n n e cto r, f e male ;
10 0 /10 0 0 Bas e - TX  Eth e rn e t po rt;
Pro vide s a de dicate d lo cal n e two rk f o r Cre s tro n de vice s

N ET ( 1) 4-pin 3 . 5 mm de tach able te rmin al blo ck;
Cre s n e t mas te r po rt;
O utputs po we r to Cre s n e t de vice s o n ly if th e in clude d po we r pack is co n n e cte d
to th e 2 4 VDC po we r in put jack;
A lte rn ate ly f un ctio n s as a Cre s n e t po we r in put to po we r th e un it f ro m a
Cre s n e t po we r s upply

2 4VDC 2 . 0 A ( 1) 2 . 1 x 5. 5 mm DC po we r co n n e cto r;
2 4 VDC po we r in put;
PW -2 42 0 R U po we r pack in clude d;
Pas s e s th ro ug h to th e N ET po rt to po we r Cre s n e t de vice s

G ( 1) 6 -3 2 s cre w;
Ch as s is g ro un d lug

CO MPU TER
( f ro n t)

( 1)  U SB Type B co n n e cto r, f e male ;
U SB 2 . 0 co mpute r co n s o le po rt;
Fo r s e tup o n ly

Co n tro ls an d I n dicato rs

PW R ( 1) G re e n L ED, in dicate s o pe ratin g po we r is s upplie d f ro m th e po we r pack o r
Cre s n e t po we r s upply

N ET ( 1) A mbe r L ED, in dicate s co mmun icatio n with Cre s n e t de vice s

MSG ( 1) R e d L ED, in dicate s co n tro l pro ce s s o r h as g e n e rate d an e rro r me s s ag e

H W -R ( 1) R e ce s s e d pus h butto n , in itiate s h ardware re s e t

SW - R ( 1) R e ce s s e d pus h butto n , in itiate s s o f tware re s e t

L A N ( re ar) ( 1) Bico lo r g re e n /ambe r an d ( 1) A mbe r L EDs ;
G re e n /ambe r L ED in dicate s Eth e rn e t lin k s tatus an d co n n e ctio n s pe e d;
A mbe r L ED in dicate s Eth e rn e t activity

CO N TR O L
SU BN ET ( re ar)
( CP4N  O n ly)

( 1) Bico lo r g re e n /ambe r an d ( 1) A mbe r L EDs ;
G re e n /ambe r L ED in dicate s Eth e rn e t lin k s tatus an d co n n e ctio n s pe e d;
A mbe r L ED in dicate s Eth e rn e t activity
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S p ec i f i c at i o ns
R e f e r to th e f o llo win g s e ctio n s f o r mo re in f o rmatio n o n th e s pe cif icatio n s f o r vario us CP4 an d
CP4N mo de ls .

l CP4 Spe cif icatio n s ( o n pag e  13 )
l CP4N  Spe cif icatio n s ( o n pag e  17 )
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CP 4 S p ec i f i c at i o ns
Pro duct s pe cif icatio n s f o r th e CP4 are pro vide d be lo w.

Pr o duc t Sp ec ific atio n s

Co n tro l En g in e

Cre s tro n 4-Se rie s ™; re al-time , pre e mptive multi-th re ade d/multitas kin g ke rn e l; Tran s actio n - Saf e Ex te n de d
FA T f ile s ys te m; s uppo rts up to 10 s imultan e o us ly run n in g pro g rams , n ative . A V Frame wo rk™ s o f tware
pro g ram

Co mmun icatio n s

Eth e rn e t 10 0 /10 0 0 Mbps , auto -s witch in g , auto -n e g o tiatin g , auto -dis co ve ry, f ull/h alf
duple x , in dus try-s tan dard TCP/I P s tack, U DP/I P, CI P, DH CP, SSL , TL S, SSH ,
SFTP ( SSH File Tran s f e r Pro to co l) , FI PS 140 -2 co mplian t e n cryptio n ,
I EEE 8 0 2 . 1x X , SN MP, BA Cn e t an d I P1, I Pv4 o r I Pv6 , A ctive Dire cto ry® s e rvice
auth e n ticatio n , H TTPS we b s e rve r, H TTPS we b bro ws e r s e tup an d X iO  Clo ud®
clie n t, SMTP e mail clie n t

Cre s n e t® N e two rk Cre s n e t mas te r mo de

U SB Suppo rts U SB mas s s to rag e clas s de vice s via th e re ar pan e l U SB 2 . 0 h o s t po rt,
s uppo rts co mpute r co n s o le via th e f ro n t pan e l U SB 2 . 0 de vice po rt

R S-2 3 2 /42 2 /48 5 Fo r 2 -way de vice co n tro l an d mo n ito rin g , CO M po rt s uppo rts R S-2 3 2 up to
115. 2 k baud with s o f tware h an ds h akin g , o n e po rt als o s uppo rts R S-42 2 o r
R S-48 5 an d h ardware h an ds h akin g

I R /Se rial Suppo rts 1-way de vice co n tro l via in f rare d up to 1. 2 MH z o r s e rial TTL /R S-2 3 2
( 0 –5 V) up to 115. 2 k baud

Me mo ry

SDR A M 2 G B

Flas h 8 G B

Me mo ry Card Suppo rts SD an d SDH C cards up to 3 2 G B

Ex te rn al Sto rag e Suppo rts U SB s to rag e de vice s up to 1 TB

Co n n e cto rs an d Card Slo ts

R EL A Y  O U TPU T 
1– 8

( 2 ) 8 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Co mpris e s ( 8 ) n o rmally o pe n , is o late d re lays ;
R ate d 1 A , 3 0 VA C/VDC;
MO V arc s uppre s s io n acro s s co n tacts
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I /O  1– 8 ( 1) 9 -pin 3 . 5 mm de tach able te rmin al blo ck;
Co mpris e s ( 8 ) Ve rs ipo rt dig ital in put/o utput o r an alo g in put po rts ( re f e re n ce d
to G N D) ;
Dig ital I n put: R ate d f o r 0 – 2 4 VDC, in put impe dan ce 2 0 k Ω, lo g ic th re s h o ld
>3 . 12 5 V lo w/0 an d <1. 8 7 5 V h ig h /1;
Dig ital O utput: 2 50 mA s in k f ro m max imum 2 4 VDC, catch dio de s f o r us e with
re al wo rld lo ads ;
A n alo g I n put: R ate d f o r 0 –10 VDC, pro te cte d to 2 4 VDC max imum, in put
impe dan ce 2 1k Ω with pull-up re s is to r dis able d;
Pro g rammable 5 V, 2 k Ω pull- up re s is to r pe r pin

I R  - SER I A L  
O U TPU T 1–8

( 2 ) 8 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Co mpris e s ( 8 ) I R o utput po rts ;
I R o utput up to 1. 2 MH z ;
1-way s e rial TTL /R S-2 3 2 ( 0 –5 V) up to 115. 2 k baud;
I R P2 I R e mitte rs s o ld s e parate ly

CO M 1 ( 1) 5- pin 3 . 5 mm de tach able te rmin al blo ck;
Bidire ctio n al R S-2 3 2 /42 2 /48 5 po rt;
U p to 115. 2 k baud; h ardware an d s o f tware h an ds h akin g s uppo rt

CO M 2 – 3 ( 2 ) 3 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Bidire ctio n al R S-2 3 2 po rts ;
U p to 115. 2 k baud; s o f tware h an ds h akin g s uppo rt

MEMO R Y ( 1) SD me mo ry card s lo t;
A cce pts o n e SD o r SDH C card up to 3 2 G B f o r s to rag e o f lo g f ile s

U SB ( 1) U SB Type A co n n e cto r, f e male ;
U SB 2 . 0 po rt f o r s to rag e de vice s

L A N ( 1) 8 -pin R J-45 co n n e cto r, f e male ;
10 0 /10 0 0 Bas e -TX Eth e rn e t po rt;

N ET ( 1) 4-pin 3 . 5 mm de tach able te rmin al blo ck;
Cre s n e t mas te r po rt;
O utputs po we r to Cre s n e t de vice s o n ly if th e in clude d po we r pack is co n n e cte d
to th e 2 4 VDC po we r in put jack;
A lte rn ate ly f un ctio n s as a Cre s n e t po we r in put to po we r th e un it f ro m a
Cre s n e t po we r s upply;
Se e " Po we r" s e ctio n be lo w f o r additio n al de tails

2 4VDC 2 . 0 A ( 1) 2 . 1 x 5. 5 mm DC po we r co n n e cto r;
2 4 VDC po we r in put;
PW -2 42 0 R U po we r pack in clude d;
Pas s e s th ro ug h to th e N ET po rt to po we r Cre s n e t de vice s ;
Se e " Po we r" s e ctio n be lo w f o r additio n al de tails

G ( 1) 6 -3 2 s cre w;
Ch as s is g ro un d lug

CO MPU TER
( f ro n t)

( 1)  U SB Type B co n n e cto r, f e male ;
U SB 2 . 0 co mpute r co n s o le po rt;
Fo r s e tup o n ly

Co n tro ls an d I n dicato rs
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PW R ( 1) G re e n L ED, in dicate s o pe ratin g po we r is s upplie d f ro m th e po we r pack o r
Cre s n e t po we r s upply

N ET ( 1) A mbe r L ED, in dicate s co mmun icatio n with Cre s n e t de vice s

MSG ( 1) R e d L ED, in dicate s co n tro l pro ce s s o r h as g e n e rate d an e rro r me s s ag e

H W -R ( 1) R e ce s s e d pus h butto n , in itiate s h ardware re s e t

SW - R ( 1) R e ce s s e d pus h butto n , in itiate s s o f tware re s e t

L A N ( re ar) ( 1) Bico lo r g re e n /ambe r an d ( 1) A mbe r L EDs ;
G re e n /ambe r L ED in dicate s Eth e rn e t lin k s tatus an d co n n e ctio n s pe e d;
A mbe r L ED in dicate s Eth e rn e t activity

Po we r

Po we r So urce O ptio n s Po we r pack o r Cre s n e t ( co n n e ct o n ly o n e )

Po we r Pack ( in clude d) I n put:  10 0 –2 40 VA C, 50 /6 0 H z ;
O utput: 2 . 5 A @ 2 4 VDC;
Mo de l: PW -2 42 0 R U

Cre s n e t Po we r U s ag e 15 W ( 0 . 6 2 5 A @ 2 4 VDC) wh e n po we re d by a Cre s n e t po we r s upply o n ly

A vailable Cre s n e t Po we r 2 4 W ( 1 A @ 2 4 VDC) wh e n po we re d by th e in clude d po we r pack o n ly

Po we r Co n s umptio n 15 W ( n o t in cludin g an y co n n e cte d Cre s n e t de vice s )

En viro n me n tal

Te mpe rature 41 to 113 ° F ( 5 to 45 ° C)

H umidity 10 % to 9 0 % R H ( n o n co n de n s in g )

H e at Dis s ipatio n 50 BTU /h r

En clo s ure

Ch as s is Me tal, alumin um, black f in is h

Face plate Ex trude d me tal, black f in is h , po lycarbo n ate labe l o ve rlay

Mo un tin g Fre e s tan din g o r 1 R U 19 -in . rack mo un table ( adh e s ive f e e t an d rack e ars
in clude d)

Dime n s io n s

H e ig h t 1. 7 0 in . ( 44 mm) with o ut f e e t

W idth 17 . 2 8 in . ( 43 9 mm) ;
19 . 0 0 in . ( 48 3 mm) with rack e ars

De pth 6 . 56 in . ( 16 7 mm)

W e ig h t

3 . 12 lb ( 1. 42 kg )

Co mplian ce

R e g ulato ry Mo de l: M2 0 19 0 3 0 0 3 ;
U L ® L is te d f o r U S & Can ada, CE, I C, FCC Part 15 Clas s B dig ital de vice
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D imen s io n D r awin gs
A dd dime n s io n drawin g s .
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CP 4N  S p ec i f i c at i o ns
Pro duct s pe cif icatio n s f o r th e CP4N are pro vide d be lo w.

Pr o duc t Sp ec ific atio n s

Co n tro l En g in e

Cre s tro n 4-Se rie s ™; re al-time , pre e mptive multi-th re ade d/multitas kin g ke rn e l; Tran s actio n - Saf e Ex te n de d
FA T f ile s ys te m; s uppo rts up to 10 s imultan e o us ly run n in g pro g rams , n ative . A V Frame wo rk™ s o f tware
pro g ram

Co mmun icatio n s

Eth e rn e t 10 0 /10 0 0 Mbps , auto -s witch in g , auto -n e g o tiatin g , auto -dis co ve ry, f ull/h alf
duple x , in dus try-s tan dard TCP/I P s tack, U DP/I P, CI P, DH CP, SSL , TL S, SSH ,
SFTP ( SSH File Tran s f e r Pro to co l) , FI PS 140 -2 co mplian t e n cryptio n ,
I EEE 8 0 2 . 1x X , SN MP, BA Cn e t an d I P1, I Pv4 o r I Pv6 , A ctive Dire cto ry® s e rvice
auth e n ticatio n , H TTPS we b s e rve r, H TTPS we b bro ws e r s e tup an d X iO  Clo ud®
clie n t, SMTP e mail clie n t

Co n tro l Subn e t 10 0 /10 0 0 Mbps Eth e rn e t, auto -s witch in g , auto -n e g o tiatin g , auto -dis co ve ry,
f ull/h alf duple x , DH CP s e rve r, DN S s e rve r, po rt f o rwardin g , is o latio n mo de

Cre s n e t® N e two rk Cre s n e t mas te r mo de

U SB Suppo rts U SB mas s s to rag e clas s de vice s via th e re ar pan e l U SB 2 . 0 h o s t po rt,
s uppo rts co mpute r co n s o le via th e f ro n t pan e l U SB 2 . 0 de vice po rt

R S-2 3 2 /42 2 /48 5 Fo r 2 -way de vice co n tro l an d mo n ito rin g , CO M po rt s uppo rts R S-2 3 2 up to
115. 2 k baud with s o f tware h an ds h akin g , o n e po rt als o s uppo rts R S-42 2 o r
R S-48 5 an d h ardware h an ds h akin g

I R /Se rial Suppo rts 1-way de vice co n tro l via in f rare d up to 1. 2 MH z o r s e rial TTL /R S-2 3 2
( 0 –5 V) up to 115. 2 k baud

Me mo ry

SDR A M 2 G B

Flas h 8 G B

Me mo ry Card Suppo rts SD an d SDH C cards up to 3 2 G B

Ex te rn al Sto rag e Suppo rts U SB s to rag e de vice s up to 1 TB

Co n n e cto rs an d Card Slo ts

R EL A Y  O U TPU T 
1– 8

( 2 ) 8 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Co mpris e s ( 8 ) n o rmally o pe n , is o late d re lays ;
R ate d 1 A , 3 0 VA C/VDC;
MO V arc s uppre s s io n acro s s co n tacts
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I /O  1– 8 ( 1) 9 -pin 3 . 5 mm de tach able te rmin al blo ck;
Co mpris e s ( 8 ) Ve rs ipo rt dig ital in put/o utput o r an alo g in put po rts ( re f e re n ce d
to G N D) ;
Dig ital I n put: R ate d f o r 0 – 2 4 VDC, in put impe dan ce 2 0 k Ω, lo g ic th re s h o ld
>3 . 12 5 V lo w/0 an d <1. 8 7 5 V h ig h /1;
Dig ital O utput: 2 50 mA s in k f ro m max imum 2 4 VDC, catch dio de s f o r us e with
re al wo rld lo ads ;
A n alo g I n put: R ate d f o r 0 –10 VDC, pro te cte d to 2 4 VDC max imum, in put
impe dan ce 2 1k Ω with pull-up re s is to r dis able d;
Pro g rammable 5 V, 2 k Ω pull- up re s is to r pe r pin

I R  - SER I A L  
O U TPU T 1–8

( 2 ) 8 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Co mpris e s ( 8 ) I R o utput po rts ;
I R o utput up to 1. 2 MH z ;
1-way s e rial TTL /R S-2 3 2 ( 0 –5 V) up to 115. 2 k baud;
I R P2 I R e mitte rs s o ld s e parate ly

CO M 1 ( 1) 5- pin 3 . 5 mm de tach able te rmin al blo ck;
Bidire ctio n al R S-2 3 2 /42 2 /48 5 po rt;
U p to 115. 2 k baud; h ardware an d s o f tware h an ds h akin g s uppo rt

CO M 2 – 3 ( 2 ) 3 -pin 3 . 5 mm de tach able te rmin al blo cks ;
Bidire ctio n al R S-2 3 2 po rts ;
U p to 115. 2 k baud; s o f tware h an ds h akin g s uppo rt

MEMO R Y ( 1) SD me mo ry card s lo t;
A cce pts o n e SD o r SDH C card up to 3 2 G B f o r s to rag e o f lo g f ile s

U SB ( 1) U SB Type A co n n e cto r, f e male ;
U SB 2 . 0 po rt f o r s to rag e de vice s

L A N ( 1) 8 -pin R J-45 co n n e cto r, f e male ;
10 0 /10 0 0 Bas e -TX Eth e rn e t po rt;

CO N TR O L  
SU BN ET

( 1) 8 -pin R J-45 co n n e cto r, f e male ;
10 0 /10 0 0 Bas e -TX  Eth e rn e t po rt;
Pro vide s a de dicate d lo cal n e two rk f o r Cre s tro n de vice s

N ET ( 1) 4-pin 3 . 5 mm de tach able te rmin al blo ck;
Cre s n e t mas te r po rt;
O utputs po we r to Cre s n e t de vice s o n ly if th e in clude d po we r pack is co n n e cte d
to th e 2 4 VDC po we r in put jack;
A lte rn ate ly f un ctio n s as a Cre s n e t po we r in put to po we r th e un it f ro m a
Cre s n e t po we r s upply;
Se e " Po we r" s e ctio n be lo w f o r additio n al de tails

2 4VDC 2 . 0 A ( 1) 2 . 1 x 5. 5 mm DC po we r co n n e cto r;
2 4 VDC po we r in put;
PW -2 42 0 R U po we r pack in clude d;
Pas s e s th ro ug h to th e N ET po rt to po we r Cre s n e t de vice s ;
Se e " Po we r" s e ctio n be lo w f o r additio n al de tails

G ( 1) 6 -3 2 s cre w;
Ch as s is g ro un d lug
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CO MPU TER
( f ro n t)

( 1)  U SB Type B co n n e cto r, f e male ;
U SB 2 . 0 co mpute r co n s o le po rt;
Fo r s e tup o n ly

Co n tro ls an d I n dicato rs

PW R ( 1) G re e n L ED, in dicate s o pe ratin g po we r is s upplie d f ro m th e po we r pack o r
Cre s n e t po we r s upply

N ET ( 1) A mbe r L ED, in dicate s co mmun icatio n with Cre s n e t de vice s

MSG ( 1) R e d L ED, in dicate s co n tro l pro ce s s o r h as g e n e rate d an e rro r me s s ag e

H W -R ( 1) R e ce s s e d pus h butto n , in itiate s h ardware re s e t

SW - R ( 1) R e ce s s e d pus h butto n , in itiate s s o f tware re s e t

L A N ( re ar) ( 1) Bico lo r g re e n /ambe r an d ( 1) A mbe r L EDs ;
G re e n /ambe r L ED in dicate s Eth e rn e t lin k s tatus an d co n n e ctio n s pe e d;
A mbe r L ED in dicate s Eth e rn e t activity

CO N TR O L
SU BN ET ( re ar)

( 1) Bico lo r g re e n /ambe r an d ( 1) A mbe r L EDs ;
G re e n /ambe r L ED in dicate s Eth e rn e t lin k s tatus an d co n n e ctio n s pe e d;
A mbe r L ED in dicate s Eth e rn e t activity

Po we r

Po we r So urce O ptio n s Po we r pack o r Cre s n e t ( co n n e ct o n ly o n e )

Po we r Pack ( in clude d) I n put:  10 0 –2 40 VA C, 50 /6 0 H z ;
O utput: 2 . 5 A @ 2 4 VDC;
Mo de l: PW -2 42 0 R U

Cre s n e t Po we r U s ag e 15 W ( 0 . 6 2 5 A @ 2 4 VDC) wh e n po we re d by a Cre s n e t po we r s upply o n ly

A vailable Cre s n e t Po we r 2 4 W ( 1 A @ 2 4 VDC) wh e n po we re d by th e in clude d po we r pack o n ly

Po we r Co n s umptio n 15 W ( n o t in cludin g an y co n n e cte d Cre s n e t de vice s )

En viro n me n tal

Te mpe rature 41 to 113 ° F ( 5 to 45 ° C)

H umidity 10 % to 9 0 % R H ( n o n co n de n s in g )

H e at Dis s ipatio n 50 BTU /h r

En clo s ure

Ch as s is Me tal, alumin um, black f in is h

Face plate Ex trude d me tal, black f in is h , po lycarbo n ate labe l o ve rlay

Mo un tin g Fre e s tan din g o r 1 R U 19 -in . rack mo un table ( adh e s ive f e e t an d rack e ars
in clude d)

Dime n s io n s

H e ig h t 1. 7 0 in . ( 44 mm) with o ut f e e t

W idth 17 . 2 8 in . ( 43 9 mm) ;
19 . 0 0 in . ( 48 3 mm) with rack e ars

De pth 6 . 56 in . ( 16 7 mm)
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W e ig h t

3 . 12 lb ( 1. 42 kg )

Co mplian ce

R e g ulato ry Mo de l: M2 0 19 0 3 0 0 3 ;
U L ® L is te d f o r U S & Can ada, CE, I C, FCC Part 15 Clas s B dig ital de vice

D imen s io n D r awin gs
A dd dime n s io n drawin g s .



Pro duct Man ual — Do c. 9 2 14A CP4 an d CP4N • 2 1

I nst al l at i o n
U s e th e f o llo win g pro ce dure s to in s tall th e CP4 an d CP4N  co n tro l s ys te ms .

I nst al l t he Co nt ro l S yst em
Th e co n tro l s ys te m may be mo un te d in to a rack o r place d o n to a f lat s urf ace .

Rac k Mo un tin g
Th e co n tro l s ys te m o ccupie s 1U  o f rack s pace .

1. U s e a # 1 Ph illips s cre wdrive r to re mo ve th e s ix re quire d s cre ws f ro m th e co n tro l s ys te m
as s e mbly ( s h o wn in th e illus tratio n be lo w) .

2 . A ttach th e two in clude d rack e ars with th e re mo ve d s cre ws .

3 . Mo un t th e co n tro l s ys te m in to th e rack with f o ur mo un tin g s cre ws ( n o t in clude d) .

Sur fac e Plac emen t
1. A ttach th e f o ur adh e s ive rubbe r f e e t n e ar th e co rn e rs o n th e un de rs ide o f th e co n tro l

s ys te m.

2 . Place o n to a f lat s urf ace o r s tack with o th e r e quipme n t.
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Co nnec t t he Co nt ro l S yst em
Make all n e ce s s ary co n n e ctio n s to th e co n tro l s ys te m as s h o wn be lo w.

O bs e rve th e f o llo win g wh e n co n n e ctin g th e co n tro l s ys te m:

l U s e Cre s tro n po we r s upplie s f o r Cre s tro n e quipme n t.
l Th e co n tro l s ys te m may be po we re d with th e in clude d 2 4 VDC po we r s upply o r via

Cre s n e t® n e two rk po we r with th e N ET po rt.
l Co n n e ct th e ch as s is g ro un d lug to a kn o wn e arth g ro un d circuit ( s uch as buildin g s te e l) to

e n s ure th at th e co n tro l s ys te m is g ro un de d pro pe rly.
l A pply po we r af te r all co n n e ctio n s h ave be e n made .

CO M 1 Co n n e ctio n s

Po rt R S-2 3 2 R S-42 21 R S-48 5

G G N D G N D G N D2

TX TX  ( f ro m CP4/CP4N ) TX - ( f ro m CP4/CP4N ) TX -/R X -

R X R X  ( to CP4/CP4N ) R X + ( to CP4/CP4N ) N o t us e d

R TS R TS ( f ro m CP4/CP4N ) TX + ( f ro m CP4/CP4N ) TX +/R X +

CTS CTS ( to CP4/CP4N ) R X - ( to CP4/CP4N ) N o t us e d

1. R S-42 2 tran s mit an d re ce ive are balan ce d s ig n als th at re quire two lin e s plus a g ro un d in e ach dire ctio n . R X D+ an d
TX D+ s h o uld idle h ig h ( g o in g lo w at s tart o f data tran s mis s io n ) . R X D- an d TX D- s h o uld idle lo w ( g o in g h ig h at
s tart o f data tran s mis s io n ) . I f n e ce s s ary, R X D+/R X D- an d TX D+/TX D- may be s wappe d to main tain co rre ct
s ig n al le ve ls .

2 . A g ro un d te rmin al co n n e ctio n is re co mme n de d but n o t re quire d.
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Co nnec t t he Co nt ro l S u b net
(CP 4N  O nl y)
Th e CP4N h as a de dicate d Co n tro l Subn e t th at is us e d f o r co mmun icatio n be twe e n th e co n tro l
s ys te m an d Cre s tro n Eth e rn e t de vice s with o ut in te rf e re n ce f ro m o th e r traf f ic o n th e n e two rk.

CA U TI O N :  Do n o t co n n e ct th e CO N TR O L SU BN ET po rt to th e L A N . Th e CO N TR O L SU BN ET
po rt mus t o n ly be co n n e cte d to Cre s tro n Eth e rn e t de vice s .

Fo r mo re in f o rmatio n o n us in g th e Co n tro l Subn e t, re f e r to th e 4-Se rie s ™ Co n tro l Sys te m
R e f e re n ce G uide .

Co nf i gu re t he Co nt ro l S yst em
Th e co n tro l s ys te m may be co n f ig ure d us in g th e pro vide d we b co n f ig uratio n in te rf ace . Th e
in te rf ace can be acce s s e d us in g th e co n tro l s ys te m I P addre s s o r th e X iO  Clo ud® s e rvice .

Co n figur atio n via IP Addr es s
To acce s s th e we b co n f ig uratio n in te rf ace us in g th e co n tro l s ys te m I P addre s s :

N O TE:  Th e co n tro l s ys te m s h ips with DH CP e n able d. A DH CP s e rve r is re quire d to acce s s th e
we b co n f ig uratio n in te rf ace via th e co n tro l s ys te m I P addre s s .

1. Co n n e ct th e co n tro l s ys te m to th e n e two rk.

2 . U s e th e De vice Dis co ve ry to o l in Cre s tro n To o lbo x ™ s o f tware to dis co ve r th e co n tro l
s ys te m an d its I P addre s s o n th e n e two rk.

3 . En te r th e co n tro l s ys te m I P addre s s in to a we b bro ws e r.

Co n figur atio n via XiO Clo ud
Th e X iO  Clo ud® s e rvice allo ws s uppo rte d de vice s acro s s an e n te rpris e to be man ag e d an d
co n f ig ure d f ro m o n e ce n tral an d s e cure lo catio n in th e clo ud. Suppo rte d Cre s tro n ® de vice s are
co n f ig ure d to co n n e ct to th e s e rvice o ut o f th e bo x .

U s e o f th e s e rvice re quire s a re g is te re d X iO  Clo ud acco un t. To re g is te r f o r an X iO  Clo ud acco un t,
re f e r to www. cre s tro n . co m/Suppo rt/To o ls /L ice n s in g - R e g is tratio n /X iO - Clo ud- R e g is tratio n -
R o o m- L ice n s e s .

N O TE:  Th e de vice may be dis co n n e cte d f ro m th e X iO  Clo ud s e rvice by n avig atin g to th e
Clo ud Se rvice s tab in Cre s tro n  To o lbo x ™ s o f tware ( Fun ctio n s > De vice I n f o > Clo ud Se rvice s ) .
Fo r de tails , re f e r to th e Cre s tro n  To o lbo x h e lp f ile .

https://www.crestron.com/manuals
https://www.crestron.com/manuals
https://www.crestron.com/Products/Featured-Solutions/XiO-Cloud
https://www.crestron.com/Support/Tools/Licensing-Registration/XiO-Cloud-Registration-Room-Licenses
https://www.crestron.com/Support/Tools/Licensing-Registration/XiO-Cloud-Registration-Room-Licenses
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To co n n e ct th e de vice to th e X iO  Clo ud s e rvice :

1. R e co rd th e MA C addre s s an d s e rial n umbe r th at are labe le d o n th e s h ippin g bo x o r th e
de vice . Th e MA C addre s s an d s e rial n umbe r are re quire d to add th e de vice to th e
X iO  Clo ud s e rvice .

N O TE:  I f th e de vice h as multiple MA C addre s s e s , us e th e MA C addre s s th at is
pro vidin g th e primary co n n e ctio n back to th e n e two rk. Fo r mo s t de vice s , th e Eth e rn e t
MA C addre s s s h o uld be us e d. H o we ve r, if yo ur de vice is co n n e ctin g to th e n e two rk o ve r
a dif f e re n t pro to co l ( s uch as W i-Fi® co mmun icatio n s ) , us e th e MA C addre s s f o r th at
pro to co l in s te ad.

2 . L o g in to yo ur X iO  Clo ud acco un t at po rtal. cre s tro n . io .

3 . Claim th e de vice to th e X iO  Clo ud s e rvice as de s cribe d in th e X iO  Clo ud U s e r G uide .

Se le ct th e de vice f ro m th e clo ud in te rf ace to vie w its s tatus an d s e ttin g s . Th e de vice may n o w
als o be man ag e d an d as s ig n e d to a g ro up o r ro o m. Fo r mo re in f o rmatio n , re f e r to th e
X iO  Clo ud U s e r G uide .

N O TE:  Fo r X iO  Clo ud acco un ts with ro o m- bas e d lice n s e s , th e de vice mus t be adde d to a
lice n s e d ro o m be f o re its s tatus an d s e ttin g s can be vie we d.

Creat e an Admi n Ac c o u nt
Th e f irs t time th e we b co n f ig uratio n in te rf ace is acce s s e d, a pag e is dis playe d as kin g th e us e r to
cre ate an admin acco un t. A s imilar me s s ag e is dis playe d wh e n co n n e ctin g to th e co n tro l s ys te m
in Cre s tro n To o lbo x s o f tware if an admin acco un t h as n o t alre ady be e n cre ate d.

To cre ate an admin acco un t:

1. En te r a us e rn ame an d pas s wo rd f o r th e admin acco un t in th e appro priate te x t f ie lds .

CA U TI O N :  Do n o t lo s e th e us e rn ame an d pas s wo rd f o r th e admin acco un t, as th e
co n tro l s ys te m mus t be re s e t to f acto ry s e ttin g s to re g ain acce s s .

2 . Click O K to cre ate th e admin acco un t. Th e we b co n f ig uratio n in te rf ace re f re s h e s to s h o w
th e s tan dard lo g in pag e .

3 . R e e n te r th e cre de n tials cre ate d in s te p 1 an d click Sig n I n .

N O TE:  Th e us e rn ame an d pas s wo rd mus t als o be e n te re d wh e n co n n e ctin g f ro m
Cre s tro n  To o lbo x o r X Pan e l.

https://portal.crestron.io/
https://p.widencdn.net/opd8op/mg_ug_crestron_xio_cloud_service
https://p.widencdn.net/opd8op/mg_ug_crestron_xio_cloud_service
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S et t he T i me Zo ne
Th e time z o n e mus t be s e t o n th e co n tro l s ys te m to e n s ure th at th e co rre ct time s e ttin g s are
pus h e d to co n tro lle d de vice s .

To s e t th e time z o n e :

1. A cce s s th e we b co n f ig uratio n in te rf ace us in g e ith e r th e de vice I P addre s s o r th e X iO  Clo ud
s e rvice .

2 . N avig ate to Se ttin g s > Sys te m Se tup .

3 . Se le ct th e time z o n e wh e re th e co n tro l s ys te m is us e d f ro m th e Time Zo n e dro p- do wn
me n u.

4. Click Save Ch an g e s o n th e to p rig h t o f th e s cre e n .

P ai r wi t h Ap p l e Ho meKi t
Th e co n tro l s ys te m can be paire d with A pple ® H o me Kit® te ch n o lo g y to e n able co mmun icatio n
be twe e n th e co n tro l s ys te m an d A pple H o me Kit de vice s an d acce s s o rie s .

Fo r pairin g in s tructio n s an d to lo cate th e un ique Q R  co de re quire d f o r pairin g , re f e r to th e CP4
an d CP4N  Pro duct I n f o rmatio n do cume n t ( Do c.  8 53 6 )  th at s h ippe d with th e co n tro l s ys te m.

Co nf i gu re .AV   Framewo rk S o f t ware
Th e co n tro l s ys te m pro vide s n ative s uppo rt f o r th e . A V Frame wo rk™ s o f tware pro g ram. . A V
Frame wo rk s o f tware is a we b- bas e d man ag e me n t s o lutio n th at is us e d to de plo y s calable
Cre s tro n ® e n te rpris e ro o m s o lutio n s with o ut re quirin g an y pro g rammin g . Fo r mo re in f o rmatio n
o n th e capabilitie s s uppo rte d by . A V Frame wo rk, vis it www. cre s tro n . co m/avf rame wo rk .

To turn o n th e . A V Frame wo rk s o f tware pro g ram f o r th e co n tro l s ys te m:

1. O pe n th e we b co n f ig uratio n in te rf ace as de s cribe d in Co n f ig ure th e Co n tro l Sys te m ( o n
pag e  2 3 ) .

2 . N avig ate to Se ttin g s > A V Frame wo rk .

3 . Turn o n th e A V Frame wo rk to g g le .

4. Save th e co n f ig uratio n . Th e co n tro l s ys te m will re bo o t with th e n ative . A V Frame wo rk
s o f tware pro g ram turn e d o n .

https://www.crestron.com/avframework


2 6 • CP4 an d CP4N Pro duct Man ual — Do c. 9 2 14A

A f te r th e co n tro l s ys te m re bo o ts , click O pe n A V Frame wo rk Se tup to laun ch th e . A V Frame wo rk
we b co n f ig uratio n utility. Fo r mo re in f o rmatio n o n co n f ig urin g . A V Frame wo rk f o r th e co n tro l
s ys te m, re f e r to th e . A V Frame wo rk So f tware f o r 4- Se rie s Co n tro l Sys te ms O pe ratio n s G uide .

https://docs.crestron.com/en-us/9044/Content/Topics/Home.htm
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Co nf i gu rat i o n
Prio r to co n f ig uratio n , e n s ure th e de vice is run n in g th e late s t f irmware . To update th e f irmware ,
re f e r to U pdate Firmware ( o n pag e  2 9 ) .

Th e co n tro l s ys te m may be mo n ito re d an d co n f ig ure d us in g th e in clude d we b co n f ig uratio n
in te rf ace . Th e co n f ig uratio n in te rf ace is acce s s ible f ro m a we b bro ws e r if th e co n tro l s ys te m I P
addre s s is kn o wn .

Th e we b co n f ig uratio n in te rf ace is als o acce s s ible th ro ug h th e X iO Clo ud® s e rvice . Fo r mo re
in f o rmatio n , re f e r to Co n n e ct to X iO Clo ud Se rvice ( o n pag e  6 5) .

To acce s s th e co n f ig uratio n in te rf ace :

1. U s e th e De vice Dis co ve ry to o l in Cre s tro n To o lbo x ™ s o f tware to dis co ve r th e co n tro l
s ys te m an d its I P addre s s o n th e n e two rk.

2 . O pe n a we b bro ws e r.

3 . En te r th e co n tro l s ys te m I P addre s s in to th e bro ws e r U R L f ie ld. A lo g in pag e is dis playe d.

4. En te r th e admin is trato r us e rn ame an d pas s wo rd in th e appro priate te x t f ie lds an d click
Sig n I n . Th e co n f ig uratio n in te rf ace is dis playe d.

N O TE: Fo r mo re in f o rmatio n o n cre atin g an admin is trato r acco un t, re f e r to Cre ate an
A dmin A cco un t ( o n pag e  2 4) . Fo r mo re in f o rmatio n o n man ag in g us e r acco un ts o n th e
co n tro l s ys te m, re f e r to Se curity ( o n pag e  53 ) .

W e b Co n f ig uratio n I n te rf ace

Th e co n f ig uratio n in te rf ace pro vide s th e f o llo win g tabs :

l Status :  U s e d to mo n ito r co n tro l s ys te m s tatus
l Se ttin g s :  U s e d to co n f ig ure co n tro l s ys te m s e ttin g s
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l Se curity :  U s e d to e n able auth e n ticatio n an d o th e r s e curity s e ttin g s
l 8 0 2 . 1x Co n f ig uratio n :  U s e d to co n f ig ure I EEE 8 0 2 . 1x n e two rk auth e n ticatio n f o r co n tro l

s ys te m s e curity

Th e Status tab is th e de f ault tab th at is dis playe d, as s h o wn in th e pre vio us imag e .

Ac t i o ns M enu
Th e co n f ig uratio n in te rf ace pro vide s an A ctio n s dro p-do wn me n u o n th e to p rig h t o f th e pag e .
Th e A ctio n s me n u may be acce s s e d at an y time .

A ctio n s Me n u

O n ce an y ch an g e s h ave be e n made to th e co n tro l s ys te m co n f ig uratio n , th e A ctio n s butto n
ch an g e s to a Save Ch an g e s butto n . Click Save Ch an g e s to s ave ch an g e s to th e co n f ig uratio n
s e ttin g s .

I f a re bo o t is re quire d af te r ch an g e s h ave be e n s ave d, a dialo g bo x is dis playe d as kin g wh e th e r
th e re bo o t s h o uld be pe rf o rme d. Se le ct Y e s to re bo o t th e de vice o r N o to can ce l th e re bo o t.

Th e A ctio n s me n u pro vide s th e f o llo win g s e le ctio n s .

Save Ch an ges
Click Save Ch an g e s to s ave an y ch an g e s made to th e co n f ig uratio n s e ttin g s .

Rever t
Click R e ve rt to re ve rt th e co n tro l s ys te m back to th e las t s ave d co n f ig uratio n s e ttin g s .

Reb o o t
Click R e bo o t to re bo o t th e co n tro l s ys te m.
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A f te r R e bo o t is s e le cte d, a dialo g bo x is dis playe d as kin g wh e th e r th e co n tro l s ys te m s h o uld be
re bo o te d. Se le ct Y e s to re bo o t th e de vice o r N o to can ce l th e re bo o t.

Res to r e
Click R e s to re to re s to re th e co n tro l s ys te m co n f ig uratio n s e ttin g s to th e ir de f ault value s .

A f te r R e s to re is s e le cte d a dialo g bo x is dis playe d as kin g wh e th e r th e de vice s e ttin g s s h o uld be
re s to re d. Se le ct Y e s to re s to re th e s e ttin g s o r N o to can ce l th e re s to re .

Up date F ir mwar e
Click U pdate Firmware to upg rade th e co n tro l s ys te m f irmware man ually with a do wn lo ade d
PU F ( packag e update f ile ) . Th e Firmware U pg rade dialo g bo x o pe n s .

Firmware U pg rade Dialo g Bo x

To uplo ad a f irmware PU F th ro ug h th e we b co n f ig uratio n in te rf ace :

N O TE: Vis it th e appro priate de vice pro duct pag e o r www. cre s tro n . co m/Suppo rt/R e s o urce -
L ibrary to do wn lo ad th e late s t f irmware PU F.

1. Click Bro ws e , an d th e n n avig ate to th e f irmware PU F o n th e h o s t co mpute r.

2 . Se le ct th e f irmware PU F, an d th e n click O pe n .

3 . Click L o ad to lo ad th e PU F to th e co n tro l s ys te m. Th e uplo ad pro g re s s is s h o wn in th e
dialo g bo x .

4. O n ce th e co n tro l s ys te m h as co mple te d th e f irmware upg rade , click O K .

Click th e x butto n to clo s e th e Firmware U pg rade dialo g bo x at an y time durin g th e upg rade
pro ce s s . Clickin g th e x butto n be f o re th e PU F is uplo ade d to th e co n tro l s ys te m can ce ls th e
upg rade .

D o wn lo ad L o gs
Click Do wn lo ad L o g s to do wn lo ad th e co n tro l s ys te m me s s ag e lo g s f o r diag n o s tic purpo s e s . Th e
me s s ag e f ile s do wn lo ad as a co mpre s s e d . tg z f ile . O n ce th e co mpre s s e d f ile is do wn lo ade d,
e x tract th e me s s ag e lo g f ile s to vie w th e m.

https://www.crestron.com/Support/Resource-Library
https://www.crestron.com/Support/Resource-Library
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Man age Cer tific ates
Click Man ag e Ce rtif icate s to man ag e an y ce rtif icate s th at are in s talle d o n th e co n tro l s ys te m.
Fo r mo re in f o rmatio n o n ce rtif icate man ag e me n t, re f e r to 8 0 2 . 1x Co n f ig uratio n ( o n pag e  6 2 ) .

S t at u s
Click th e Status tab o n th e to p le f t o f th e co n f ig uratio n in te rf ace to dis play s e le ctio n s f o r
vie win g th e s tatus o f de vice , n e two rk, an d U SB, an d . A V Frame wo rk™ s o f tware s e ttin g s .

Click o n a s e le ctio n n ame to e x pan d th e s e le ctio n . I f th e s e le ctio n is e x pan de d, click th e s e le ctio n
n ame ag ain to co llaps e th e s e ctio n .

Status Tab Se le ctio n s

D evic e
Click De vice to vie w g e n e ral de vice in f o rmatio n .

Status Tab - De vice

Th e f o llo win g De vice in f o rmatio n is dis playe d:

l Mo de l : Th e co n tro l s ys te m mo de l n ame
l Se rial N umbe r : Th e co n tro l s ys te m s e rial n umbe r
l Firmware Ve rs io n : Th e f irmware ve rs io n lo ade d o n to th e co n tro l s ys te m

Click + Mo re de tails at th e bo tto m o f th e De vice tab to dis play an e x pan de d s e ctio n th at s h o ws
additio n al co n tro l s ys te m in f o rmatio n . I f + Mo re De tails is s e le cte d, click - L e s s de tails to co llaps e
th e s e ctio n .
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Netwo r k
Click N e two rk to vie w th e s tatus o f th e n e two rk s e ttin g s f o r th e co n tro l s ys te m.

Status Tab - N e two rk

Th e f o llo win g N e two rk in f o rmatio n is dis playe d:

l H o s t N ame : Th e co n tro l s ys te m h o s tn ame
l Do main N ame :  Th e co n tro l s ys te m do main n ame
l N I C 1 DN S Se rve rs : Th e DN S ( do main n ame s e rve r) addre s s e s us e d to re s o lve th e co n tro l

s ys te m do main to an I P addre s s

Click th e + ( plus )  ico n n e x t to A dapte r 1 to dis play th e f o llo win g Eth e rn e t s e ttin g s :

l DH CP : R e po rts wh e th e r th e I P addre s s is dyn amic ( Y e s ) o r s tatic ( N o )
l I P A ddre s s : Th e co n tro l s ys te m I P addre s s , s h o wn o n ly if an Eth e rn e t co n n e ctio n is e n able d
l Subn e t Mas k : Th e co n tro l s ys te m s ubn e t mas k addre s s , s h o wn o n ly if an Eth e rn e t

co n n e ctio n is e n able d
l De f ault G ate way : Th e g ate way ro ute r addre s s , s h o wn o n ly if an Eth e rn e t co n n e ctio n is

e n able d
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l L in k A ctive : R e po rts th e s tatus o f th e Eth e rn e t co n n e ctio n ( A true me s s ag e in dicate s th at
th e Eth e rn e t co n n e ctio n is active , wh ile a f als e me s s ag e in dicate s th at th e Eth e rn e t
co n n e ctio n is in active . )

l MA C A ddre s s : Th e un ique MA C ( me dia acce s s co n tro l) addre s s f o r th e Eth e rn e t adapte r

Click th e + ( plus )  ico n n e x t to Co n tro l Subn e t to dis play th e f o llo win g Co n tro l Subn e t s e ttin g s
( CP4N  o n ly) :

l A uto N e two rk A ddre s s in g : R e po rts wh e th e r th e n e two rk addre s s f o r th e Co n tro l Subn e t is
co n f ig ure d auto matically ( true )  o r man ually ( f als e )

l N e two rk : Th e Co n tro l Subn e t n e two rk addre s s , s h o wn o n ly if a Co n tro l Subn e t co n n e ctio n
is e n able d

l Subn e t Mas k : Th e Co n tro l Subn e t mas k addre s s , s h o wn o n ly if an Eth e rn e t co n n e ctio n is
e n able d

l L in k A ctive : R e po rts th e s tatus o f th e Co n tro l Subn e t co n n e ctio n ( A true me s s ag e
in dicate s th at th e Co n tro l Subn e t co n n e ctio n is active , wh ile a f als e me s s ag e in dicate s
th at th e Co n tro l Subn e t co n n e ctio n is in active . )

l I s o latio n Mo de :  R e po rts th e s tatus o f th e Co n tro l Subn e t is o latio n mo de ( A true me s s ag e
in dicate s th at is o latio n mo de is e n able d, wh ile a f als e me s s ag e in dicate s th at is o latio n
mo de is dis able d. )

l MA C A ddre s s : Th e un ique MA C ( me dia acce s s co n tro l) addre s s f o r th e Co n tro l Subn e t
adapte r

Pr o gr am
Click Pro g ram to vie w th e s tatus o f th e pro g ram an d s lave mo de s e ttin g s f o r th e co n tro l s ys te m.

Status Tab - Pro g ram

Th e f o llo win g Pro g ram in f o rmatio n is dis playe d:

l N umbe r o f L ice n s e d Pro g rams : Th e n umbe r o f lice n s e d pro g rams s uppo rte d by th e co n tro l
s ys te m

l Slave Mo de :  R e po rts wh e th e r th e co n tro l s ys te m is run n in g in s ubo rdin ate mo de ( En able d )
o r n o t ( Dis able d )

l Mas te r I P/H o s tn ame : Th e I P addre s s o r h o s tn ame o f th e primary co n tro l s ys te m, s h o wn
o n ly if s ubo rdin ate mo de is e n able d

l Mas te r I P I D :  Th e I P I D o f th e primary co n tro l s ys te m co n n e ctio n , s h o wn o n ly if
s ubo rdin ate mo de is e n able d
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l Slave Mo de Status :  I n dicate s th e co n n e ctio n s tatus to a primary co n tro l s ys te m wh ile in
s ubo rdin ate mo de , s h o wn o n ly if s ubo rdin ate mo de is e n able d

I f o n e o r mo re pro g rams h ave be e n lo ade d to th e co n tro l s ys te m, e x pan dable s ubs e ctio n s are
s h o wn th at co rre s po n d with th e pro g ram s lo t. Ex pan d th e s ubs e ctio n f o r a g ive n pro g ram s lo t to
dis play de tails abo ut th e lo ade d pro g ram.

AV F r amewo r k
Click A V Frame wo rk to vie w th e s tatus o f th e n ative . A V Frame wo rk s o f tware pro g ram run n in g
o n th e co n tro l s ys te m

Status Tab - A V Frame wo rk

Th e f o llo win g A V Frame wo rk in f o rmatio n is dis playe d:

l A V Frame wo rk : R e po rts wh e th e r th e n ative . A V Frame wo rk s o f tware pro g ram h as be e n
e n able d ( En able d )  o r n o t ( Dis able d )

l A V Frame wo rk Ve rs io n :  R e po rts th e ve rs io n o f th e n ative . A V Frame wo rk s o f tware
pro g ram run n in g o n th e co n tro l s ys te m, s h o wn o n ly if th e n ative . A V Frame wo rk s o f tware
pro g ram is e n able d

I f th e n ative . A V Frame wo rk s o f tware pro g ram is e n able d, an O pe n A V Frame wo rk Se tup butto n
is pro vide d to laun ch th e . A V Frame wo rk we b co n f ig uratio n utility. Fo r mo re in f o rmatio n o n
co n f ig urin g . A V Frame wo rk f o r th e co n tro l s ys te m, re f e r to th e . A V Frame wo rk So f tware f o r 4-
Se rie s Co n tro l Sys te ms O pe ratio n s G uide .

https://docs.crestron.com/en-us/9044/Content/Topics/Home.htm
https://docs.crestron.com/en-us/9044/Content/Topics/Home.htm
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S et t i ngs
Click th e Se ttin g s tab o n th e to p le f t o f th e co n f ig uratio n in te rf ace to dis play s e le ctio n s f o r
co n f ig urin g vario us co n tro l s ys te m s e ttin g s .

Se ttin g s Se le ctio n s

Each s e le ctio n is de s cribe d in th e s e ctio n s th at f o llo w.

N O TE: I f an in valid value is e n te re d f o r a s e ttin g , th e we b in te rf ace will n o t allo w ch an g e s to
be s ave d un til a valid value is e n te re d. R e d te x t is dis playe d n e x t a s e ttin g to in dicate an
in valid value .

Sys tem Setup
Click Sys te m Se ttin g s to co n f ig ure g e n e ral n e two rk an d co n tro l s ys te m s e ttin g s .
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Se ttin g s Tab - Sys te m Se tup

T i me /D at e
Click th e + ( plus )  ico n n e x t to Time /Date to dis play th e f o llo win g time an d date s e ttin g s .

Se ttin g s Tab - Sys te m Se tup ( Time /Date )
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l Time Syn ch ro n iz atio n : Turn o n th e to g g le to us e time s yn ch ro n iz atio n via N TP ( N e two rk
Time Pro to co l) .

l Syn ch ro n iz e N o w: W ith Time Syn ch ro n iz atio n turn e d o n , click Syn ch ro n iz e N o w to
s yn ch ro n iz e th e co n tro l s ys te m with th e N TP s e rve r ( s ) e n te re d in th e N TP Time Se rve rs
table .

l N TP Time Se rve rs : W ith Time Syn ch ro n iz atio n turn e d o n , us e th e pro vide d table to e n te r
in f o rmatio n re g ardin g th e N TP s e rve r ( s ) us e d to s yn ch ro n iz e th e date an d time f o r th e
co n tro l s ys te m.   

o Click A dd to add a n e w N TP s e rve r e n try in to th e table .
o En te r th e f o llo win g in f o rmatio n f o r e ach e n try:

n En te r th e N TP s e rve r addre s s in to th e A ddre s s te x t f ie ld.
n En te r th e N TP s e rve r po rt in to th e Po rt te x t f ie ld.
n U s e th e A uth e n ticatio n Me th o d dro p- do wn me n u to s e le ct th e auth e n ticatio n

me th o d us e d to acce s s th e N TP s e rve r ( if o n e e x is ts ) .
n I f an auth e n ticatio n me th o d is s e le cte d, e n te r th e ke y us e d to auth e n ticate

ag ain s t th e N TP s e rve r in to th e A uth e n ticatio n Ke y te x t f ie ld.
n I f an auth e n ticatio n me th o d is s e le cte d, e n te r th e I D f o r th e ke y us e d to

auth e n ticate ag ain s t th e N TP s e rve r in to th e Ke y I D te x t f ie ld.
o To re mo ve an e n try, f ill th e ch e ckbo x to th e le f t o f th e table e n try, an d th e n click

De le te .

N O TE:  N TP s e rve rs are co n f ig ure d in to a particular s lo t. Th e s e rve r co n f ig ure d f o r th e
f irs t table ro w will be th e primary s e rve r us e d f o r time s yn ch ro n iz atio n . Th e s e rve rs
co n f ig ure d in to additio n al table ro ws will be us e d as s e co n dary s e rve rs .

l Time Zo n e : Se le ct a time z o n e f o r th e co n tro l s ys te m us in g th e dro p-do wn me n u.
l Date : Se le ct th e date f o r th e co n tro l s ys te m us in g th e po p- up cale n dar th at is dis playe d.
l Time : Se le ct th e time f o r th e co n tro l s ys te m ( in 2 4-h o ur f o rmat) us in g th e po p- up me n u

th at is dis playe d.
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N e t w o rk
Click th e + ( plus )  ico n n e x t to N e two rk to dis play th e f o llo win g n e two rk s e ttin g s .

Se ttin g s Tab - Sys te m Se tup ( N e two rk)

l H o s t N ame : En te r th e co n tro l s ys te m h o s tn ame .
l Do main : En te r th e f ully qualif ie d do main n ame o n th e n e two rk.
l Primary Static DN S : En te r th e primary DN S addre s s .
l Se co n dary Static DN S: En te r th e s e co n dary DN S addre s s .
l DH CP : Turn o n th e to g g le to us e DH CP f o r th e Eth e rn e t co n n e ctio n .

N O TE: I f DH CP is e n able d, I P do e s n o t f un ctio n un til a re ply h as be e n re ce ive d f ro m
th e s e rve r. Th e co n tro l s ys te m bro adcas ts re que s ts f o r an I P addre s s pe rio dically.

l I P A ddre s s : I f DH CP  is turn e d o f f , e n te r th e co n tro l s ys te m I P addre s s o n th e n e two rk.
l Subn e t Mas k : I f DH CP  is turn e d o f f , e n te r th e co n tro l s ys te m s ubn e t mas k addre s s o n th e

n e two rk.
l De f ault G ate way : I f DH CP  is turn e d o f f , e n te r th e g ate way ro ute r addre s s o n th e n e two rk.
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Co n t ro l S u b n e t (CP 4 N  On l y)
Click th e + ( plus )  ico n n e x t to Co n tro l Subn e t to dis play th e f o llo win g Co n tro l Subn e t s e ttin g s .

Se ttin g s Tab - Sys te m Se tup ( Co n tro l Subn e t)

N O TE:  Fo r mo re in f o rmatio n o n th e Co n tro l Subn e t, re f e r to th e " Co n tro l Subn e t"  to pic in
th e 4- Se rie s Co n tro l Sys te ms R e f e re n ce G uide .

l Turn o n th e A uto N e two rk A ddre s s in g to g g le to as s ig n a n e two rk addre s s f o r th e Co n tro l
Subn e t auto matically. I f th is to g g le is turn e d o f f , a s tatic addre s s mus t be e n te re d in th e
N e two rk te x t f ie ld be lo w.

l I f A uto N e two rk A ddre s s in g is turn e d o f f , e n te r a s tatic Co n tro l Subn e t n e two rk addre s s in
th e N e two rk te x t f ie ld. Th e n e two rk addre s s mus t be in CI DR  ( Clas s le s s I n te r- Do main
R o utin g )  f o rmat th at in clude s th e bit mas k co un t af te r th e addre s s ( s uch as
" 19 2 . 16 8 . 0 . 0 /2 4" ) .

l Turn o n th e I s o latio n Mo de to g g le to run th e Co n tro l Subn e t in is o latio n mo de . W h e n in
is o latio n mo de , th e f ire wall is co n f ig ure d s o th at n o co mmun icatio n can o ccur be twe e n th e
L A N an d de vice s o n th e Co n tro l Subn e t. U s in g th is me ch an is m, cus to me rs can pro te ct
th e ir co rpo rate L A N f ro m de vice s o n th e Co n tro l Subn e t. Fo r mo re in f o rmatio n , re f e r to
th e " Co n tro l Subn e t"  to pic in th e 4- Se rie s Co n tro l Sys te ms R e f e re n ce G uide .

l Turn o n th e Start Pro g ram A f te r R o ute r is O n lin e to g g le to s tart co n tro l s ys te m pro g rams
o n ly af te r th e in te rn al Co n tro l Subn e t ro ute r is re po rtin g o n lin e .

l U s e th e Po rt Map table to cre ate po rt mappin g rule s to us e with th e Co n tro l Subn e t.

N O TE:  N o po rt maps can be adde d if I s o latio n Mo de is turn e d o n .

https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
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o Click A dd to add a n e w po rt mappin g rule in to th e table .
o En te r th e f o llo win g in f o rmatio n f o r e ach e n try:

n En te r th e e x te rn al po rt in th e Ex te rn al Po rt te x t f ie ld. Th is is th e po rt n umbe r
th at us e rs o uts ide th e L A N mus t s pe cif y to co n n e ct to th e s e rvice o n th e
in te rn al n e two rk.

n En te r th e in te rn al po rt in th e I n te rn al Po rt te x t f ie ld. Th is is th e po rt n umbe r
f o r th e s pe cif ie d s e rvice o n th e in te rn al n e two rk.

n En te r th e I P addre s s o r h o s tn ame o f th e targ e t co n tro l s ys te m in th e
I P A ddre s s /H o s tn ame te x t f ie ld.

n U s e th e Pro to co l dro p-do wn me n u to s pe cif y th e co n n e ctio n type th at will be
acce pte d f ro m mach in e s o uts ide th e L A N .

o To re mo ve an e n try, f ill th e ch e ckbo x to th e le f t o f th e table e n try, an d th e n click
R e mo ve .

We b S e rv e r
Click th e + ( plus )  ico n n e x t to W e b Se rve r to dis play th e f o llo win g co n tro l s ys te m we b s e rve r
s e ttin g s .

Se ttin g s Tab - Sys te m Se tup ( W e b Se rve r)

l Turn o n th e W e b Se rve r En able d to g g le to e n able th e we b s e rve r f o r th e co n tro l s ys te m.
Th e co n tro l s ys te m we b s e rve r allo ws f o r us e rs to uplo ad we b pag e s an d mo bility pro je cts
to a co n tro l s ys te m.

l I f W e b Se rve r En able d is turn e d o n , e n te r an H TTP po rt to us e f o r th e we b s e rve r in th e
H TTP Po rt te x t f ie ld. Po rt 8 0 is us e d by de f ault.

l I f W e b Se rve r En able d is turn e d o n , e n te r an H TTPS po rt to us e f o r th e we b s e rve r in th e
H TTPS Po rt te x t f ie ld. Po rt 443 is us e d by de f ault.
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Cre st ro n I n t e rn e t P ro t o c o l
Click th e + ( plus )  ico n n e x t to Cre s tro n I n te rn e t Pro to co l to dis play th e f o llo win g Cre s tro n
I n te rn e t Pro to co l ( CI P)  po rt s e ttin g s .

Se ttin g s Tab - Sys te m Se tup ( Cre s tro n I n te rn e t Pro to co l)

l En te r th e  Cre s tro n I n te rn e t Pro to co l po rt us e d by th e co n tro l s ys te m in th e CI P Po rt te x t
f ie ld. Po rt 417 9 4 is us e d by de f ault.

l En te r th e Se cure Cre s tro n I n te rn e t Pro to co l po rt us e d by th e co n tro l s ys te m in th e
SCI P Po rt te x t f ie ld. Po rt 417 9 6 is us e d by de f ault.

S S H
Click th e + ( plus )  ico n n e x t to SSH to dis play th e f o llo win g SSH ( Se cure Sh e ll)  s e ttin g s .

Se ttin g s Tab - Sys te m Se tup ( SSH )

l Turn o n th e SSH  En able d to g g le to e n able SSH f o r th e co n tro l s ys te m.
l I f SSH  En able d is turn e d o n , e n te r a po rt to us e f o r th e SSH  pro to co l in th e SSH  Po rt te x t

f ie ld. Po rt 2 2 is us e d by de f ault.

We b XP an e l
Click th e + ( plus )  ico n n e x t to W e b X Pan e l to dis play th e f o llo win g co n tro l s ys te m W e b X Pan e l
s e ttin g s .

Se ttin g s Tab - Sys te m Se tup ( W e b X Pan e l)
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l Turn o n th e W e b X Pan e l En able d to g g le to e n able th e W e b X Pan e l f un ctio n ality f o r th e
co n tro l s ys te m.

l Turn o n th e Se cure W e b X Pan e l En able d to g g le to e n able a s e cure W e b X Pan e l co n n e ctio n
f o r th e co n tro l s ys te m. I f th is to g g le is turn e d o n , th e W e b X Pan e l can o n ly co n n e ct to th e
co n tro l s ys te m o ve r e n crypte d TL S/SSL .

l En te r a do main n ame f o r th e W e b X Pan e l in th e Do main te x t f ie ld.
l En te r o n e o r mo re po rts f o r th e W e b X Pan e l in th e Po rt ( s ) te x t f ie ld. Po rt 417 9 4 is us e d by

de f ault.

N O TE:  En te r " * "  to o pe n all po rts f o r th e W e b X Pan e l. A ran g e o f po rts can als o be
s pe cif ie d.
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Pr o gr ams
Click Pro g rams to man ag e co n tro l s ys te m pro g rams an d to co n f ig ure s ubo rdin ate mo de s e ttin g s
f o r th e co n tro l s ys te m.

Se ttin g s Tab - Pro g rams

S l av e M o de

N O TE:  Fo r mo re in f o rmatio n o n us in g s ubo rdin ate mo de f o r a 4- Se rie s co n tro l s ys te m, re f e r
to th e " Mas te r-Slave  Mo de "  to pic in th e 4-Se rie s Co n tro l Sys te ms R e f e re n ce G uide .

Click th e + ( plus )  ico n n e x t to Slave Mo de to dis play th e f o llo win g s ubo rdin ate mo de s e ttin g s .

l Turn th e Slave Mo de to g g le o n to run th e co n tro l s ys te m in s ubo rdin ate mo de . I f th is
to g g le is turn e d o n , th e co n tro l s ys te m will f o llo w a pro g ram run n in g o n th e primary
co n tro l s ys te m an d will make its po rts available to th at co n tro l s ys te m.

https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
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l I f Slave Mo de is turn e d o n , e n te r th e I P addre s s o r h o s tn ame o f th e primary co n tro l s ys te m
in th e Mas te r I P/H o s tn ame te x t f ie ld.

l I f Slave Mo de is turn e d o n , e n te r th e I P I D f o r th e co n n e ctio n to th e primary co n tro l s ys te m
in th e I P I D  te x t f ie ld.

P ro g ram S l o t M an ag e me n t

N O TE:  Fo r mo re in f o rmatio n o n man ag in g pro g rams o n a 4- Se rie s co n tro l s ys te m, re f e r to
th e " Pro g ram Man ag e me n t"  to pic in th e 4-Se rie s Co n tro l Sys te ms R e f e re n ce G uide .

Click th e + ( plus )  ico n n e x t to Pro g ram Slo t Man ag e me n t to dis play th e f o llo win g pro g ram
man ag e me n t s e ttin g s .

Each pro g ram s lo t is re pre s e n te d in a table th at pro vide s th e f o llo win g in f o rmatio n an d co n tro ls :

l Slo t :  Th e pro g ram s lo t n umbe r ( 1-10 )
l Pro g ram N ame :  Th e n ame f o r th e co n tro l s ys te m pro g ram
l R e g is tratio n :  Th e re g is tratio n s tatus o f th e pro g ram
l Ex e cutio n :  Th e e x e cutio n s tatus o f th e pro g ram
l Pro g ram Editin g : Pro vide s th e f o llo win g pro g ram e ditin g co n tro ls :

o Click th e U plo ad Pro g ram butto n  to lo ad a n e w pro g ram to th e co n tro l s ys te m.
I n s tructio n s f o r lo adin g a n e w pro g ram to th e co n tro l s ys te m are pro vide d be lo w.

o Click th e Edit Pro g ram butto n  to e dit in f o rmatio n abo ut th e pro g ram ( if
available ) .

o I f th e pro g ram is un re g is te re d, click th e R e g is te r Pro g ram butto n  to re g is te r th e
pro g ram with th e co n tro l s ys te m.

o I f th e pro g ram is re g is te re d, click th e U n re g is te r Pro g ram butto n  to un re g is te r
th e pro g ram f ro m th e co n tro l s ys te m.

l Pro g ram Ex e cutio n :  Pro vide s th e f o llo win g pro g ram e x e cutio n co n tro ls :
o I f th e pro g ram is s to ppe d, click th e Start Pro g ram butto n  to s tart th e pro g ram.
o I f th e pro g ram is run n in g , click th e Sto p Pro g ram butto n  to s to p th e pro g ram.
o Click th e R e s tart Pro g ram butto n  to re s tart th e pro g ram.

https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
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L o ad a N e w P ro g ram
To lo ad a n e w pro g ram to th e co n tro l s ys te m:

1. Click th e U plo ad Pro g ram butto n in an available pro g ram s lo t. Th e A dd Pro g ram dialo g
bo x is dis playe d.
A dd Pro g ram Dialo g Bo x

2 . I f de s ire d, f ill th e Do n o t co py I P Table ch e ck bo x to pre ve n t th e pro g ram I P table f ro m
be in g co pie d to th e co n tro l s ys te m f o llo win g th e uplo ad.

3 . Click th e Pro g ram File butto n . Th e File U plo ad dialo g bo x is dis playe d.
File U plo ad Dialo g Bo x

4. Click Bro ws e , an d th e n n avig ate to th e pro g ram f ile ( L PZ o r CPZ)  o n th e h o s t co mpute r.

5. Se le ct th e pro g ram f ile , an d th e n click O pe n .

6 . Click L o ad to lo ad th e pro g ram f ile to th e co n tro l s ys te m. Th e uplo ad pro g re s s is s h o wn in
th e dialo g bo x .

7 . O n ce th e co n tro l s ys te m h as co mple te d th e pro g ram uplo ad, click O K . Th e pro g ram will
appe ar in th e Pro g ram Slo t Man ag e me n t table an d will auto matically atte mpt to re g is te r
an d s tart its e lf o n th e co n tro l s ys te m.
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E di t a P ro g ram
To e dit th e I P table f o r a co n tro l s ys te m pro g ram ( if pe rmitte d by th e pro g ram) :

1. Click th e Edit Pro g ram butto n in th e de s ire d pro g ram s lo t. Th e Edit Pro g ram dialo g
bo x is dis playe d.
Edit Pro g ram Dialo g Bo x

N O TE: I f I P table e n trie s h ave alre ady be e n de f in e d in th e pro g ram, th e s e e n trie s will
po pulate th e table in th e Edit Pro g ram dialo g bo x un le s s th e Do n o t co py I P Table
ch e ck bo x was f ille d wh e n lo adin g th e pro g ram to th e co n tro l s ys te m.

2 . Click A dd to add a n e w I P table e n try f o r th e pro g ram ( if n e ce s s ary) .

3 . En te r o r mo dif y th e f o llo win g in f o rmatio n in e ach co lumn f o r th e I P table e n try:
l I PI D:  En te r an I P I D th at will be us e d f o r co mmun icatio n be twe e n a de vice an d th e

co n tro l s ys te m.
l I P A ddre s s /H o s tn ame :  En te r th e I P addre s s o r h o s tn ame f o r th e de vice th at will

co n n e ct to th e co n tro l s ys te m o ve r I P.
l De vice I d :  En te r a un ique I D f o r th e co n n e ctin g de vice . By de f ault, th is value is th e

s ame as th e pro vide d I P I D.
l Po rt # :  En te r th e po rt us e d f o r co mmun icatio n be twe e n de vice an d co n tro l s ys te m.
l R o o m I d :  En te r th e Cre s tro n Virtual Co n tro l ( VC- 4)  ro o m I D th at is as s o ciate d with

th e  I P table e n try. Th is s e ttin g is applicable o n ly f o r VC-4 co n n e ctio n s .

4. Click Save Ch an g e s to s ave an y ch an g e s to th e I P table .
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Pr o jec ts
Click Pro je cts to man ag e we b an d mo bility pro je cts f o r th e co n tro l s ys te m.

Se ttin g s Tab - Pro g rams

Each lo ade d pro je ct is re pre s e n te d in a table th at pro vide s th e f o llo win g in f o rmatio n an d
co n tro ls :

l Pro je cts :  Th e pro je ct n umbe r o n th e co n tro l s ys te m
l N ame :  Th e n ame f o r th e we b o r mo bility pro je ct
l Mo bility :  Dis plays a g re e n ch e ck ico n if th e pro je ct is a mo bility pro je ct
l W e b Pro je ct :  Dis plays a g re e n ch e ck ico n if th e pro je ct is a we b pro je ct

l A ctio n s :  Click th e tras h can butto n  to de le te th e pro je ct f ro m th e co n tro l s ys te m

To lo ad a n e w we b o r mo bility pro je ct to th e co n tro l s ys te m:

1. Click th e A dd Pro je ct butto n . Th e A dd Pro je ct dialo g bo x is dis playe d.
A dd Pro je ct Dialo g Bo x

2 . Turn o n th e W e b Pro je ct o r Mo bility Pro je ct to g g le s to de f in e wh e th e r th e lo ade d pro je ct is
a we b o r a mo bility pro je ct.

N O TE:  I f th e pro je ct is bo th a we b an d a mo bility pro je ct, bo th to g g le s can be s e le cte d.
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3 . Click th e Pro je ct File butto n . Th e File U plo ad dialo g bo x is dis playe d.
File U plo ad Dialo g Bo x

4. Click Bro ws e , an d th e n n avig ate to th e pro je ct f ile o n th e h o s t co mpute r.

5. Se le ct th e pro je ct f ile , an d th e n click O pe n .

6 . Click L o ad to lo ad th e pro je ct f ile to th e co n tro l s ys te m. Th e uplo ad pro g re s s is s h o wn in
th e dialo g bo x .

7 . O n ce th e co n tro l s ys te m h as co mple te d th e pro je ct uplo ad, click O K. Th e pro g ram will
appe ar in th e Pro je ct Man ag e me n t table .
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Ser vic es
Click Se rvice s to man ag e vario us e x te rn al s e rvice s th at in te g rate with th e co n tro l s ys te m.

Se ttin g s Tab - Se rvice s

Cre st ro n Fu si o n Cl o u d

N O TE: I f co n n e ctin g to a Cre s tro n Fus io n s o f tware o n - pre mis e s s e rve r, co n n e ctio n s are
made us in g e ith e r traditio n al ( o utbo un d) o r in bo un d co mmun icatio n s . Fo r mo re in f o rmatio n ,
re f e r to th e Cre s tro n Fus io n 10 O n -Pre mis e s So f tware G e ttin g Starte d G uide .

l Turn o n th e Cre s tro n Fus io n Clo ud to g g le to allo w a co n n e ctio n to a Cre s tro n Fus io n Clo ud
s e rve r.

l I f Cre s tro n Fus io n Clo ud is turn e d o n , e n te r th e U R L us e d to co n n e ct th e co n tro l s ys te m to
th e de s ire d Cre s tro n Fus io n Clo ud s e rve r in th e Cre s tro n Fus io n Clo ud U R L  te x t f ie ld.

VC-4 S e rv e r

N O TE: Fo r mo re in f o rmatio n o n co n n e ctin g th e co n tro l s ys te m to Cre s tro n Virtual Co n tro l
( VC- 4) , re f e r to th e h e lp f ile in th e Cre s tro n Virtual Co n tro l we b co n f ig uratio n in te rf ace . To
acce s s th e h e lp f ile , click th e que s tio n mark butto n o n th e to p le f t o f th e pag e .

En te r a VC-4 s e rve r U R L  in to th e VC- 4 Se rve r A ddre s s te x t f ie ld to e s tablis h a co n n e ctio n
be twe e n th e co n tro l s ys te m an d a VC- 4 s e rve r.

https://p.widencdn.net/2iglyh/mg_gs_crestron_fusion10_on-premises_software
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Ap p l e  H o me K i t

N O TE:  Fo r mo re in f o rmatio n o n pairin g th e de vice with an A pple ® H o me Kit® s ys te m, re f e r to
s uppo rt. apple . co m/e n - us /H T2 0 48 9 3 .

Turn o n th e A pple H o me Kit to g g le to e n able th e H o me Kit f e ature o n th e co n tro l s ys te m.

Clo ud Settin gs
Click Clo ud Se ttin g s to e n able o r dis able a co n n e ctio n be twe e n th e co n tro l s ys te m an d an X iO
Clo ud® s e rvice acco un t.

Se ttin g s Tab - Clo ud Se ttin g s

Turn o n th e Clo ud Co n f ig uratio n Se rvice Co n n e ctio n to allo w a co n n e ctio n be twe e n co n tro l
s ys te m an d an X iO Clo ud acco un t. Th is s e ttin g is turn e d o n by de f ault.

Fo r mo re in f o rmatio n o n co n n e ctin g to th e X iO Clo ud s e rvice , re f e r to Co n n e ct to X iO Clo ud
Se rvice .

https://support.apple.com/en-us/HT204893
../../../../../../TSW-TS-TSS-70-PM/Content/Topics/Configuration/Connect-to-XiO-Cloud.htm
../../../../../../TSW-TS-TSS-70-PM/Content/Topics/Configuration/Connect-to-XiO-Cloud.htm
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Auto Up date
Click A uto U pdate to co n f ig ure auto matic f irmware update s f o r th e co n tro l s ys te m an d
co n n e cte d de vice s .

Se ttin g s Tab - A uto U pdate

N O TE:  Fo r mo re in f o rmatio n o n co n f ig urin g auto matic update s f o r th e co n tro l s ys te m, re f e r
to th e " A uto U pdate Me ch an is m"  to pic in th e 4- Se rie s Co n tro l Sys te ms R e f e re n ce G uide .

G e n e ral
l Turn o n th e A uto U pdate to g g le to us e auto matic update s f o r th e co n tro l s ys te m an d

co n n e cte d de vice s .
l I f A uto U pdate is turn e d o n , e n te r a cus to m update s e rve r FTP addre s s in th e Cus to m U R L

te x t f ie ld.

S e rv e r
Th e f o llo win g s e ttin g s can be co n f ig ure d f o r th e auto update s e rve r if A uto U pdate is turn e d o n :

https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
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l En te r a us e rn ame f o r acce s s in g th e auto update s e rve r in th e U s e rn ame te x t f ie ld.
l En te r a pas s wo rd f o r acce s s in g th e auto update s e rve r in th e Pas s wo rd te x t f ie ld.

Cre st ro n D e v i c e s
Th e f o llo win g s e ttin g s can be co n f ig ure d f o r updatin g co n n e cte d Cre s tro n de vice s if A uto
U pdate is turn e d o n :

l En te r a us e rn ame f o r pus h in g auto matic update s to co n tro lle d Cre s tro n de vice s in th e
U s e rn ame te x t f ie ld.

l En te r a pas s wo rd f o r pus h in g auto matic update s to co n tro lle d Cre s tro n de vice s in th e
Pas s wo rd te x t f ie ld.

S c h e du l e
Th e f o llo win g s e ttin g s can be co n f ig ure d f o r s ch e dulin g auto matic update s if A uto U pdate is
turn e d o n :

l U s e th e Day o f W e e k dro p- do wn me n u to s e le ct a day o f th e we e k to ch e ck f o r an d
pe rf o rm auto matic update s .

o Se le ct Daily to ch e ck f o r n e w update s e ve ry day.
o Se le ct N o n e to o n ly ch e ck f o r n e w update s man ually.

l I f a value is pro vide d f o r Day o f W e e k o th e r th an " N o n e ," e n te r a time o f day ( in 2 4-h o ur
f o rmat) wh e n th e co n tro l s ys te m will ch e ck update s o n th e s ch e dule d day.

l I f " N o n e " is s e le cte d f o r Day o f W e e k , e n te r th e po llin g in te rval ( in h o urs ) f o r wh e n th e
co n tro l s ys te m will po ll th e s e rve r f o r update s .

l Click U pdate N o w to ch e ck th e update s e rve r f o r n e w f irmware an d to update th e co n tro l
s ys te m imme diate ly if n e w f irmware is available .
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AV F r amewo r k
Click A V Frame wo rk to co n f ig ure th e n ative . A V Frame wo rk s o f tware pro g ram run n in g o n th e
co n tro l s ys te m.

Se ttin g s Tab - A V Frame wo rk

N O TE:  I f an o lde r ve rs io n o f th e . A V Frame wo rk pro g ram is de te cte d in th e Pro g ram 0 1 s lo t
( 6 . 13 an d prio r) , th e pro g ram is lo ade d to th e Pro g ram 0 0 s lo t but is n o t e n able d with in th e
co n tro l s ys te m. Th e o lde r . A V Frame wo rk pro g ram mus t be re mo ve d man ually be f o re th e
n e we r ve rs io n can be e n able d. Fo r mo re in f o rmatio n , re f e r to th e . A V Frame wo rk So f tware
f o r 4- Se rie s Co n tro l Sys te ms O pe ratio n s G uide .

l Turn o n th e A V Frame wo rk to g g le to turn o n th e n ative . A V Frame wo rk s o f tware pro g ram
o n th e co n tro l s ys te m.

l I f A V Frame wo rk is turn e d o n , th e ve rs io n o f th e n ative . A V Frame wo rk s o f tware pro g ram
is re po rte d n e x t to A V Frame wo rk Ve rs io n .

l I f A V Frame wo rk is turn e d o n , click O pe n A V Frame wo rk Se tup to laun ch th e
. A V Frame wo rk we b co n f ig uratio n utility. Fo r mo re in f o rmatio n o n co n f ig urin g
. A V Frame wo rk f o r th e co n tro l s ys te m, re f e r to th e . A V Frame wo rk So f tware f o r 4- Se rie s
Co n tro l Sys te ms O pe ratio n s G uide .

https://docs.crestron.com/en-us/9044/Content/Topics/Upgrade-AVF-14.htm
https://docs.crestron.com/en-us/9044/Content/Topics/Upgrade-AVF-14.htm
https://docs.crestron.com/en-us/9044/Content/Topics/Home.htm
https://docs.crestron.com/en-us/9044/Content/Topics/Home.htm
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S ec u ri t y
Click th e Se curity tab o n th e to p le f t o f th e co n f ig uratio n in te rf ace to dis play s e le ctio n s f o r
co n f ig urin g s e curity an d auth e n ticatio n s e ttin g s f o r th e co n tro l s ys te m.

Se curity Tab Se le ctio n s

Ex pan d th e Se curity acco rdio n to co n f ig ure th e f o llo win g s e ttin g s :

N O TE:  Fo r mo re in f o rmatio n abo ut co n f ig urin g auth e n ticatio n s e ttin g s o n a 4- Se rie s co n tro l
s ys te m, re f e r to th e " A uth e n ticatio n "  to pic in th e 4-Se rie s Co n tro l Sys te ms R e f e re n ce G uide .

l SSL  Mo de :  Se le ct an SSL  ( Se cure So cke ts L aye r) mo de to us e f o r e s tablis h in g a s e cure
co n n e ctio n to th e co n tro l s ys te m:

o En crypt an d Validatio n :  Th e co n tro l s ys te m will re quire a us e rn ame an d pas s wo rd to
validate an e n crypte d SSL  co n n e ctio n . En te r a us e rn ame an d pas s wo rd in th e
appro priate f ie lds th at are dis playe d.

o En crypt : Th e co n tro l s ys te m will us e an e n crypte d SSL co n n e ctio n .
l En able U s e r Pag e A uth e n ticatio n :  Turn o n th e to g g le to us e us e r pag e auth e n ticatio n f o r

we b pag e s an d mo bility pro je cts . I f th is to g g le is turn e d o n , a us e r will be pro mpte d f o r
lo g in cre de n tials as th e y lo ad th e pro je ct.

https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
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Co n tro l s ys te m us e rs an d g ro ups can be vie we d an d mo dif ie d with in th e table pro vide d at th e
bo tto m o f th e acco rdio n . U s e th e f o llo win g s e ttin g s to add, de le te , an d e dit co n tro l s ys te m us e rs
an d g ro ups .

Cur r en t Us er
Click th e Curre n t U s e r tab to vie w an d e dit in f o rmatio n f o r th e curre n t co n tro l s ys te m us e r.

Curre n t U s e r Tab

Th e f o llo win g s e ttin g s are dis playe d f o r th e curre n t us e r:

l N ame : Th e ch o s e n us e rn ame
l A cce s s L e ve l : Th e acce s s le ve l g ran te d to th e us e r ( A dmin is trato r , Pro g ramme r , O pe rato r ,

U s e r , o r Co n n e ct )
l A ctive Dire cto ry U s e r : R e po rts wh e th e r th e curre n t us e r is (Y e s ) o r is n o t ( N o )

auth e n ticate d th ro ug h A ctive Dire cto ry® s o f tware

N O TE: A us e r mus t be adde d to an A ctive Dire cto ry g ro up be f o re th e us e r may be
s e le cte d as an active dire cto ry us e r. Fo r mo re in f o rmatio n , re f e r to G ro ups ( o n
pag e  59 ) .

l G ro ups : A n y g ro ups o f wh ich th e curre n t us e r is a me mbe r

Click Ch an g e Curre n t U s e r Pas s wo rd to ch an g e th e pas s wo rd f o r th e curre n t us e r. Th e Ch an g e
Pas s wo rd dialo g bo x is dis playe d.
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Ch an g e Pas s wo rd Dialo g Bo x

En te r th e e x is tin g pas s wo rd in th e Curre n t Pas s wo rd f ie ld. Th e n , e n te r a n e w pas s wo rd in th e
Pas s wo rd f ie ld, an d re e n te r th e pas s wo rd in th e Co n f irm Pas s wo rd f ie ld.

Click O K to s ave th e n e w pas s wo rd, o r click Can ce l to can ce l th e ch an g e .

Us er s
Click th e U s e rs tab to vie w an d e dit in f o rmatio n f o r th e co n tro l s ys te m us e rs .

U s e rs Tab

En te r te x t in to th e Se arch U s e rs f ie ld to f in d an d dis play us e rs th at match th e s e arch te rm ( s ) .

Co n tro l s ys te m us e rs are lis te d in table f o rmat. Th e f o llo win g in f o rmatio n is dis playe d f o r e ach
co n tro l s ys te m us e r:

l U s e rn ame : Th e ch o s e n us e rn ame
l A D U s e r : R e po rts wh e th e r th e us e r is ( Y e s ) o r is n o t ( N o ) auth e n ticate d th ro ug h A ctive

Dire cto ry
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N O TE: A us e r mus t be adde d to an A ctive Dire cto ry g ro up be f o re th e us e r may be
s e le cte d as an active dire cto ry us e r. Fo r mo re in f o rmatio n , re f e r to G ro ups ( o n
pag e  59 ) .

I f th e co n tro l s ys te m us e rs s pan multiple pag e s , us e th e n avig atio n arro ws o n th e bo tto m o f th e
pag e to mo ve f o rward o r backward th ro ug h th e pag e s , o r s e le ct a pag e n umbe r to n avig ate to
th at pag e . A dditio n ally, th e n umbe r o f us e rs dis playe d o n e ach pag e may be s e t to 5, 10 , o r 2 0
us e rs .

A n A ctio n s co lumn is als o pro vide d f o r e ach us e r th at allo ws vario us actio n s to be pe rf o rme d.
Th e f o llo win g s e le ctio n s may be s e le cte d f ro m th e A ctio n s co lumn .

U se r D e t ai l s
Click th e in f o rmatio n butto n in th e A ctio n s co lumn to vie w in f o rmatio n f o r th e s e le cte d us e r.
Th e U s e r De tails po p- up dialo g bo x is dis playe d.

U s e r De tails Dialo g Bo x

Th e f o llo win g s e ttin g s are dis playe d f o r th e curre n t us e r:

l N ame : Th e ch o s e n us e rn ame
l A ctive Dire cto ry U s e r : R e po rts wh e th e r th e us e r is ( Y e s ) o r is n o t ( N o ) auth e n ticate d

th ro ug h A ctive Dire cto ry
l G ro ups : L is ts an y g ro ups th at co n tain th e us e r

Click O K to re turn to th e A uth e n ticatio n Man ag e me n t > U s e rs pag e .

U p dat e U se r
Click th e e ditin g butto n in th e A ctio n s co lumn to e dit s e ttin g s f o r th e s e le cte d us e r. Th e
U pdate U s e r dialo g bo x is dis playe d.
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U pdate U s e r Dialo g Bo x

Th e f o llo win g U pdate U s e r s e ttin g s may be vie we d o r co n f ig ure d:

l N ame : Th e ch o s e n us e rn ame
l A ctive Dire cto ry U s e r : Turn o n th e to g g le to us e auth e n ticatio n via A ctive Dire cto ry f o r th e

s e le cte d us e r.
l Pas s wo rd : En te r a n e w pas s wo rd f o r th e s e le cte d us e r.
l Co n f irm Pas s wo rd : R e e n te r th e pas s wo rd pro vide d in th e Pas s wo rd f ie ld.
l G ro ups : A dd th e us e r to o n e o r mo re g ro ups . Fo r mo re in f o rmatio n , re f e r to G ro ups ( o n

pag e  59 ) .

N O TE: A us e r mus t be adde d to an A ctive Dire cto ry g ro up to be s e le cte d as an A ctive
Dire cto ry us e r.

Click O K to s ave an y ch an g e s an d to re turn to th e U s e rs s e le ctio n s . Click Can ce l to can ce l an y
ch an g e s .

D e l e t e U se r
Click th e tras h can ico n in th e A ctio n s co lumn to de le te th e us e r.

A po p- up dialo g bo x is dis playe d as kin g wh e th e r th e us e r s h o uld be de le te d. Click Y e s to de le te
th e us e r o r N o to can ce l.

Cre at e U se r
Click Cre ate U s e r at th e bo tto m o f th e pag e to cre ate a n e w co n tro l s ys te m us e r. Th e Cre ate
U s e r dialo g bo x is dis playe d.
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Cre ate U s e r Dialo g Bo x

U s e th e f o llo win g s e ttin g s to cre ate a n e w us e r:

l N ame : En te r a us e rn ame .
l A ctive Dire cto ry U s e r : Turn o n th e to g g le to us e auth e n ticatio n via A ctive Dire cto ry f o r th e

us e r.
l Pas s wo rd : En te r a pas s wo rd f o r th e us e r.
l Co n f irm Pas s wo rd : R e e n te r th e pas s wo rd pro vide d in th e Pas s wo rd f ie ld.
l G ro ups : A dd th e us e r to o n e o r mo re g ro ups . Fo r mo re in f o rmatio n , re f e r to G ro ups ( o n

th e f acin g pag e ) .

N O TE: A us e r mus t be adde d to an A ctive Dire cto ry g ro up to be s e le cte d as an A ctive
Dire cto ry us e r.

Click O K to s ave an y ch an g e s an d to re turn to th e U s e rs s e le ctio n s . Click Can ce l to can ce l
cre atin g a n e w us e r.
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G r o up s
Click th e G ro ups tab to vie w an d e dit s e ttin g s f o r co n tro l s ys te m g ro ups . Co n tro l s ys te m g ro ups
are us e d to g ro up us e rs by acce s s le ve l an d A ctive Dire cto ry auth e n ticatio n s e ttin g s .

G ro ups Tab

En te r te x t in to th e Se arch G ro ups f ie ld to f in d an d dis play g ro ups th at match th e s e arch te rm
( s ) .

Co n tro l s ys te m g ro ups are lis te d in table f o rmat. Th e f o llo win g in f o rmatio n is dis playe d f o r e ach
co n tro l s ys te m g ro up:

l G ro up N ame : Th e ch o s e n g ro up n ame
l A D G ro up : R e po rts wh e th e r th e g ro up is (Y e s ) o r is n o t ( N o ) auth e n ticate d th ro ug h A ctive

Dire cto ry

N O TE: A ctive Dire cto ry pro vide s an additio n al laye r o f auth e n ticatio n f o r co n tro l
s ys te m g ro ups an d us e rs . A ctive dire cto ry g ro up an d us e r n ame s are s to re d in th e
co n tro l s ys te m co n s o le alo n g with a un ique SI D ( s e curity ide n tif ie r) . W h e n an A ctive
Dire cto ry us e r atte mpts to auth e n ticate ag ain s t th e co n s o le , th e co n s o le f irs t ch e cks
th e us e r cre de n tials . I f th e A ctive Dire cto ry auth e n ticatio n is s ucce s s f ul, A ctive
Dire cto ry que rie s th e co n s o le f o r th e us e r o r g ro up' s SI D. Th e us e r is g ran te d acce s s to
th e co n tro l s ys te m o n ly if at le as t o n e SI D match is f o un d.

l A cce s s L e ve l : Th e acce s s le ve l f o r th e s e le cte d g ro up ( A dmin is trato r , Pro g ramme r ,
O pe rato r , U s e r , o r Co n n e ct )

I f th e co n tro l s ys te m g ro ups s pan multiple pag e s , us e th e n avig atio n arro ws o n th e bo tto m o f
th e pag e to mo ve f o rward o r backward th ro ug h th e pag e s , o r s e le ct a pag e n umbe r to n avig ate
to th at pag e . A dditio n ally, th e n umbe r o f g ro ups dis playe d o n e ach pag e may be s e t to 5, 10 , o r
2 0 us e rs .
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A n A ctio n s co lumn is als o pro vide d f o r e ach g ro up th at allo ws vario us actio n s to be pe rf o rme d.
Th e f o llo win g s e le ctio n s may be s e le cte d f ro m th e A ctio n s co lumn .

G ro u p D e t ai l s
Click th e in f o rmatio n butto n in th e A ctio n s co lumn to vie w in f o rmatio n f o r th e s e le cte d
g ro up. Th e G ro up De tails dialo g bo x is dis playe d.

G ro up De tails Dialo g Bo x

Th e f o llo win g s e ttin g s are dis playe d f o r th e curre n t g ro up:

l N ame : Th e ch o s e n g ro up n ame

N O TE:  I f auth e n ticatin g with A ctive Dire cto ry, do n o t e n te r th e do main n ame f o r th e
A ctive Dire cto ry g ro up in th e N ame f ie ld. I f th is in f o rmatio n is be in g e n te re d via
co n s o le co mman ds , o mit domain\local f ro m th e co mman d ( f o r e x ample ,
adddomaing -n:crestron -L:A in s te ad o f adddomaing -
n:domain.local\crestron -L:A) .

l A cce s s L e ve l : Th e acce s s le ve l o f th e g ro up an d its us e rs
l A ctive Dire cto ry U s e r : R e po rts wh e th e r th e g ro up is ( Y e s ) o r is n o t ( N o ) auth e n ticate d

th ro ug h A ctive Dire cto ry

Click O K to re turn to th e G ro ups s e le ctio n s .

D e l e t e G ro u p
Click th e tras h can ico n in th e A ctio n s co lumn to de le te th e g ro up.

A po p- up dialo g bo x is dis playe d as kin g wh e th e r th e g ro up s h o uld be de le te d. Click Y e s to de le te
th e g ro up o r N o to can ce l.

Cre at e G ro u p
Click Cre ate G ro up at th e bo tto m o f th e pag e to cre ate a n e w co n tro l s ys te m g ro up. Th e Cre ate
G ro up dialo g bo x is dis playe d.
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Cre ate G ro up Dialo g Bo x

U s e th e f o llo win g s e ttin g s to cre ate a n e w g ro up:

l N ame : En te r a g ro up n ame .
l A cce s s L e ve l : Se le ct an acce s s le ve l f o r th e g ro up an d its us e rs f ro m th e dro p-do wn me n u.
l A ctive Dire cto ry G ro up : Turn o n th e to g g le to us e auth e n ticatio n via A ctive Dire cto ry f o r

th e g ro up.

Click O K to s ave an y ch an g e s an d to re turn to th e G ro ups s e le ctio n s . Click Can ce l to can ce l
cre atin g a n e w g ro up.
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8 02.1 x Co nf i gu rat i o n
Click th e 8 0 2 . 1x Co n f ig uratio n tab o n th e to p le f t o f th e co n f ig uratio n in te rf ace to dis play
s e le ctio n s f o r co n f ig urin g I EEE 8 0 2 . 1x n e two rk auth e n ticatio n f o r co n tro l s ys te m s e curity.

8 0 2 . 1x Co n f ig uratio n Tab Se le ctio n s

Ex pan d th e 8 0 2 . 1x Co n f ig uratio n acco rdio n to co n f ig ure th e f o llo win g s e ttin g s :

N O TE:  Fo r mo re in f o rmatio n abo ut co n f ig urin g 8 0 2 . 1x n e two rk auth e n ticatio n o n a 4-Se rie s
co n tro l s ys te m, re f e r to th e " 8 0 2 . 1X "  to pic in th e 4- Se rie s Co n tro l Sys te ms R e f e re n ce G uide .

l I EEE 8 0 2 . 1x A uth e n ticatio n : Turn o n th e to g g le to us e 8 0 2 . 1x auth e n ticatio n f o r th e co n tro l
s ys te m.

https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
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l A uth e n ticatio n Me th o d : Se le ct an 8 0 2 . 1x auth e n ticatio n me th o d ( EA P-TL S Ce rtif icate o r
EA P MSCH A P V2 - pas s wo rd ) f ro m th e dro p-do wn me n u.

o Do main : I f EA P MSCH A P V2 - pas s wo rd is s e le cte d f o r A uth e n ticatio n Me th o d , e n te r
a do main n ame th at is re quire d f o r auth e n ticatio n .

o U s e rn ame : I f EA P MSCH A P V2 - pas s wo rd is s e le cte d f o r A uth e n ticatio n Me th o d ,
e n te r a us e rn ame th at is re quire d f o r auth e n ticatio n .

o Pas s wo rd : I f EA P MSCH A P V2 - pas s wo rd is s e le cte d f o r A uth e n ticatio n Me th o d ,
e n te r a pas s wo rd th at is re quire d f o r auth e n ticatio n .

l En able A uth e n ticatio n Se rve r Validatio n : Turn o n th e to g g le to us e s e rve r validatio n f o r
in cre as e d s e curity.

l Se le ct Trus te d Ce rtif icate A uth o ritie s : Se le ct trus te d CA s ( Ce rtif icate A uth o ritie s ) f ro m
th e pro vide d CA s to be us e d f o r s e rve r validatio n :

o Click th e ch e ck bo x to th e le f t o f a CA to s e le ct it as a trus te d CA .
o En te r a s e arch te rm in to th e te x t f ie ld at th e to p o f th e CA me n u to s e arch f o r an d

dis play CA s th at match th e s e arch te rm.
o Click th e ch e ck bo x to th e le f t o f th e s e arch f ie ld at th e to p o f th e CA me n u to s e le ct

all CA s as trus te d CA s .

Se le ct Man ag e Ce rtif icate s f ro m th e A ctio n me n u to add o r re mo ve CA s f ro m th e lis t. Th e
Man ag e Ce rtif icate s dialo g bo x is dis playe d with th e R o o t tab s e le cte d.

Man ag e Ce rtif icate s Dialo g Bo x - R o o t Tab

Click th e tabs n e ar th e to p o f th e pag e to s witch be twe e n th e dif f e re n t type s o f CA s ( R o o t ,
I n te rme diate , Mach in e , o r W e b Se rve r ) . Th e s ame s e ttin g s are pro vide d f o r e ach type o f CA .
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Type a s e arch te rm in to th e Se arch … te x t f ie ld to s e arch f o r an d dis play CA s th at match th e
s e arch te rm.

Th e f o llo win g in f o rmatio n is pro vide d f o r e ach type o f CA :

l N ame : Th e CA n ame
l Ex piry Date : Th e date an d time th at th e CA is s e t to e x pire

I f th e CA s s pan multiple pag e s , us e th e n avig atio n arro ws o n th e bo tto m o f th e pag e to mo ve
f o rward o r backward th ro ug h th e pag e s , o r s e le ct a pag e n umbe r to n avig ate to th at pag e .

Click th e tras h can butto n in th e A ctio n s co lumn f o r a CA to de le te it. A po p- up dialo g bo x is
dis playe d as kin g if th e CA s h o uld be de le te d. Click Y e s to de le te th e ce rtif icate o r N o to can ce l.

Click A dd [Type ] Ce rtif icate to add a CA o f o n e o f th e f o ur available type s ( R o o t , I n te rme diate ,
Mach in e , o r W e b Se rve r ) to th e lis t o f CA s . Th e A dd Ce rtif icate po p- up dialo g bo x is dis playe d.

A dd Ce rtif icate Dialo g Bo x

To add a n e w ce rtif icate :

1. Click Bro ws e .

2 . N avig ate to th e CA f ile o n th e h o s t co mpute r.

3 . Se le ct th e CA f ile , an d th e n click O pe n .

4. Click L o ad to lo ad th e CA f ile to th e co n tro l s ys te m. Th e uplo ad pro g re s s is s h o wn in th e
dialo g bo x .

5. O n ce th e co n tro l s ys te m h as co mple te d th e uplo ad, click O K.

Click th e x butto n to clo s e th e A dd Ce rtif icate dialo g bo x at an y time durin g th e uplo ad pro ce s s .
Clickin g th e x butto n be f o re th e CA f ile is uplo ade d to th e co n tro l s ys te m can ce ls th e uplo ad.

Click th e x butto n to clo s e th e Man ag e Ce rtif icate s dialo g bo x an d to re turn to th e 8 0 2 . 1x
A uth e n ticatio n pag e .
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Co nnec t t o Xi O Cl o u d S erv i c e
Th e X iO  Clo ud® s e rvice allo ws s uppo rte d de vice s acro s s an e n te rpris e to be man ag e d an d
co n f ig ure d f ro m o n e ce n tral an d s e cure lo catio n in th e clo ud. Suppo rte d Cre s tro n ® de vice s are
co n f ig ure d to co n n e ct to th e s e rvice o ut o f th e bo x .

U s e o f th e s e rvice re quire s a re g is te re d X iO  Clo ud acco un t. To re g is te r f o r an X iO  Clo ud acco un t,
re f e r to www. cre s tro n . co m/Suppo rt/To o ls /L ice n s in g - R e g is tratio n /X iO - Clo ud- R e g is tratio n -
R o o m- L ice n s e s .

N O TE:  Th e de vice may be dis co n n e cte d f ro m th e X iO  Clo ud s e rvice by n avig atin g to th e
Clo ud Se rvice s tab in Cre s tro n  To o lbo x ™ s o f tware ( Fun ctio n s > De vice I n f o > Clo ud Se rvice s ) .
Fo r de tails , re f e r to th e Cre s tro n  To o lbo x h e lp f ile .

To co n n e ct th e de vice to th e X iO  Clo ud s e rvice :

1. R e co rd th e MA C addre s s an d s e rial n umbe r th at are labe le d o n th e s h ippin g bo x o r th e
de vice . Th e MA C addre s s an d s e rial n umbe r are re quire d to add th e de vice to th e
X iO  Clo ud s e rvice .

N O TE:  I f th e de vice h as multiple MA C addre s s e s , us e th e MA C addre s s th at is
pro vidin g th e primary co n n e ctio n back to th e n e two rk. Fo r mo s t de vice s , th e Eth e rn e t
MA C addre s s s h o uld be us e d. H o we ve r, if yo ur de vice is co n n e ctin g to th e n e two rk o ve r
a dif f e re n t pro to co l ( s uch as W i-Fi® co mmun icatio n s ) , us e th e MA C addre s s f o r th at
pro to co l in s te ad.

2 . L o g in to yo ur X iO  Clo ud acco un t at po rtal. cre s tro n . io .

3 . Claim th e de vice to th e X iO  Clo ud s e rvice as de s cribe d in th e X iO  Clo ud U s e r G uide .

Se le ct th e de vice f ro m th e clo ud in te rf ace to vie w its s tatus an d s e ttin g s . Th e de vice may n o w
als o be man ag e d an d as s ig n e d to a g ro up o r ro o m. Fo r mo re in f o rmatio n , re f e r to th e
X iO  Clo ud U s e r G uide .

N O TE:  Fo r X iO  Clo ud acco un ts with ro o m- bas e d lice n s e s , th e de vice mus t be adde d to a
lice n s e d ro o m be f o re its s tatus an d s e ttin g s can be vie we d.

https://www.crestron.com/Products/Featured-Solutions/XiO-Cloud
https://www.crestron.com/Support/Tools/Licensing-Registration/XiO-Cloud-Registration-Room-Licenses
https://www.crestron.com/Support/Tools/Licensing-Registration/XiO-Cloud-Registration-Room-Licenses
https://portal.crestron.io/
https://docs.crestron.com/en-us/8214/Content/Topics/Home.htm
https://docs.crestron.com/en-us/8214/Content/Topics/Home.htm
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P ro grammi ng
4- Se rie s co n tro l s ys te ms s uppo rt an o pe n de ve lo pme n t e n viro n me n t th at e n able s pro g ramme rs
to us e s tan dard to o ls to cre ate C# pro g rams . Pro g ramme rs can als o us e Cre s tro n to o ls s uch as
SI MPL , SI MPL #  Pro , an d VT Pro -e ® s o f tware to cre ate co n tro l s ys te m pro g rams an d pro je cts .

l Fo r mo re in f o rmatio n o n pro g rammin g f o r a 4-s e rie s co n tro l s ys te m us in g C# , re f e r to
o n lin e h e lp an s we r I D 10 0 0 6 3 7 .

l Fo r mo re in f o rmatio n o n pro g rammin g f o r a 4-s e rie s co n tro l s ys te m us in g th e Pyth o n
pro g rammin g lan g uag e , re f e r to th e Pyth o n Pro g rammin g L an g uag e o n 4-Se rie s Co n tro l
Sys te ms De ve lo pe r Micro s ite .

https://www.crestron.com/Products/Control-Hardware-Software/Software/Control-System-Software/SW-SIMPL
https://www.crestron.com/Products/Control-Hardware-Software/Software/Development-Software/SW-SIMPL-SHARP-PRO
https://www.crestron.com/Products/Control-Hardware-Software/Software/Development-Software/SW-VTPRO-E
https://support.crestron.com/app/answers/detail/a_id/1000637/kw/1000637
https://sdkcon78221.crestron.com/sdk/Python-Programming/Content/Topics/Home.htm
https://sdkcon78221.crestron.com/sdk/Python-Programming/Content/Topics/Home.htm
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Reso u rc es
Th e f o llo win g re s o urce s are pro vide d f o r th e CP4 an d CP4N .

N O TE:  Y o u may n e e d to pro vide yo ur Cre s tro n . co m we b acco un t cre de n tials wh e n pro mpte d
to acce s s s o me o f th e f o llo win g re s o urce s .

Crest ro n S u p p o rt and T rai ni ng
l Cre s tro n True Blue Suppo rt
l Cre s tro n R e s o urce L ibrary
l Cre s tro n O n lin e H e lp ( O L H )
l Cre s tro n Train in g I n s titute ( CTI )  Po rtal

P ro grammer and D ev el o p er Reso u rc es
l h e lp. cre s tro n . co m :  Pro vide s h e lp f ile s f o r Cre s tro n pro g rammin g to o ls s uch as SI MPL ,

SI MPL # , an d Cre s tro n To o lbo x ™ s o f tware
l de ve lo pe r. cre s tro n . co m :  Pro vide s de ve lo pe r do cume n tatio n f o r Cre s tro n A PI s , SDKs , an d

o th e r de ve lo pme n t to o ls

P ro du c t Cert i f i c at es
To s e arch f o r pro duct ce rtif icate s , re f e r to s uppo rt. cre s tro n . co m/app/ce rtif icate s .

Rel at ed D o c u ment at i o n
l 4- Se rie s Co n tro l Sys te ms R e f e re n ce G uide
l 4- Se rie s Co n tro l Sys te ms Se curity R e f e re n ce G uide
l . A V Frame wo rk So f tware f o r 4- Se rie s Co n tro l Sys te ms R e f e re n ce G uide
l Cre s tro n Fus io n ® So f tware H e lp File
l Cre s tro n Pro g rammin g De s ig n G uide
l X iO  Clo ud U s e r G uide

https://www.crestron.com/Support
https://www.crestron.com/support/search-results?c=0&q=CP4
https://support.crestron.com/app/results/kw/4-Series/page/1
https://trainingapps.crestron.com/
https://help.crestron.com/
https://developer.crestron.com/
https://support.crestron.com/app/certificates
https://www.crestron.com/getmedia/7d6b22e7-27f6-4bdc-914b-fbed9e37650e/mg_rg_4-series_control_systems
https://www.crestron.com/getmedia/092281be-65d9-40e8-983b-926a174c007a/mg_sr_4-series-control-systems
https://docs.crestron.com/en-us/9044/Content/Topics/Home.htm
https://help.crestron.com/fusion/Content/Topics/Home.htm
https://docs.crestron.com/en-us/5277/Content/Topics/home.htm
https://docs.crestron.com/en-us/8214/Content/Topics/Home.htm
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